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RRT7 7 ANDY F— hRXA(AEFHEENR L)

aw R Ty LA awy ROMHEWT 19

X4 CONFIG (X7 7 AL JE— k3R FAH L(GET) | FEEZALPUT) | BEHFEEE
running-config ?lf) (I\Il;tI)G 774 config o o -
CONFIG 7 7 A
config0 o o -
IV (.txt)
startup-config #0
~ L
T. COBE config0-all o o -
(zip)
CONFIG 7 7 A configl o o -
/b (txt)
startup-config #1
S B4
ﬁ_f\T@pX[E configl-all o ) -
(.zip)
CONFIG 7 7 A
config2 o o -
IV (txt)
startup-config #2
> ==
j—.f\f PEE config2-all o o -
(.zip)
CONFIG 7 7 A
config3 o o -
IV (.txt)
startup-config #3
~ SoE
jA. CTORGE config3-all o o -
(-zip)
CONFIG 7 7 A configd o o -
/b (.txt)
startup-config #4
S B4
jﬂf\f PEE config4-all o o -
(.zip)
CONFIG 7 7 A
configsd o o -
startup-config /b (txt)
#SD . S
@‘.f\“C PEE configsd-all o o -
(.zip)

Fo, RET 7 ANEEBE, BERICO AT LA2HESHSE-WEEIE. LT E— 2 ZBELET, H
EBEBLTCWbdar 7 o 7RG L7220 77,

KRBT 7 ANDY FT— hRA(HEFHEEH )

A==

ixX [E

X CONFIG |X&77 AV PESNE A FHH L(GET) |EXARPUT) |HIEES
CONFIG 7 7 A
reconfig - o o
BUEBE LT |V ()
% startup-config FNT OB
. x reconfig-all - o o
(.zip)

éb\o
Mol T 7 ANVERETDHEEL KM TEERA,
T 22~y FOBRX, EDKRA RO OS(TFTP 7 74 7 2 MICEKFLET, RORITHER L TEITLTLILES

Wy,

T AN EEFEZRARPUDT S & X,

SWX2310P O IP 7 K L &
s — RIS F U B — R TITV &,

U E— h2RADHAIZ"/PASSWORD" & W ) FTEX TEH SR U — REfRET AL ERH Y £9°,

BHSAT — RO EDOIREETIE, RET 7 A VOt AH L/EX AL EZT LI LI TEERA, BIL > THE

%4 CONFIG, BX W, {RT7 7 A LVOFRERNIE LW & 2R L TL 72

HANRY — R EETL0LENHY £,

UJE— kXA IZ"

i‘@_o

config"# i E L C PUT(E X AR T D356, BIEEHF O

=i

AX A

REZBMELIIZELARNVEDIZONWTIE, BEEH L TCWAREDETE L0 £,

Fo. REMIIRAFI RO, RIFLIZWG ST write 2~ 0 FETRAEL T ES 0,

(ZXFLT, BmEIT EEEEZL




20| 2~ R 77 LR | avy ROFEWS
o BFE LS A7/ A U — K(password 8 X° enable password 8 ® =~ > RZ)iX, TFTP “C running-config {Z PUT L
THREICKBM SN EEA,

Fim, B bEN-/ AT — Rae&tea—P —O%Eusername 2~ > M)k, —HF—DBEH KRN TONL T
Ao

23 AV
SWX2310P DEEMNET T 5 &, v/ A vEmER~LET,

BRE L= —ZHLRAT—-REANTDIZ TR A THIENRTEET,

MHRETIL, OB~ EINTEY, 22—V —%:admin, /XA Y — N:aadmin TR 7oA §5Z &N
TEET,

=y gl i

Username:admin
Password:

e nlALHEOa Y —)LHEE

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWX2310P>
M2 —F =T 7oA LIche, HRIOANAY — FERBEHARRSNESTOT, NATY—FE2EELT
TEEW,

o XA — K28 [

Username:admin
Password:

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

B, NAU— FZ 3 EEgE TRIEZ 725G, 10 74 URRIRSE T, 1 o, ELW AT —RFEA
JLTLIZEN,

o B A BRI

Username: user
Password:

[}

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« nr ARSI = =0, BONRAT — NEHIER D LRI EFR SN ET,
o HIREFRIFGEZICIELWASAT =2 ANTLHLI L TR A TEH L5100 £,

24 2~ FAJIE— RIZDOWT

241 a2~ FAJIE— FOEAK

SWX2310P O ELFLRESRR AT HIEE . Wi a~vwy FANE—RIZEBR LD, avr REFETTE4
ERHVET, I ROATTE—RNILUTOL I RBERBIZOINTEY, 4 DEF—RRTANTEHa~v PR
B0 FET, a—V—F, 77 " E2ERTHILET, BE, EOT—RWIDONERT LI ENTEET,




O I
(JERD— R ADEm)

Dﬁ{yﬂml

JEHEEXECE—
(I—HE—R)

—

exit, logout

enable /administrator disable

a<w R T77 LU A | avy ROV |21

SWX2310P=

BHEEXECE—RK

exit, logout

configure terminal

2J0-)Ul
d>J10L—33>E—R

interface’d &

fElR!

d>J10L—33>E—R

SWX2310P#

SWX2310P(config)#

SWX2310P|{config-if)#

o< FASTE— FOEBICEET AN a~ 2 N, UFERVES, Fa—larr74 71—y 3 F
— KRy 74—y a rE— RAOBBa~ Y RicoWnWTix, MERIzy 74 7 L—3a vF— R 2%

LTI,

+ exit AV R

* logout =~ K

» enable =~ > I /administrator =~ N
+ disable =¥ |

+ configure terminal =~ >

e end IR

242274 TV —Y g U E— R

fERl=> 7 4 7 L— 3 > — RKEiX, LAN/SFP R— h<° VLAN A > ¥ —7 =— A QoS 72 &, FrEDHHE ZX7
HEEMIRREEATO DD — FOBRKHTYT, a7 4 /L —arB— RIZADIKIE, Fa—var7 g

Jl—aryEt— RCTEE— NIIBH:TLHDDa~y REETLET,

SWX2310P iRy 7 4 7L —3 a3 o F— RIZIFEKROLONRH Y £, il 74 71— 3 0 F— ROHC
IEEBLEN TS HDLH0 £, #ilziE, RVv—~yv7ET—RFR>R)v—~<v 7+« 7T AE—FKTT,

Bz 747v—varsE—F BRa<w R

A =327 S

A B =T 2 —AF— RN interface =~ K

SWX2310P(config-if#

FA - K line con =¥ > | SWX2310P(config-line)#
line vty =~ > N
VLAN £— K vlan database =~ > K SWX2310P(config-vlan)#

VLAN 77 2= FE— K

vlan access-map 2~ > N

SWX2310P(config-vlan-access-map)#

MST &— K

spanning-tree mst configuration =~
R

SWX2310P(config-mst)#

VIR SE— R

class-map =~ > K

SWX2310P(config-cmap)#

KY v—v v FE—F

policy-map =~ > K

SWX2310P(config-pmap)#

R)o—vv 7« 7 TAE—R

class =<2 K

SWX2310P(config-pmap-c)#




2|avr R 77 LyR | avy ROMFNT

BRlay 740 7 v— g v E—F

Ba<wr R

A=

RO Y Y—F—F

aggregate-police =~ > K

SWX2310P(config-agg-policer)#

L2MS E—

I2ms configuration =~ >

SWX2310P(config-12ms)#

LLDP =—Y = hE— K

lldp-agent =~ >

SWX2310P(lldp-agent)#

A—TFT o L— hE— R

mail template =~ > F

SWX2310P(config-mail)#

AT a—NT T L— E— R

schedule template ==~ >

SWX2310P(config-schedule)#

RADIUS v 7 4 /L — g »E—

radius-server local-profile =~ > |

SWX2310P(config-radius)#

K

243 a2 R T v OV T 4T A

a<w R OT VT 4T AT, FAMEERLTOVET, PIHNRETIIARA M4 E LT, ET LT
7% [SWX2310P] #FE L TWET, AE <L, hostname 2~ RTHRA MNERETAHAZI L TEETXF4,
SWX2310P Z 85 L CWDEHER LY, AL v FIZHlx DAHIZHEL TRBL Z LT, BHALLT R F
—é—o

KA NLDER

SWX2310P (config)# hostname Switch-012
Switch-012 (config) #

244 BRI AANTIE— KD~ REFT

SWX2310P TlE, E— FZ LICFIHRER 2~ RPN R L7720, FEITHRERE— NETERBL Ca~vy F&23T
LTI 8%, TNEMRIET DI a~ FELT, doa~y RaEEELET,
do a2~ REMEHTAHE, T R_RTHOar 747 b—32 g 0F— RO L EXEC BE— RDa~vwy REETTHZ &
MNTEFET, ZHIZEY, TR_Toar 747 b— g 0F— R B EXEC B— NICBEIT 5 - & . BE
Hoary 74 7 b—variE2BRE LD, REORENAREE 2D 4,
72721, do TIXMisEmRIZFIH TE oz, ZD®%ICHES 2~y RE T VAL ETZITENER TATIT 5 LEN
HYET,
o TNAAYLTANTBHEE

SWX2310P (config) #do show running-config
. BRI TANTHHE

SWX2310P (config) #do sh ru

25 a2 Y —NVERHEOX —R— NEE

2.5.1 oY — )V A D EARERE

SWX2310P Tif, =~ K74 BT, LLTFOBENRTHRE TY,
o« H— V)LD

R R PR - fi%
- 1 CFAI BB LT
- | SCFREICBE L ET
| BEEAICBEI L £ (0 — Y MLEBIC B D HEE D i

Esc i F#I(Z F DILFOWIZHBE LET)

| HEEAEICBE L £ (0 — Y NMLEICH 5 HGED JEEH

Esc fi 12 B SCTFICEE L ET)

Ctrl+ A TOSEEEICBEN L E1
Ctrl +E ITORRBICBEH LT

« AT OHIER



aw R 77 LR | 3wy ROMWTT |23

F—R— FEE B - =

Backspace

H—=INVDECH D LT wHIBRLET

Ctrl + H

H— I NMLEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETAREELZ L7256 1E, exit =
< RERUEMEE 720 £97,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AT O FEZETHIBRLET

. T
F R FHRE B - 5

B = NMLED LT & FDEFO LT 2 AN 2 F

Ctrl+T 7
H—VIVHBTORRBIZH D & &, BERIDLF & Z D]
DXFw AN FT,
JERFHE EXEC £ — R L 7 EXEC £=— R TlX, A
Da< RERFEL TROITIZE D £97,

Cirl + C MRz 747 v —3arE—RKTClE, AAFoa~

v RTZREEE L CRriE EXEC £— RICER L %7,
BEFEITHOa~y RO Z TR LE7, (ex: ping =2
< R)

sz 7 4 7 L—3 3 »F— RS Fi#E EXEC & —
Ctrl+Z NIZ#ER LET,
end 2~ FERIUEMESE 220 9,

252 a~vy R~ )L

av S RIA L ETP"EATTHIET, METEa~v RERFIANATA— X —EHRBTETET.
SWX2310P#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWX2310P#show vlan

253 Afja<r FofzE., ¥—V— RMEf—EDFR R

ayy—)b ETavwy FANBFIZ, "Tab"F—%f5 L, a~vr Faifiesngd, £z, ¥—U—RFAN%KI
"Tab"¥—Z 3 &, WICANFEERF—TU — RO —E 2R R LET, AREIEX, "Cul+I"F—%2# L TH Ak
REMEL 720 9,

o v R4 DOHSE

SWX2310P#con"<Tab>¥ — % #fi§n
l
SWX2310P#configure
o F—U— REM—EOFRR
SWX2310P (config) #vlan "<Tab>¥F—Z ¢

access-map database filter
SWX2310P (config) #vlan
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254 < ROEEAT

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWX2310P# sh run

255 2~ REAXA Y —

av Re AN —kfea T 5L, WECANLEZa~vy REMHEAABETHET LY, BEICANLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThrEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—ZBL, RERFERICNEZKD Z & TR HIZ

RO <ERLET,
SWX2310P T, show 2~ ROET 4 7747 & LT, RO 3IFEEARML E T,
EFA4T7AT A
include
BE LTI Gt e 45
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 2 £~ 5,

< (B
SWX2310P# show spanning-t

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

nl

ree

show running-config C VLAN #1 % & el 2 FrnT 5,
SWX2310P#show running-config

grep vlanl

include

Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Tay

3.1 R EMEDEH
SWX2310P 1%, U TFDar 7 4 2R L CREEZEFH L £,

av7 4 7O B! IR — P —HfE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

TRAF L72iREM, FlashROM £ 5
ODALT 47 & SDI—FRED]
DDaAY T 4 VT EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & [ startup-
config) config select =~ > K CTRET 5,
SDAA—RED1 207 4 713"
swx2310p/startup-config" 7 + /L ¥ T4

ZH/HE/ =2 —

Y5,
T 74/ b a7 47 (default- 77 F /v O ESE, FlashROM E |,
config) T B, PRAFAT

SWX2310P O ¥ A7 L@, LLFOfhE 20 £9,
1. startup-config select =~ NREMEZSZH L, T LAF— T v T a7 4 72 RET D,
startup-config select =~ > R Tsd NREIANLTNWT, AF— T v 7 ar7 0 ZPRRESNTNS SD 71— KA
FASNTWRNSTEHE, AX— T v T ar 7 ¢ 7 # B3R END,
2 WELIEAZ = NT v T ar7 4 FBRFEST D56, %87 —4 % RAM LiIZT v =727 4 7 & LTEM
‘a_‘éO
startup-config select =~ > RXEMIZ L7=RN > TRE LT AX — ~7 v 727 ¢ 7 Flash ROM _EIZHFAE L
WA, TN a7 0 7% RAM RICERT 5,
SWX2310P #EH I a~ RRETRELZLERTLH L, BELEARTTSICT =07 a7 4 JITKBSVE
T, Tr=rrary 7 4 JEER LR, write £72X copy 2~ REFEITTHILET, AX— T v Tarrgy
IWHEFHINET, RE - BRLIENELZRAFE LW THERT 5 &, RE - EENAENKRDNVET, THEELE
éb\o

32 F 7+ )V MR EE
SWX2310P OF 7 F /L Fi%EMEIZ DWW T, U TFORITIRLET,

THHHAREEOFREIL, AEICGREHIN 2L~ 2 NOMYHENEH SN b Tid7el . LFOT 7 4 /L % E
Iz 72 > TWET,

o VAT ARIKDT 7 )L FERE

BESHE BREHHE F 7 NREME
CONFIG ECENREIZfE 3% CONFIG stja; RNDAY — R T w7 a
Iy I—NVEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
IV HRE PR o — A — 2 —H—4admin, /XA T —
’ R:admin
= AV AT — _
INAT — ROKEZAL Wb L7 n
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RESH REEHE 7 4V NREE
BA DS = JST (UTC + 9.0H)
RF 2 & B NTP #—/3— 7L
NTP 587/ 1 FFEIC T[]
RMON B{E B
sFlow #HiE 20

Ty =AU T B

X7 m— K URL

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2310p.bin

i A

DRIV By N F | R L 720
HA LT TR 300 sec
BE B2
LLDP -
H #hE% E Hxh
#HiE H%h
L2MS
sl =Yz b
debug L~y m 7 H 7] OFF
information L'~ a7 H/; ON
SYSLOG -
error L~yLa 7 i/ ON
SYSLOG ¥ —/3— L
TELNET H— N—kfE EEh3 5
TELNET H——7 7 & & VLAN #1 O L 3F7]
SSH #—/N—iR e EE L 72w
7 7 A TFTP Y — X —JKHE EE LW
HTTP #—/N—IKHE EEhd 5
HTTP #—1—7 7 X VLAN #1 O L ZF7]
Y% =7 HTTP Y —/S—iRKE EEhL 720
£R5F VLAN VLAN A > X —T7 = — A VLAN #1
MAC 7 KL & H#h5H H%h
S EEIT 30N
MAC 7 RLAHEfE =— ) 300 sec
L2 AL v F s IR fH]
A= Y ) — BHZD
MBEL—T R 7
DNS 7 Z 4 7> b BE %N
A2 H—T = — A PoE #5%E Hxh
QoS 2
N7 7 1w 7 iil4E ;
7 v —#l{# (IEEE 802.3x) T2
BE 7
A A s 1
PNy, X7 1D
A2 IR—=F"THEHIIPT KL A Auto IP

e LAN/SFP R— MHALODT 7 4L K

E
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RESHH REHEH T 7%V NREM
HELBEE— FIRE auto
7 a A/A  L— ~ BEPHIR B
MRU 1,522 Byte
FEARGTE AR— h O L
EEE 20
Port Mode Access
P& VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 /L& — 20
) ANR= T — H%)
L2 AA v F o - e
ME— TR A%
QoS F T A RE—F CoS
NS5 7 4 2 I 7 v —7fil{# (IEEE 802.3x) =20
Ak — Al ) 2D
] i 2
PoE 5 #E
FRrEM {128
LLDP =—Y = k EZEE—R EEB LG
77 4/ b VLAN (VLAN #1) (2% 9 2 5% €
BRESR REHH 774 PREE
Layer3 H6e IPvd 7 KL A 192.168.100.240/24
. 239.192.128.250 (Y-UNOS
< LF Xy A RT L—ADERE ) (
EN(E 2
Querier L 2h
Fast-Leave A7)
Check TTL B
LS
IGMP Snooping Check RA D
Check ToS 2
IPv/LVFF¥ R B
Report-Suppression B
Report-Foward %)
Mrouter-Port Data- o
S e )
uppression
BE )
Querier HHE2)
MLD Snooping
Fast-Leave )
Report-Suppression B
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B4

PRST « IE R RE

4.1 XA J— R

4.1.1 FENSRZT— RORFE
&3]
enable password password
5 =5 —]
password BB AT — R
PAPETELIO" & L > &2 EEATFER AT S (G2 CTLUN)
BN D SCFAT A ST TRRT AUT DT e
[WIEARRE]
enable password admin
[ASTE— K]
sua—n)Narsr 4l —ya 'R
B

et EXEC B — RABITT A0 DEEANRAT — RERET 5,
FITH NIRRT —RTHD admin [ICEFETHZ LIXTERU,
[/ —F]

password-encryption =21~ > | L7228 > T AL S NTZ/RA T — RDOEE, 2227 4 7 1 Cld"enable password 8

password"DIEAR TRR SN D,

=P —lFavr RIS b ar 7 4 FRETDHEE, ZOBRTANT DI LITTERN,
BENRFIC, IR ANA T — RRRE SN TORWGEIE, #IE N T — F(admin) & HEIFICRET 5.
[ E B

B RAT— K& LT adminl234 2 ET 5,

SWX2310P (config) #enable password adminl234

4.1.2 7RA T — RORFEAL

[EX]
password-encryption switch
no password-encryption

$5 A=z
switch D NRAYU— RS 2080
REME B
enable ISR A B
disable a5k L7gwn
(AR 2
password-encryption disable
[AF1E— F]

Jga—)aryz 4 lb—y g rEw—R
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[FEHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO/IA T — NI b b S iz ig=lic
EHEINDD, ARPLEMHIIER LI2SGEE, BRc Skt Tnd a7 4 ZHORZAT — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWX2310P (config) #password-encryption enable
NAY — OB S 2 BT D,

SWX2310P (config) #no password-encryption

42 22—V —Tho v NEHE

421 22— —DHE
[EFX]

username username [privilege privilege] password password

no username username

[F—TU— K]
privilege D a— W —DOHEREEET S
password D =P =D AT — RERET D
[/XT A—&—]
username D a—Y—4
P (32 SUFLAN)
privilege D RRHEE AT B DR
X EME LA
FEHE EXEC E— RBATRFIIC N A T — RD A
o FIDRKD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off MRDEND
Guest #EfR T Web GUIIZT 7B ATX %
password D a—H—onr A RAT— R
PATHTEIO L b | &> 2 LR XTFERLS AT SG2 XFUWN)
WD LT AT T TRIT L OIT 720
(18I E]
L
[AFTE— F]

Ja—\)nary7 4L —y g T — R
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[@iA]
a—F—EFRERET D,
TP ERII RT3 E TRETE D, 7L, privilege off D= —H— 3K 32 % T, privilege on D 1—
P X T I FREE R D,
UUTOHGETZ—F—2 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username 8 password password" DFE TR R I 5,

A—PF—Fav NI b ar T FRETDLEE, ZOBNTANT DI EIETTE R,

ELENEFIZ, privilege on D —H—73 1 D HERE I N TWRWIEA L, A& Bl = — ¥ —(admin/admin) & 1B 13 5,
BERFIZ, NAT— RBRRE SN TRV —Y =T 22— =4 L[E CFHNE2 /AT — RICHBERRET 5,
[BREH]

Z—W— userl234 Z R ET D,

SWX2310P (config) #username userl234 password user pass

¥t 2t 5 LTz — W — userl1234 /T T D,

SWX2310P (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege

[¥—TU— k]

privilege D a— DR EZIEET S

[73T7 A =4 —]

username D a—F—4

A G (32 SUTFLI)
privilege D FREER AT ET D0
BEE Bl
¥iHE EXEC E— FBATIFIC AN AT — RO A
on FIDIKD B 7N
Administrator HEFR T Web GUI (C 7 7 £ AT
EA)
FiHE EXEC ©— NBATRHZ/NA U — FDOA
off TRkHBND

Guest #E[E T Web GUILIZT 7 EAXATZ 5

[WIEIRRE]

L

[AJ1E— F]

sua—m\varz 4 b—va e —R

(A

IR H DA —YF —OHEREZEE T 5,

[/—}I]

FBERD 2 — P —TITRE T E R0,
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BRERFE D —F — user1234 |ZHEHEL T 54 5,
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SWX2310P (config) #username userl234 privilege on

423 0 A v a—F —FEROER

[AF1E— F]
FEFFHE EXEC E— N, ffMEEXEC E— R, Z/m— \var 7 4 7 L— a3 VE— K
[FEA]
7Aoo ——ERERTT D,
UTFOHEHENRERIND,
HAH B
n A FRERRT D,
con0 (X V7 /aryy—LiR— kb
Line vty N [L VTY "— b
stkNIZVUE—ha /AR —Fh
http N |& Web GUI
Own H & O AR — S OITIZ * 2R~ T D,
User 0y A RO a—YF—2EFKRT D,
Status BT A RBERRT S, 2P MEHF 05 G
Login &/~ 7 %,
Login time 07 A UK ERRT D,
IP address e —H—DIP 7 KL AZFRT D,
[ E 5]

ALy JRRENER IR Ca— Y —Dn 7 A MR EFRT D,

SWX2310P>show users

vty
vty
vty
http

User Status Login time IP address
userl234 Login 02:15:23

operatorsl Login 00:12:59 192.168.100.1
abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
- Login 00:00:21 192.168.100.10
userl234 Login 01:12:25 192.168.100.4
(noname) Login 00:18:04 192.168.100.102

http
http
http

WNhRFRPOJOUOU b WN P OO

ALy I RN AN RRE T —F—Du 7 A UEREFRT D,

SWX2310P>show users

User Status Login time IP address
userl234 Login 02:15:23

operatorsl Login 00:12:59 192.168.100.1
abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
= Login 00:00:21 192.168.100.10
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vty
vty
vty
stk
stk
stk
stk
http
http
http
http

userl234 Login
(noname) Login

WNRFRPOWNRE OJoy U
|
|

4.2.4 N —DFRE

00:33:11

01:12:25
00:18:04

192.168.100.4
192.168.100.102

[EX]

banner motd word
no banner motd

[23F A —%—]
word DOEABEHIT R L UREA R E(256 STFELIA)

(AR E

no banner motd

[AS1E—F]
Jua—n)arz 4 —y g rE'w—NR

B

Ay —=nn A VRHIRRSNDNT—E2RET D,
[EXRE )

NF—FoRm% [Hello World! ] IZEXET 5,

Username:
Password:

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)

Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWX2310P>enable
SWX2310P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWX2310P (config) #banner motd Hello World!
SWX2310P (config) #fexit
SWX2310P#exit

Username:
Password:

Hello World!

SWX2310P>enable
SWX2310P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWX2310P (config) #no banner motd
SWX2310P (config) #fexit
SWX2310P#exit

Username:
Password:

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)

Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWX2310P>
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43 a7 4 T DOEH

431 =T a7 4 7TORE

[EX]
copy running-config startup-config [config num)|
[T A—=F—]
config_num = N A
RIEE B!
<0-4> AH—= KT T a7 47 #0-#4
sd SD i— RANRZ— T T ar7 47
[AJ1E— K]
FikE EXEC E— R
[

BEEATOBRE(T =7 ar 7 4 NEREIFOBREA T — T v T a7 40 7) LTRET 5,
config_num AW Lo GG 13, BUEORBIRHCHEH LA X — 7 v T ar 7 4 Z7ITRGFET 5,

[/—}]

Ty a7 4 VORI write 2 RSP save 2 RTHITH 2N TX D,

SD 1 — R~ 7 S TWRVREETIX, SD #— RN® Config #XIRIZL TARa~v L REETTLHET—L

%5,
AL T HIRFE, A A AL Fl(Active JRAE) D A FE1T AT HE,
[EXEH]

Fr=vrarv a4 rehkfE T 5,

SWX2310P#copy running-config startup-config
Succeeded to write configuration
SWX2310P#

43270 =07 a7 4 T DRLE
[EX]

write [config_num]

save [config num]

[73F A —&—]
config_num LAy I rEs
BEE A
<0-4> AB— RNT v a7 4 7 #0-#4
sd SD i—FKFHRAZ— T v Sarrq4 7
[AJTE— K]
FEHE EXEC £— R, Bl 7 4 7 L—v a3 vE— R
[FBA]

BRIEEHPORET v =7 ar 7 4 NERBROREAR Y — T v 7ar7 4 7)e LTRFET 5,
config_num ZHWE LI2GE X, BUEORBIFRHIMEA L7 AZ— N7 v 7ar 7 4 JITRFT 5,
[/—}]

T = a7 4 7 ORI copy running-config startup-config =~ > R THITH Z LN TE 5,

SD I— R~ FSITWRUVIRAETIL, SD 71— FN® Config ZxRIZL TARa~vy REETTHEZT—L
2%,
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AH - T HIREL, A A AL w FTl(Active IRRE) D A ZEAT A HE,

[BXEH]

- TE K RE

Sv=uar g4 VR RET S,

SWX2310P#write

Succeeded to write configuration.

SWX2310P#

43370 =0 72T 4 T DRR

[EA
show running-config
show config

[section]

[/3T A —HF—]
section D BT HEI VA
REME B
access-list 77 EAY A EEE
http-server HTTP H— /N —[5
interface A H—T 2 — ABE
ip IP Bt
ipv6 IPv6 [
key FRRIE X — B
12ms L2MS (o
lidp LLDP B8
mail o — L RN B
radius-server RADIUS #—/3— 5
schedule ALy a— )V
sflow sFlow [3:8
snmp SNMP [
spanning-tree STP 8
ssh-server SSH H#—/3— [
telnet-sever TELNET #—/\—
[AJ1E— K]

HrfE EXEC E— R, iz 74/ L—32 g vF— R

[FLAA]

BUEEATORE(T =T ar 74 NeERRT D,

section {ETEEBWEFI T R TORELF T D,

[BE B

Fom T arg 4 FEFRRT D,

SWX2310P#show running-config

|

interface portl.1l
switchport

|

line con O
line vty 0 7
|
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end

SWX2310P#

434 AFZ— K NT oS T 4 TOER
EEN

show startup-config [config num]

show config [config num]

[/XT A—F—]
config_num L a4 IR E
BEHE B
<0-4> AR — KT v T a7 4 7 #-#4
sd SD #— FHAARZ— K NT v 7Tar7 47
[AJTE— K]
¥ikE EXEC £— 1
B

BRI T ORER Y — NT v T a7 4 NeERRT D,

config_num %6 L7283, LT 2 &1 5,

- show startup-config : BIEEA L CWA Iy T 4 FHBED AL — KT v Far 7 4 7 uFRT5
- show config : BUEEHAF O T v =T a7 4 FeH£rT5

[/— 1]

SD 71— R~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHET—L
5,

(B EH]
WEEENFOA X — T v T a7 4 T EERT D,

SWX2310P#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
|

interface portl.l

switchport

switchport mode access

no shutdown
|

|

interface vlanl
no switchport
ip address 192.168.100.240/24

no shutdown
|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable

|

line con O
line vty 0 7
|

end

SWX2310P#
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435 2R F— T v FarT7 4 JDHEE

[ER
erase startup-config [config num]
[73T7 A= —]
config_num LAY T4 Ry
R B
<0-4> AB—NT v T a7 4 7 H0-#4
sd SD i— FANRZ— T T a7
[AFIE—F]
F#HE EXEC £— K
(@]

BN T DR EAR Y — T v 7 ar 7 4 N EZHET DEREHEET D,
config_num B LT GE 1T, BUEORBIRICHEN LA X — T v T ar 7 4 72 HET 5,

[/—}]

SD 71— KRB~ S TWZRVREETIE, SD #— RIN® Config ZxRIZ L TARa~vy REETTHET—L
%,

[ E B

AR =T v Tarr 4 TEHET D,

SWX2310P#erase startup-config
Succeeded to erase configuration.
SWX2310P#

436 AFZ— " T v TSars7 4 J0ar—

[EFX]
copy startup-config src_config num dst_config num
[/3F A —4F—]
src_config num . A —xDaAL T 4 TEKS
REMHE Gzl
<0-4> AB— RNT v a7 47 #0-#4
sd SDH— RANRZ— T v T ar747
dst config num D av—enar T 4 JEKE
RIEE Wi
<0-4> AR —NT T a7 47 #0-#4
sd SD I — RNAZ = T v Tar7 47
[AJ1E—F]
¥¢bE EXEC E— K
[
BEREORE(A Y — T v T a7 4 NeZNICHET LERE 2 —T 2,
[/— "}
SD 1 — R~ hSILTWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REFETTH LT —L
2%,
[BXE B

AZ =K T oA T4 T #H BEAZ— T v a7 47 # ~abt—3 5,



SWX2310P#copy startup-config 0 1
Succeeded to copy configuration
SWX2310P#

43T AZ— T v Far 7 4 FOER
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E&

startup-config select config num
no startup-config select

[/XT A —=HF—]
config_num o ArIT 4 Ry
REME Bl
<0-4> AZ—NT v T a7 47 H0-#4
sd SD I — R KNAZ =R T v T ar747
(AR E]
startup-config select sd
[AS1E— F]
FiiE EXEC E— N
(@]

EEIFAE T T ORERARF— T v T ar 7 ¢ 7 aER L CTHEET S,

no B THEAT Lic & id, MIIRREIC R D,
[/—}

ELENRE, config num & LT sd DEEINTWNWT, AX— R T v a7 40 ZPRGFIINTNS SD 1— RRFHAX

NTCWRNoTZEE, A — T v 7ar 7 4 7 # DRSNS,

ALy TEREMN A NRFIC config IV B2 % LT A, AZ v IV NE LR TE R RD70HnellEs LT

Ei S D ERD D,
[ EH]
AG—= T v T Ay T 4 7 # BB CHEST 2,

SWX2310P#startup-config select 1
reboot system? (y/n): y

438 AXZ— T v a7 4 FOHMAXDERE

[EX]
startup-config description config_num line
no startup-config description config num

[T A—F—]

config_num 1 <0-4>
AT 4 IEE

line D EAEET R LU LS (63 CT L)
KBRS — T T a7 ¢ ZZxtd 5B

IAS1E— F)

¥t EXEC E— I

[FiHA]

SBAR— T w7 a7 4 7 L CHRAXEZHRET 5,
no IR THEAT LI25A1E, A CEHIBRT 5,

#BH I show startup-config =~ > RO I THRER DO IAICE R I N D,
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[ EH]
AR = NT T a7 47 #l ITHAXERET 5,

SWX2310P#startup-config description 1 TEST CONFIG 1

4.4 EEEFHROEH

4.4.1 EBYFRORR

[EF=
show boot num
show boot all
show boot list

[%—U— K]
all DOEBEROBEAR R TS HFETERTD
list D EEMEROBIEERK TS HHECHSRRT D
[73F A—4—]
num : <0-4>
RELEEEDREREETRT D
[AJ1E— K]
FEHFHE EXEC £ — P, FrbE EXEC £— F
[@HA]
EENE R A KT D,
[/ —}]
cold start =~ > K clear bootlist =~ > R&Z(T3 5L, ZOEREILY VT b,
[ EH]
BUEDOEEE®REFRT D,

SWX2310P>show boot 0

Running EXEC: SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Previous EXEC: SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Restart by reload command

EEEEO —FE 2 &R T 5,

SWX2310P>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBEHRDO I VT

[#FX]
clear boot list
[AJ1E— K]
Kb EXEC E— R
[BLFA]
EENME OB ZHIBRT 5,
[BREH]

EEEHRE2 7 V735,
SWX2310P#clear boot list
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4.43SD 1— K7 — FDOEE
B

boot prioritize sd switch

no boot prioritize sd

[T A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 71— K7 — M &M+ 5
(IR E]
boot prioritize sd enable
[AS1E— K]
HitE EXEC £— I
[RLBA]

77— =T DSDA— R7— MEROAZ - BAZTIV KR D,

a~ v RETR, VAT AOFHEBN TS,

VAT A THEORRE TH D72, EE)H (startup-config #0 ~ strtup-config #4) 3 (ZFR T 1L TE 7200,
VIR EIX SD h— R 7 — " 3G TH D,

no 2~ NEITRHIMMIREIZR D,

[/ —}]

SD 1 — N7 — MERED AL - H2hIL, show boot prioritize sd =~ > N THEFE FIHE,

[BREH]

77 —ALU =T DSDI— R7— MEREENTT D

SWX2310P#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD H— K7 — b HEhEAEEDORE

[F=
boot auto-apply switch

[/3T A—F—]

switch : SD A — F7— b HEhiE RE 2 AN T D050
B EE B!
enable SD 1 — N7 — b H#Ehw fkee 2 A0Ic 32
disable SD 41— 7 — I H & B RE 2 LN 2§ 2

[WIRRE ]

boot auto-apply enable

[AS1E— F]

F¢HE EXEC £— R

B

SD #— K7 — ~ BEhi IR 2 A2 £ 713 E2hic 3 %,
AFEEEDIRAEIX, show environment =~ R CHER TX 5,
[ EH]

SD 1 — N7 —  HEhiE IfRE 2 T 5
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SWX2310P#boot auto-apply disable

4.45SD 1— F7— FREBHROER

EEN

show boot prioritize sd
[AJIE—F]
FEREME EXEC £ — I, Fi#E EXEC £— F
[REFA]
SD 71— N7 — MEREREFHRE RRT 2,
[ 2B

SD 71— R 7 — MEREREFHRE £ RT D,
SWX2310P#show boot prioritize sd
SD boot configuration:

firmware : enable

4.5 EREHRFZT

4.5.1 "aiFHROFR

[ER]
show inventory
[AJ1E— K]
FEFFHE EXEC E— N, ¢t EXEC E—
[FHA]
ANEE L ONSFP £ 2 — L OB IER A TR+ 5,
UTOHEANRERSND,

HH LA

NAME 4,

DESCR B

Vendor R4

PID 7u&7 1D

VID /§_:)3 v 1D, ﬁ;ﬁ]w%é\bio

SN YT NEE

[EEHl]
U E £ 5.

SWX2310P>show inventory
NAME: L2 PoE switch
DESCR: SWX2310P-10G
Vendor: Yamaha

PID: SWX2310P-10G

VID: 0000

SN: S00000000

SWX2310P>

4.5.2 BEMEBOFIR

[
show environment
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
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[FiFA]

VAT LOBEIEREFRRT D,
DITFTomBENEREIND,

o T—hFR—=Tgr

e Jr—AUuxzTIEYVay
. VUTINLEE

e MACT7 FL-XA

« CPU %

« AEVUMEHR

o 77 U OBENKEE

. 77 DR

s Iy —AUxT T 7A)N

o ARX—WNTwTarr4 7y AL
« SD & — K7 — s HEhiE HERE D% E
o VUTINAR—L—}

o EBNRFZ

o BITEREZ

o EEN D ORKEERER

o ARIKIRFEDIREE

o ARERE

B!

BEEwER~T 5,

SWX2310P>show environment
SWX2310P-10G BootROM Ver.1.00
SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
main=SWX2310P-10G ver=00 serial=S00000000 MAC-Address=00a0.de00.0000
CPU: 7% (5sec) 8% (1lmin) 8% (5min) Memory: 18% used
Fan status: Normal
Fan speed: FAN1=4444RPM FAN2=4444RPM FAN3=4444RPM
Startup firmware: execO
Startup Configuration file: configO
selected file: configO0
Boot auto-apply: Enable
Serial Baudrate: 9600
Boot time: 2018/01/01 11:13:44 +09:00
Current time: 2018/01/02 16:19:43 +09:00
Elapsed time from boot: ldays 05:06:04
Temperature status: Normal
Temperature: 28 degree C

SWX2310P>

4.5.3 5 4 R 7 fE IR
B

show disk-usage
[AFTE—F]
HHrE EXEC £ — R, %M EXEC £— |
[FLBA]
VAT LTHEML TN DT 4 27 ORI AR TT D,
« System: AT AMEHZ Y 7 EREFHRE )
« Temporary : —Kf U 7
[BEH]
T4 A7 ORI ERTT D,

SWX2310P#show disk-usage
Category Total Used Free Used (%)
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System 160.6M 1.1M 154.8M
Temporary 80.0M 2.4M 77.6M

w
o oP

454 EFH 0TS ak RADOFER

&3]
show process
[AJ1E— F]
HHE EXEC £— R
[RLBA]
FATHh O TR A E —fERRT D,
[E 5]
FTPOTuv R E2FRT D,

SWX2310P#show process

4.5.5 A E VERARRDOER

E!
show memory
[AFTE— K]
F¢bE EXEC £— R
[
Tut 2O VEHNEEZFRT D,
UTOERAZFRRT 2,

HH B

PID 7at A ID

NAME Tutv x4

%MEM WELAE Y O EAR

SIZE WEL A & U O B EREH)

PEAK WE A £ ) O HE(Z 1 E TORKMHE)

DATA BB A T U — R £ 2

STK 2By AR

[BXRE )
Tut 2O VEHEEZFRT D,

SWX2310P#show memory

4.5.6 HHfir R— MMEROER

[

show tech-support
[AJIE— F]
F¢HE EXEC &— R
(@]

B R — Mz Zorm T %, S A — MERICIE, BLTOa~ > FORITHRPI G EN D,
AZ sy JHERENA NI G, A S v 7 ML TV DT N TOMSROENMT R — ME#RERRT D,

L, AA VAL YFLAUNR—ZL, v FTEITEIND I~ NIFE LD, FEMILLTOa~y R—EE2SRT
5Tk,
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N R v 7K
a<v K AR 7 S .
A VAL 0T AUN=ZAL vF
show running-config O O O
show startup-config @ O O
show stack O (1) O (%1 O (%D
show environment O O O
show system-diagnostics O O O

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

OlO[O]O1O0[O|O

show users

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show power-inline

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

O[O]O1O1O0[O]O1O0[O[O]OIOIO|OIOO[O|OIO0[O[O]1O0]O0[O[O1O0[O0[O0]O1010]010]0
O[O]O1O1O0[O]O1O0[O[O]OIO[O|OIOO[O]OIO0[O[O]1O0]1O0[O[O1O0[O0[O0]O1010]010]0

show ipv6 neighbors
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a<w K RAH 7R

A 7 HEh

A VAL 0T AUN=ZAL v F

show ip igmp snooping groups

O

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

show sflow sampling

OlO|O|1O010[O]O|1O0[O[O]0O

OlO|O]1O0|10[O0[O]O]0

X1 AH v I RIRNETNATETICEEND,
[BXEH]
i R — M2 R RT 5,

SWX2310P#show tech-support

#

# Information for Yamaha Technical Support

#

*** show running-config ***

|
|
|
|

- Running Configuration -
Current Time: Fri Jan 1 00:00:00 JST 2021

dns-client enable

[

vlan database
vlan 2 name VLAN0OO0O2
vlan 3 name VLANO0OO3

|

interface portl.l
switchport
switchport mode access

* K K

* Kk %

* K K

* k%

#

show

show

show

show

# End of

#

SWX2310P#

startup-config ***

stack ***

environment ***

disk-usage ***

Information for Yamaha Technical Support
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4.5.7 Fffi v RN— MEROIRE

[EX]

copy tech-support sd
[ASTE— F]
FikE EXEC E— R
B

i RN — MEHRZ SD I — FITRIET 5,
SD 71— RNIZIZLL T D7 7 A V4 TR S D,

/swx2310p/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 1< Y RETHROEH B S

[/ — ]
AN SD I — FEFAL TS BERH D,

[BAEBI]
B ARN— MMEHRZ SD B — FITRAFT D,

SWX2310P#copy tech-support sd

SWX2310P#

4.6 AT ABC2ZH

4.6.1 ' A7 A EO2WRERDOFRR
EN
show system-diagnostics
[AFIE—F]
FEHHE EXEC B — I, 45 EXEC £— R
[FHA]
FTRTOVAT LAHCBMRE (77— h7 v TBWHER, 4T~ FRBEER, ~ L AE=4 ) v 7 BIiHR)
R T D,
[EEBI]
VAT LHOZERERTT D,

SWX2310P#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07
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- Health monitoring

SFP Test:
Port 13 14 15 16

4.62 AT = FUEDOFET
[E]
system-diagnostics on-demand execute [no-confirm]
[F—U—F]|
no-confirm ATy R2WOFITHEGR (yorn) Z1THOTRIFFFEITT S

[ATTE— K]
ke EXEC £— R

[FLHA]

ATy NP EETT 5,

ZErHIT T~ TO LAN/SFP AN — b & vy v N U § 5, S TIRICIIMS 2R 2 2R L, BEIZ 2T
L& BT 5,

NI A=Z—EFRELIRWGEIE, T T~ 0 F2Wia EITT 2008 0 D OMEREZRD BN D,

PWEFTT ATy 2, FATLARAVEEE " 2 AT M0ERH D,

[/—}]
T v R Wik RO FEHN L FEE B4 12 show system-diagnostics =~ > K CHERTX 5,
[BREH]

FrT<r N2 E EITT 5,

SWX2310P#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 7 < v RZWikERDHIER

E&N

clear system-diagnostics on-demand

[AJ1E— F]

FiHE EXEC E— R

[RLA]

FoTr=r P RallbRT %,

[EXEH)

F T~ FWE R EHIRT 5.

SWX2310P#clear system-diagnostics on-demand

4.7 rr—7 V2l

4.7.1 r— 7 IVEZWr D ELT
&R

cable-diagnostics tdr execute interface ifname

test cable-diagnostics tdr interface ifname
[/8T7 A —=F—]
ifname . LANAR—FDA VX —T 2— R4
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KGDA B —T = — A
[AFTE— F]
¥HE EXEC £— F
[FREA]
=7 NeWrE FATT D, AilRlOZET#E S IX show cable-diagnostics tdr 2~ > R THERTE %,
[/ —H]
PWITERIZERI OB ROAMREEE SN, BEF—T7NL2Z2WEFT LEEE RN EEX IS,
[RXEH]
portl.1 (28 STV D LAN 7 —7 )L OB & 174 5,

SWX2310Pf#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

[

% To check result, enter "show cable-diagnostics tdr"

472 r—T7 NZWiRER D7 VT

[EX]
clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AJIE—F]

¥t EXEC E— I

[REFA]

fii[E] @ cable-diagnostics tdr execute interface 2~ > RO FEITHEREZ 7 UV T35,
[ E ]

HIE D7 — T VWO EITRERE 7 V) 74 5,

SWXZSlOP#clear cable-diagnostics tdr
SWX2310P#

4713 r—7 NBERER DR

[EFX]

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AJIE— K]

FERFHE EXEC £ — I, %5 EXEC £— I

[BFA]

AI[F @ cable-diagnostics tdr execute interface =~ > ROFEITHE R ZFRRT D,
AEH

Hi[E 0D A7 — 7 VB W DO EATHE B2 Fom T 5,
SWX2310P#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 ezl

4.8.1 L OFEERE

&

clock set time month day year

|47
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[78T7 A= —]
time : hh:mm:ss
1534
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ... , Dec
H E72iX A4
day ¢ <131>
H
year D AR(TETE 4 4T)
[AF1E— F]
K¢HE EXEC £— R
[FLAA]
VAT LR ERET Do
[BEH]

B2 Z 201545 1 H 1 B ORF 04y 0 DICERET 5.

SWX2310P#clock set 00:00:00 Jan 1 2015

4.82 XA LY — 2 DFRE

E=N
clock timezone zone
clock timezone offset
no clock timezone

[NT A —=HF—]
zone . UTC, JST
PEERERRI AT SV TN D & ZICRRINDF A LY — 2 DA
offset : -12:00, -11:00, ... , -1:00, +1:00, ... , +13:00
UTC 76 DA AT
(AR E
clock timezone UTC
[AJIE— F]
Jua—n"narz4 7 b—varsE —F
B

HA LS =V HRET D,

no JEATHEAITT 5 L, UTCIZ72 %,

[BXE )

ALY =& ISTICRET S,

SWX2310P (config) #clock timezone JST
B A DY — % UTCH9 BREIICEE T 5,
SWX2310P (config) #clock timezone +9:00

483 h~—F A LOREGVIKEL)

EN

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time
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[T A—F—]
name D= A LAREITSNTND & ZICRRTDHE A LY — DA
A FEELTH(T L)
week 1 <1-4> £ 7213 first, last
HOAE B ZfRET S
wday . Sun, Mon, Tue, ..., Sat
e H
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
H ¥£713 A4
time : hh:mm
1537
offset 1 <1-1440>
Y~ = A LOMIBINY W, 53 THRET 5, 7 7 4 /L M 60,
(IR RE]
L
[AF1E—F]
rua—\varz4 7 b—va e —R
[

=S A BERET B,

BHEIRE LIZE LREH THRAB LR T 0 I ~—2 A L2RET D,

ROy TH~—2 A LOBMEZ . 2 FD O TR TR ZHET 5,

no JEATHEITT D & REDVHIFRS LD,

[/—H

P~ —F A MIEBERETE R,

[BAEBI]

Y= A LDPVEFE3 HOFE AO 2FFIIEE Y . 11 HOE—HED 2 KHICHKD D K O IZRET 5,
SWX2310P (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 ~—F A4 ADOFRE(HFHEE)

[EX]
clock summer-time name date month day year time month day year time [offset]
no clock summer-time

[/3T A —F—]

name Y= A LPRHIATSITND & ZICRRT D H A LY — DA
A (T SCFLAN)

month : <1-12> £ 7213 Jan, Feb, Mar, ..., Dec
HEix A4

day ¢ <1-31>
H

year © AE(TETE 4 H7)

time : hh:mm
1534

offset 1 <1-1440>

Y~—% A LORIBINT DKM, 7 THRET 5, 7 7 4/V MElL 60,
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[FIHIRR 2]
L
[AJ1E— K]
Ja—)ar 74—y g F— R
B
P~ A LERET B,
BELEAMTHRIBB IR T T AL~ —4% A4 L E2HET D,
BHIOE ST~ —4 A4 LAORMBMNZ, 2BOOH TR T AN ZEET 5,
no B THEATT D &, HENHIBREND,
[/ — D}
P —H A NIEEHETER,
[ EH]
P~ —Z A LN2021 3 A 14 HO2FFZAEED 2021 11 A7 HDO 2RFIZKD D L O IZRET D,
SWX2310P (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIERFZ DFIR

[#FX]
show clock [detail]
[F—T—F]
detail COREMTER bR D
[A1E— ]
FHHrtE EXEC E— R, KM EXEC £— I
[RLBA]
BUEDRA], EH A2 FRKRT D,
detail ZF57E L7258 1%, FEMIEMEVMEDKRZ LV~ —2 A D)2 RTT D,
P —H A NIV K L (recurring) DA, R(E TIZBAEEI TH) DV~ — % A 2B OFEEO B2 F£Rd 5,
[BREBH]
BUEDRA 2 FKmT 5,
SWX2310P>show clock
Thu Jan 1 00:00:00 JST 2015
BUEDR A OFEMIE M A RTT D, (B~ —F A LORENHDLHE)

SWX2310P>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRZ OFEAE R 2 KT %, (M~ —F A LORENRNGE

SWX2310P>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP % — _R—DH{}E

E&y
ntpdate server ipv4 ipv4_addr
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ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[F—U—F]
ipv4 © NTP — =% IPv4d 7 RLATIRET S
ipv6 © NTP #—_—%1IPv6 7 RL A THRET D
name : NTP H—_—% KX N THEET D
[R5 A—%—]
ipv4_addr : NTPH—"—DIPv4 7 KL %
ipv6_addr : NTP H—/R—D IPv6 7 KL %
IPv6 U7 m—NT FLAZIRET L5HE1E, EFHA V=7 =—2AbHRETLILERD
% (fe80::X%vlanN DJE )
Jadn © NTP #—_—0Dk A M
TR L L TERF(RLTF/INLT), BT (B VAR, (A 7 ) DMEH wlhE
[WIHRRE]
7L
[AJ1E— F]
sra—\)var7 47—y aryE—FR
[FHA

NTP ¥ —_"—D7 RLUAE IR A N &8T5,

Aa<wr NIRRT 2OEFTHRETE D,

no JERTIATT 5 &, REDHIBRIND,

NTP H—/3—% 2 O E LIIRRE CRELI R 21T > 72354 . show ntpdate =~ > N THI/R 412 NTP server 1, NTP
server 2 DJEFR CTHWEDOEEIT I,

NTP server 2 ~D V&1L, NTPserver | & DOFRIEIZRK LIS ORI THh 5,
(B EH]
NTP H—/3—(Z 192.168.1.1 5% ET D,

SWX2310P (config) #ntpdate server ipv4 192.168.1.1
NTP ¥ —/3—{Z fe80::2a0:deff:fe11:2233%vlanl Z5RET 5.

SWX2310P (config) #ntpdate server ipvé feB80::2al0:deff:fell:2233%vlanl
NTP #—/3—|Z ntp.example.com Z R ET D,

SWX2310P (config) #ntpdate server name ntp.example.com

4.8.7 NTP - — "— |2 X ZEEZIRIHA ¥ =2 » FFEH)
[EX]
ntpdate oneshot
[AJ1E— K]
¥iHE EXEC £ — K
[REA]
ok I TN D NTP Y= 3= 5 BEZIE O BufS 2 A 5
Ao~ REATRRC 1 EZIFIT 9,
[REH
NTP H— "= L IRGZIE R 2 TS 5,
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SWX2310P#ntpdate oneshot

4.8.8 NTP ¥ — —{Z X 5 B[R HA (B 31 7 5ra% 1©)

[ER
ntpdate interval interval-time
no ntpdate interval

[/NT A—F—]
interval-time o <0-24>

P& oY OB, 0 BFE] 2457 LIS i, B 21Th 720
(AR RE]

ntpdate interval 1

[AJ1E—F]

rua—s\varz 47 b—va e — R

(@]

ik STV D NTP H— 3= b BRI SR I 2 BG9~ 2 IR 2 1 R AL TRRET D,
no LA TIHITT 5 & WIHIREIZR D,

Ko~ RIATRE, BIEICHREZI OB 247y, PARE, BOE L7 CHE 217 9,

[BR B

A OGO % 2 B X217 9,

SWX2310P (config) #ntpdate interval 2
SSAIDIEEE &R b s YA AN N th pPS

SWX2310P (config) #ntpdate interval 0

4.8.9 NTP ¥ —— 2 Lk 2 ZIRHREBROFET

[F=
show ntpdate
[AJIE— K]
FEHFHE EXEC &— R, FfHE EXEC E— K

(B8]
NTP H—S—I2 & 5 ARSI B 5 Bt i R 5,

[BXEH]
WA R E T e £ 5. < BHEH 1 B 056

SWX2310P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

AR E A £ d 5, XAYEHZR LGS

SWX2310P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp
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av R 77 LA RS - EHRE

491 7 VE— K@V —AH—3

T IV ~DRAT

[EFX]

line con port
[NT A—=F—]
port 0 0

VU TN —VR— NEE

(AR E
line con 0
[AS1E—F]
Jua—\)arz 4 L—varE—FR
B

=NV E—=IFIVDREEITITZODT A L F— i

[/ — P}

IBATT %,

FA o= RN lu— a7 47— g U F— RIZREDITI

REAHitend 2~ REHFEHT S,
[BREH

A= NE—=IFNERETDHDODTA E— NIIBITT 5,

SWX2310P (config)#line con 0
SWX2310P (config-line) #

1T exit 2~ R&2fEHA L. ¥4 EXEC £— KIZ

492 VTY R— FOREB L RT A L — R(VTY R— b)~DBAT

E&

line vty portl [port2]
no line vty port!l [port2]

[73F A —%&—]
portl <0-7>
VTY &~ — &5
port2 <0-7>
HIPHFR ERF D& VTY R — &5
[FIHIERE]
no line vty 0 7
[AS1E— R
sa—m\)varyZ 47—y arE—FR
[BLFA]

BELIZVIY A— FEANL7zDb, VIY R— hD
| g L35 Rl RS
VHFRFRE L 720 port] 35 port2 ETOTRTO VTY R— b EFRE LTI L2725, port2

no JEATHEAT Lf:iE'A . FBE L VTY A— |

port2 ZfRE L%
X portl U\J:O)%‘éﬁ Liﬁ TFHUER S 70,

[/ — ]

A==

A AE

EATOT0ODT A E— R

BT %,

TELNET 7 7 A 7 > s O KRRERHEG L. %7 VIY A— s Ok FET 5,
FAoE— RN lu—\Lary 747 — 30— RIZREDIC

RAIitend 2~ REFEHT S,

ITexit 2= R&EMEHA L, K EXEC £— RiZ

|53
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[ EH]
VIY A=~ #0 ZHNLT=Db, 74— RIZBiTT %,

SWX2310P (config) #1line vty O
SWX2310P (config-line) #

493 AR TA LV FA LT U MREHORE
[ER
exec-timeout min [sec]
no exec-timeout
85 A —&—]
min : <0-35791>
ZA LT U NEEE(G))
sec 1 <0-2147483>
HA LT U MREEHED)
(IR E]
exec-timeout 10
[AJIE— K]
TA =R
(LA

A= E=ITFTNEBLOVIY T, F—ANPRVEARICEBNICe 770 $5E TORHEZRET S,
sec ZAME LTEHETX, 0 BREIND, min, sec & HIZ0ICERE LIZGAIL. BENICE 77 7 KL,
no JEATHEAT Lo B3I E IR D,

[/— 1]

Kavwr RREHR, kO 7 A SRENLREPEHN SN D,

[BEH]

AV —=NDZA LT T M A 5 FICERET D,

SWX2310P (config)#line con 0

SWX2310P (config-line) #exec-timeout 5 0
SWX2310P (config-1line) #

494 AL TVWAEEK1I R—VHEY OFRFRITROLEE

&

terminal length /ine
terminal no length

[R5 A—F—]
line ;. <0-512>

AR 1 _R—=T BT 0 DRFITE
[AJ1E— K]
FERFME EXEC £ — R, ¢t EXEC E— I
B

AL TWDIR 1 X—Y B ORFITRELEET 5,

line \Z 0 ZRE LToH . N— VB TRRZ —ReE 1k L2,

terminal no length =~ > N&F{T Lo HEIL. BRITHEN T U 7 var Yy — ORG24, VIY OEEITHER
DY RTYARERD,

[/—}]

Kavr Rk, 7. RBICEER KBS D,
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service terminal-length =~ > ROREL Y, Ka~ o FOFETHIROTGTHER L TEH SN D,
[ E ]
BHL TR 1 R=VH72 0 OFRTITEE 100 TICEET D,

SWX2310P>terminal length 100

SWX2310P>
495 R 1 R—T T2 0 OFERITEORE
[

service terminal-length /ine
no service terminal-length

[73T A =4 —]
line 1 <0-512>
AR 1 =T BT OFRTITE
(IR E]
no service terminal-length
[AJIE— K]
Ja—nm a7 4 b—va e —R
[@i ]

R 1 R—=UHTe 0 OFRTITEEHRET S,

line & 0 \ZRXE LTz, ~N— VHNL TRRE —RHFIE L7y,

no A CEAT LIHAIE, Rty U 7 ar Y — L OBEE 24, VIY OBAREEROY 4 v Ry g4 X
LD,

[/— 1]

Ka~vy RiRER, RO T A CRENHIRENEH S5,

terminal length =~ > RV EIT S N72554 . terminal length =~ > ROFEATHRER O HFB B L CEH I b,
[BREBH]

AR 1 =Y H T2 OFTATEZ 100 1TICRET D,

SWX2310P (config) #service terminal-length 100
SWX2310P (config) #

4.10 {157

W]

4.10.1 {£5F VLAN O E
B

management interface interface

no management interface
[73F A —4F—]
interface : VLAN A & —T = — R4

[ E]

management interface vlanl

[AFTE— ]
rua—\varz 4 b—va e —R
[FAA]

RSP TR %5 VLAN 2308 %,
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Kavwo RERETHZET, LLMS = —2 = NTEIWET S & X,
THNFEIPT RLAZERE - BB TX 5,

L2MS ¥~ % — v —MM 5% VLAN (2% 24

no IR TEITLZHE. D LLKIZIVLAN ZHIBR L7=25GA. Ko~y RLUIHREIZR DS,

[EXEH]
{557 VLAN % VLAN #2 IR ET 5,

SWX2310P (config) #management interface vlan2

4.11 SYSLOG

4.11

4.11.

1 1 7 O\@AFE(SYSLOG ¥ — N—)DERE
[F2
logging host /ost
no logging host /ost
[T A—F—]
host : AB.CD
SYSLOG H—/3—D IPv4 7 K L %
X: XXX
SYSLOG #—/3—D IPv6 7 K L &
IPv6 V7 a—iT RLAERET HHET
5 (fe80::X%vlanN D)
(AR E]
no logging host
[AS1E—F]
rua—mNarz 4 L—va E—R
B

07 O TH D SYSLOG »— =D P 7 KL AEZHET D,
AT M) —#iF2 TH D,

no A TIAT LGB I3 EIZ R D . AT T DR,

[ EH]

SYSLOG H— =D IPv4 7 KL A%, 192.168.100.1 IZZ&ET 5.

SWX2310P (config) #logging host 192.168.100.1

VIEHA =T == AU RETDOLER D

SYSLOG % —/3—®D IPv6 7 KL A%, fe80::2a0:deff:fe11:2233 IZFRET 5,

SWX2310P (config) #logging host fe80::2a0:deff:fell:2233%vlanl

W

2u/oBEHm 7 +—<y NORTE

[F

logging format sype
no logging format

[T A—F—]
type D B O7x—~y Mgl

BREME

A

legacy

Ny B (A DAL T RA N &
BHRVE 7 4+ —~ v b
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[FIHIRR 2]

no logging format

[AJ1E— K]

Ja—N\)ary74JL— g rET— R

B!

SYSLOG V' —/R—~EHTHERA v =D T 3 —~y LTI 5,

no FETHEAT LA TX SYSLOG A v =~y 4 —F (XA LAX T KAL) &5,

(B EH]

SYSLOG A v =V D7 —<v Fae~y X —72 LIZRET D,

SWX2310P (config) #logging format legacy

AaN3 a7 D77 )T L fEORE

E&
logging facility facility

no logging facility
S5 A—&—]
facility L w7 T 4l
REME S

0..23 facility fi&
user 1
local0..local7 16..23

(IR E]

logging facility local0

[AJIE—F]

Jsua—m"narz4 7 b—va e —R

[BLA]

SYSLOG #—/—=~lifi oA vt —YD7 7V VT 4 HELET D,

[/— ]

77 VT A EOFEERSTIE, 4 SYSLOG $—/3—THMBIZAT 9

[ EH]

SYSLOG A vb—Y D77 VT 4% 10 ITRET 5,
SWX2310P (config) #logging facility 10

4.11.4 1 7 D HF LUl (debug) DFRE

EEN
logging trap debug
no logging trap debug

[ E

no logging trap debug

[AJIE—F]

rua—m)ar7 4 S L—va rE—R

B

debug L~ LD v 7 % SYSLOG IZH /19 %, no B THEIT LIZGAILH I LR,
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debug LV EHNCT D L REOR IR IISNDT0D, BERGEDHZANIT 5,

logging host =~ > K"C SYSYLOG #—/SN—Zi@MT 256, AA MIZIE+50707T 4 A7 g E R L T 2 &
NEFE LV, T 74/ hREXHEI LAV,

[BEH]
debug L'~L D1 7% SYSLOG IZH /195,

SWX2310P (config) #logging trap debug

4.11.5 v 7 O H 7 L)L (informational) D&% €
EEN

logging trap informational
no logging trap informational

(IR E]

logging trap informational

[AFTE—F]
Ja—n"narz4 7 b—varE—F

[

informational L' ~~/L® w7 % SYSLOG |2 /19 %,
no JIER THAT LI E13H ) Lguy,

[/ — ]

logging stdout info =~ > R Cay Y — LIZHHEIE5 Z ERA[ETH D,
B!

informational L~/L0 1 7 % SYSLOG (2 /13 %,

SWX2310P (config) #logging trap informational

4.11.6 7 7 D H ) L)L (error) DX E
[EX]

logging trap error
no logging trap error

[FIHIER %]

logging trap error

[AFTE—F]
Jgua—)aryz 4 b—y g rETw—NR
B!

error L'~yL D1 7% SYSLOG (2 H 714 5,
no B CTHEIT L7ZGE T I L2,

[ EH]

error L'~L O 7 % SYSLOG ([ZH /13 %,

SWX2310P (config) #logging trap error

anTarsZoayy—nrHh

[EX]
logging stdout info

E

He

no logging stdout info
(IR E]

no logging stdout info
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
informational L' ~L® SYSLOG % = >V — LIz /1 5,
no B CEIT LA IEHE I LAy,
[RXEH]
informational L')L'.® SYSLOG % =2 >V —/LIZH 17 5,

SWX2310P (config) #logging stdout info

4.11.8 A XV NEfSLO B S HADHRE
[EX]
logging event #ype
no logging #ype
[/XT A —F—]
type D n WA ERET DA X MR
RIEME
lan-map LAN < v

gﬁl(l

B

(R E]

no logging event lan-map

[AFTE—F]
rua—s\varz 4 b—va e —R

[FAA]

FRE LicA N MR O v 7D 2G5,
no JEATHEAT LIc s aldm ) 21777,
[EXRE B

LAN ¥ v 7'On 7z AT 5,

SWX2310P (config) #logging event lan-map

A9 T ORI TS
BN

save logging
[ASE— K]
FEHFHE EXEC £— R, F## EXEC E— K
[FEA]
RAM hIZ#E Sz m 7 24T Flash ROM (ZIRFFT D,
1 7 OEFRET RAM ETHibi, EHIMICHEI T FlashROM IZNy 7 7 v 7L TCND M, Aavr RiZky, Fd#)
TR I T T THIENTES,
logging backup sd enable =~ > RB3FEE SN TE Y, 72 SD I — RBFHFAIN TV A, Flash ROM IZERTFT 5
EIRIRFIZ, SD A — FWIZHELF DT 7 A WA TIRIFE 115,

/swx2310p/1log\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > K3Z4TREDOEH H

[ EH]
0T DRy IT T EITD,
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4.11.

SWX2310P#save logging

1027 DSD I— KXo 7T v TDRE

4.11.

[ER
logging backup sd enable
logging backup sd disable

no logging backup sd
[F—T—F]
enable D BT DSDH— KRNI T v T AT D
disable D BT DSDA— RNy I T T BN D
(AR E
logging backup sd disable
[ASTE—F]
Ja—r\)aryz 4 —ya rE'w—R
B

o7 @D SD H— Ry 77 v 7O - Wbz ET 5,

A L7355 savelogging =~ > RAFEITLIZ L EIZSD I — Rigr 7 &2 R{FT 5,

no IR CHAT LGB IS0 R CICRE D,
SD #— FHIZIFLL F D7 7 A W4 THRIFES D,

/swx2310p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > R3EfTHFD4EH H
(BB
B7DSDA— RNy 7Ty T ERINT D,
SWX2310P (config) #logging backup sd enable

11 = 7 DYk

4.11

[EFX]

clear logging
[AJIE— ]
kiHE EXEC E— R
B
7z HIBRT %,
[BXRE )
17zl %,

SWX2310P#clear logging

RV R=8/40F i

[EFX]

show logging [reverse]
[F—U— ]
reverse D BT EWIEICERT D

[ASE— R
JEHHE EXEC £ — R, F#HE EXEC £ — R
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[RLBA]

AR OEMERI A LS Lo n V2 Ford 5, BHEIIBERLOT WL O b a 7 ZIAICERT 503, reverse 235
E SN ITHIEICE R~ T 5,

B 7 D RERFFHEUT 10, 000 ﬁ:ﬂbé RRB A Z T2 HEIE, BAERLAO TN O BIHESh TV, ik
BUL bon 7245 T 555114, logging host =~ > K Tr ﬁ % SYSLOG H—/3—[THAE LT, A A MATTRAET
LHVENRDH D,

H719 %8 7O L~ULi logging trap =~ > R CTHEFRETH 5,

[/— 1]

o 7 OERITRAM T, EHAIICHEI TFlashROM IC Ny 7 7 v 7L TWA, BRAGA LRy 77 v
STV a ZIIRFEEINRNWDT, B V2R FELIEWGSIX T Ty 7 7 v 7T 50 ERD S,

reload =~ R T7 77— AU 2T ONR—T g U7 v R Il X 5HEERZITo=85E81F. e 7 2RFL TS

[BXE B
07 a2RRT D,

SWX2310P#show logging

4.12 SNMP

4.12.1 SNMP BHIA v E—VDEEFLBF R FORE
(B

snmp-server host iost_address type version version community

snmp-server host rost_address type version version seclevel user
no snmp-server host host_address
no snmp-server host host_address type version version community

no snmp-server host rost_address type version version seclevel user

[73T7 A —5F—]
host_address DA =T DEELIPVE £721XIPV6 T R LA
IPv6 U > 7t —NT RUAZIRET 2HEIE, diiA v =7 2 —AbRETOLERH
5 (fe80::X%vlanN D)
type DA -
REME B
trans WHIA v —V% Ty TN EMERE 7R
P LTHEETS
BHIA v E— % inform U 7 = A MEX (G
informs EHER D V) TEET D, version 132c £ 7=
A3DLEETES
version : SNMP R"—< 3
REE B
1 SNMPv1 % {#
2¢ SNMPv2c % fifi Fi
3 SNMPv3 % i Ff
community oA 2= 4 —4(32 LTFE)

version B'1"E 721D & XFFETE 5
A, " F/IE " CHENATWZ & &, Mo ", "I EICE ERAN
seclevel DA o=V ORIFIIBW TR bNAEXF 2T 4 — L
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version IN3'D L X DIHIEETE 5

REME B
noauth FARE7R L+ 55172 L (noAuthNoPriv)
auth REH Y - K55 {b72 L (authNoPriv)
priv FRED VD -« B 5k & U (authPriv)
user o 2— =432 CTFLW)

version B3 DL XDAIEETE D
M2S, " FEIE " THEN T E & @O ", IESCFEERICE 0
[FIEIERE]
7L
[AF1E— ]
ra—r\var 747 —va e — R
[
SNMP J@HI A v B — Y DOEERZRTET D,
RRTY M) —HIE8 TH D,
no LA TIAT L7213, FaERE AR A NOREZHIFRT 5,
[/—}]
IPv6 U7 m—HNT FLATRELTWOLGEE, F—7 FLRICK LERDEHA VF—7 = — A Z4EE LI
EZBNTHE, 7T RLVREEHA VE =T 2 —ADOMAEDLENER IR L2 L, WS DEORREDN
TRCHIBRENDOTEETDHZ L, B2, "fe80:10%vlanl" ZFHE L2 ENERH 25812, #iil
"fe80::10%vlan2" DR E Z BT 5 &, "fe80::10%vlanl" DR EIT T X THIFR S, B L 7= "fe80::10%vlan2" D%
EDHNED Z LI D,
[ E ]
SNMPvl ZfEH L, M7 v 7 OEE EE 192.168.100.11 IZFRET H, b7 v 7D a I 2 =7 ¢ —4 % snmptrapname
ZHRET D,
SWX2310P (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Zf i L, HI A v — Y OEEHEE 192.168.100.12 IZ5RE T 5, 8 ¥ A 7 % informs, HHED 2 I =
=7 4 —4 % snmpinformsname |25 ET D,

SWX2310P (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 ZfEfH L, @A v &— Y DO%ERE 192.168.10.13 ISR ET 5, W@HIZ A 7% traps, £ETHRHOLX =
VT 4 — L% priv (2, —H—%4 % adminl ([Z{RET D,

SWX2310P (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4122 VAT LEBRICEN A v — VR EET D E TOFEERORE
[EX

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[/8T7 A—=F—]

sec : <10-600>
PRI R] (7))

(AR E]

snmp-server startup-trap-delay 10

[AJTE— K]

Ja—)naryr7 4l —v g rF—NR
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[RLBA]
VAT NEBIRFIZ, SNMPIEEIA vE—Y (FT v ) ZMMET D E TOMMERMZRET D,
VAT NEENE, RSN RRIE TS E TICAR S AL/ SNMP JlE1 A v —1E, FAERFRIFREZ 225G S b,
no A TIHAT LI G AL, RELZHIRT 2,
[/— 1]
FHERFR OFHAIBAA, & TI1X, FourZBsiihshicz 4 I 7,
[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[BXEHI]
AT NEEIRFIZ . SNMP BN A v — T E K59 D F CORMERFRZ2 30 ICERET 5,

SWX2310P (config) #snmp-server startup-trap-delay 30
4123 EETHBHA v -V XA TDORE

[EX]
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap

[/3T A —HF—]
trap_type by T OME
REME B
coldstart IR OFF/ON, 7 7 — A7 = 7 Bk
warmstart reload =1~ & RF{TI
linkdown N A
linkup Vo o7y 7k
authentication FORIE S IR
temperature T J e R By
fan FAN [FI#555 28 (k. FAN % IE: Iy
12ms L2MS Ox— = > M/ HE
errdisable ErrorDisable 5,/ fiEBRIRF
rmon RMON A X k4T
termmonitor i A e A AR e By
bridge i/\":‘/&““/U—ﬂ/— Mg, bR E Y —
ZE B I
powerethernet PoE (RABZEAL,/ H w5 i L r
loopdetect Jb— 7Kg /R IR
all TRTO T v TR, = “7A4 7 BT
ERITANTO T v THENRES D,
[FIEIEXE]
no snmp-server enable trap
[AS1E—F]
Ja—n)ary7 47—y g — R
[RLBA]

FETD Ty To@EMmIA T ERET D,
no XX TEITLIEE AL, bT v 72 BT 5,
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[ EH]
coldstart b7 v 7" EH T 5

SWX2310P (config) #snmp-server enable trap coldstart
7y T EENT D,

SWX2310P (config) #no snmp-server enable trap

4124 VAT AR T FORE

[E=]
snmp-server contact contact
no snmp-server contact

[23F A —&—]
contact VAT ATUE T NE LTRET B4 FRQRS55 LTFLIN)

[FIHR ]

no snmp-server contact

[AJIE— K]

sua—svarz 4 b—varE =R

[FLBA]

MIB %4 sysContact R ET 5,

sysContact (X —MXIIZ, HIHE DA RTRLHEF LA TAL TBLEHTH D,
no I TIAT LG E I, REZHIFRT 2,

[ E B

VAT ALK Y k& swx_admin@sample.com [ ZFEET S,

SWX2310P (confiqg) #snmp-server contact swx admin@sample.com

RRE

(1]

4125 VAT Ll —a D

EEN
snmp-server location /ocation
no snmp-server location

[T A—F—]
location VAT AR —a b LTORET B4 FRQ55 SLTFLAN)

(R E]

no snmp-server location

IAF1E— F]

srua—\arz 4 L—va R

[@iHA]

MIB Z %% sysLocation % 3% E T 5,

sysLocation IZ—fXAYIC, HEgRORELTEZTAL TBL LR TH D,
no JEATHEAT LT ald. REZHIFRT 2,

[BREH]

VAT hnalr—3 = % MainOffice-1F IZ#ET 5,

SWX2310P (config) #snmp-server location MainOffice-1F
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4126 SNMP 2 X =2 =5 4 —DRTE
BN

snmp-server community community ro_rw

no snmp-server community community

[R5 A—&—]
community DA a =T =432 LTLW)
WmAY, " EIE T THER TV &, @O " ST E e
ro_rw DT AHIR
REM S
ro A L HH
W FEIALATRE
[ E]
L
[AFIE—F]
Ja—n"narz4 s b—varE—F
[

SNMP 22X =2 =7 4 —&&&iET D,
BCTEDala=T4—ORKRET 16 THD,

no W TIAT LI G, HBEaI2=7 4 —ZHIbRT 5,
[BREH]

A LEHDO I 2 =7 1 —4 public %R ET D,

SWX2310P (config) #snmp-server community public ro
public 2 2 = =7 4 —&HIERT D,

SWX2310P (config) #no snmp-server community public

4.12.7 SNMP E = —DRE
B

snmp-server view view oid type

no snmp-server view view

[/3T A —HF—]
view D Ba—4(32 XTFLN)
oid : MIBA7Y=7 hID
type AT
R IEME 24 HH
include BELEF 7V FID Z28HRRICT5
exclude BELILAT7 Y7 b ID &SGR
N3 5
[FIEAER E]
L
[AJTE— K]

Ja—\)ary7 4L — g E— R
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[FEHA]
SNMP MIB t = — %% ET 5,
MIB B2 —& i, 727 B AMELZFTFAITLBICIEETHAMIB A7V hOEATH D,
Bk TE D MIB B2 — D KT 16 TH 5D,
0id 73T A —H—L type 3T A —F—D#IT FBEDA TV =7 NIDLUBEOMIB Y7 U —Z2 &8 L45 /L
W EEBWRT D, 0id NT A —H—& type NTA—H—DflE 1 OO N —E LT, £4DMIB E2—I(Z
KL TEBEOZ N —Z2ETHIENTE, ZORKKITIE TH D,
BEOT ) —ZRE LIS, ThERIEE LA T V=27 FID OFTHEBRICHD b DI, L FTALOM
JEETHRELILAT7 V7 b IDICKIET D type 73T A —F —PEFHRIND.
no R Ta~y FEETLESEEIE. MIB E2—%8IT 5, =2 MU —HEMOBIRIZTTE 20,
[ EH]
internet / — R(1.3.6.)EL FZ &K T most B =2 — &R ET D,

SWX2310P (config) #snmp-server view most 1.3.6.1 include
mib-2 / — F(1.3.6.1.2.1)EL F & & ¥ standard &' = —Z 5% ET 5,

SWX2310P (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7FDHRE
B

snmp-server group group seclevel read read_view [write write_view)

snmp-server group group seclevel write write view [read read view)

Nno snmp-server group group

[F—T— ]
read DRI E T A 2 — 2 FE A LAREZR MIB B 2 —Z 45 ET 5
write DRI N—=TICRT D — P =N EE AL TR MIB B =2 —Z4ET 5
[/XT A —=HF—]
group DT V—T 432 SCFEEL)
seclevel DRI AT A==k onNs X2 )T 4 — LU
R EME SiEA
noauth FARE7R L+ B 572 L (noAuthNoPriv)
auth PRFE®H U - ISk 72 L (authNoPriv)
priv FREDH D« B 5k & U (authPriv)
read_view ORIV R T D 2 — 3 FE A L AEEZR MIB B = — D44 Fii(32 SCFLLA)
write_view ORIV R T D 22— PN EEIALFEEZR MIB B = — D44 Hi1(32 SCFLAN)
(IR E]
L
[AJ1E— K]
sa—\)var 74— a sE— R
[RRBA]

2= =T N—TEHRET D,

DAY RTRESINAMIB Ea—IlHENRVMIBA T V22 b~OT 7 A FEEIEEIND,
MIB t = —[X snmp-server view =~ > NI K> TERIND,

R M) =8I 16 TH D,

no B Ta~y REEITLELAIE, MES NV—7ORELHIRT 5.
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[ EH]
a2 —H— 7 )—7 admins Z{ERL L. admins 7V — IR T A 22—V —|Imost E 2 —~D T )LT 7 AL 5 2
éo

SWX2310P (config) #snmp-server group admins priv read most write most

2 — T —" users & 1ERL L. users 7V —7 D ET 52—V —|X standard & 2 —~DFmAH LT 7 ¥ AL L
2B,

SWX2310P (config) #snmp-server group users auth read standard

4.12.9 SNMP =—HF—DRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

no snmp-server user user

[F—7—F]
auth DORGET VA AL ERET D
priv COREEET VT Y RAERET D
[/3T A —HF—]
user D432 CFLAN)

MEAS, " E L CHER TV & & MO ", IESUTHICE Eh e
group L TN—T 432 SCFE)

WHAS, " EIE T THEATWZE & WO " IESCTFEICE Eh R
auth OFGET AT U R L

BRIEME B

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DR N A T — K8 CFEL B 32 SUFELIAY)

MG, " EIT " THEATW & X s ", IS RICE £
priv N = (2= N

R EME Bl

des DES-CBC

aes AES128-CFB
priv_pass CORFRE SR T — R CFERL 32 SCFLI)

WS, " ET T THEATW & X, miEwo ", " IESCTFRICE £
(IR E]
L
[AFTE— F]
ra—s\)vary 74— a sE— R
[

=P —ZRET D,

ARKa< ROZ)N—T7413 snmp-server group 2~ N CERLIZAREZIHEL, ZV—7RECTHELI-EX 2
TA— LS LT, BERNROEREL AL THEMT 27 0T XL LAY — RERET D,

B, BAEEITO TR EALORZITO T EIXTE R,

R P =T 16 TH D,
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RAECHE LD AEE, 707 ) X AP EV/SA T — FId, R & 725 SNMP ~ K — 2 ¢ —lo = — P — 3 & — 5

SETBILEND D,
no JEACa~r FEETLEGAIE. HEX—V—OREZHIRT 2,
[BXE B

a—H—& L Cadminl Z{EKT 5D, TR NV—TDIRELFRINV—TTED LN EF 2 T 4 —L~ULICH
¥, FAE - B B{L T AT 5 7 12 k2L (SHA, AES) & /X2 U — R(passwd1234) 245 &1 5,

SWX2310P (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

a—H—L& L Cuserl #1ET 2, FTB 7 V—T7DRELTIB I/ NV—TTEDLNIZEX 2V T 4 — L ULZED
BT, FRGE - B L T T % 7 1 b 2 L(SHA) & /XA U — R(passwd5678) & 45 &1 5,

SWX2310P (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP —R—~T IR TEBHI7 AT FDOIP 7 KL ZHIR
EEy

snmp-server access action info [community community]

no snmp-server access [action info [community community]]

[F—TU— K]
community D Aala=T 4 —%REETD
[T A—4—]
action TR K T AEMERTRET D
REME A
permit S U B M B
info DR E T D EEIT IPVAIPVE 7 R L ATER AR ET D
REM B
A.B.CD IPvd 7 R L A(AB.CD)EFEET D
HT Ry b A7 EMbit)ft & D IPv4 7 K
AB.CDM L A(AB.CD)ZEET %
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
N BT Ry b AT BEMbiHftE D IPve 7 K
XXX XM L AX XX X)EHRET D
any FTXTDIPVAIPV6 7 KL AZFRET D
community oA a=T 4 —432 UTFLA)
T RAGHEEAT 2 22T 4 —
AI2=T 4 —DEEEEAR LSS, 77 BARMFETRTOaI =7 4 —IZk LTl
Mand
MdEAS, "EZITTHEN TV E . O, ECTFERICE e,
[FIHIERE]
L
[AS1E— ]
ra—var 747 —va e — R
[RHFA]

SNMP Y= R—=~DT 7B RAZFF0$ 57 T4 7T Mg K% IPv4/IPv6 7 K L A2 TR 2,
RKa<y RIImK2HFETHRENAETH Y, BICHRESINT-LONBRE L CHEHAIND,
RKa<wy RERE LA, B LEFME2MIZI2WT 72 AT _XTHEST 5,
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el Kavwr FEREL THWRWESIE, 33 To7 78 R&2FFT 5,

no LA TIAT LA, faE LIEREZHIRT 5,

no /3. T community &g L7256, 657E L7 info DT X TOREZHIFRT 2,

no B TT R TONT A—=F =2 LI2GE, TXTOREZHIRT 5,

[/—}]

AKa<wr RTOT 7 ADHIRIZ, SNMPvl, SNMPv2c D7 7 v AD R &b,

SNMPV3 D7 7 ¥ ZZI3J@H S,

[ EH]

SNMP #—/R—=~D7T 7 & 2% 192.168.100.024 D& 7 A "B DBFFA[T 5,

SWX2310P (config) #snmp-server access permit 192.168.100.0/24

23 2=7 4 —4'public' T7 7 & ARRE/R AR A h % 192.168.100.0/24 DT, 22 = =T 4 —4'private’ T7 7 & A A]
HBEZR R A % 192.168.100.12 D AITHIFRET 5,

SWX2310P (config) #snmp-server access permit 192.168.100.0/24 community public
SWX2310P (config) #snmp-server access permit 192.168.100.12 community private

41211 SNMP =2 X = =T 4 —DFROEKR

EEN
show snmp community
[AJIE— K]
FEREME EXEC £ — N, b EXEC £— F
B

SNMP = X = =7 4 —DEHRERTT D,

A a=T A4 —H, TI7RBAE-R2ERT D,
(BB

SNMP = X = =7 4 =DM EETT D,
SWX2310P#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP ¥ =2 — DR ENBEDFH
[EX]
show snmp view
[ASTE— R
JEHFHE EXEC £ — K, %#HE EXEC £— F
B
SNMP B = — DR ENEE R T 5,
Ba—%, A7 V=7 NID, 44 TEERT D,
[ E R
SNMP t = — DO ENEE T TRT D,

SWX2310P#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include
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View Name: standard
OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7 V—FDEENBD TR

[EFR]
show snmp group
[AS1E— ]
FHHFHE EXEC £ — N, F¢bE EXEC £— F
(@]

SNMP 7'V —7 DR ENKZ R AT D,

TN—T%, F2 )T 44—V GRABAE 2 —, BEIALAE 2 —E2FRT 5,
Bl

SNMP 7 V—7 DR ENBEZ K RT D,

SWX2310P#show snmp group
SNMP Group information
Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP 2= — ¥ —DRENEBEDFRR

EEN!
show snmp user
[AS1E— F]
FHFrHE EXEC E— N, %M EXEC E— N
[REA]
SNMP = — W —DRENEE R RT D,
TV ID, 2—F—4, IR T LI N—T4, AR, B b FXEERRT D,
[BREH]
SNMP == —H —DRENEEFLRT D,

SWX2310P#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON

4.13.1 RMON #BEDRE

E&Y

rmon switch
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no rmon
[78T7 A= —]
switch :  RMON HERE D@
BREME iEA
enable RMON R 2 A2 5
disable RMON #§fE 2 HELh T+ 5
[WIEIRRE]
rmon enable
[AFTE—F]
sa—s\)var7 47— a sE— R
[

AT LAKD RMON #REDEIE AR E T 2,

no JEATIAT L7 A I3 EIZR S,

[/—}]

ARKawy RTUAT ALK RMON HREN R & L7-84. LLFO RMON 7 /b— 7 OEEREEZY & 70 %,
o A—VXRy MEHERI V—T

- BEIN—T

o TI—LITN—T

- ARV PIN—T

ARKa<r R, 774 ~— |k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) % W\ TR ET 5 Z & 2 FHE,
[ E ]

RMON #fe 2= AT %,

SWX2310P (config) #rmon enable
RMON #8E A4 23 %,
SWX2310P (config) #rmon disable
4.13.2 RMON A —# % v MEEHER I NV — T ORE
[

rmon statistics index [owner owner]

no rmon statistics index

[T A—5F—]
index 1 <1-65535>
A=V Xy MEFHER I V—T DA > F v 7 A(etherStatsIndex)
owner oA =Ry MNEEHER 2V — 7 O A —F —4 (etherStatsOwner)
127 3L LI
(B L7=3%55 : RMON_SNMP)
(IR E]
L
[AJ1E— K]
A BF =Tz —AE—F
[FLEA]

RGA B —T 22— AT, RMON O A —H x>y MEFHER I V— T OREEHINT 5,
Ko<y RERELERE. HiHEROINEI 1T, RMON MIB O etherStatsTable 2VHUfF & 5 Lk 91272 %,
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Fl—A v Z—=Tx—RkT 5, Ka~vy FOFRERD LRIZS TH S,
no FETHAT L7 GA 1, BRE L INE Lkt EmadlbRT 5,
[/ —}]
RMON #EETA — ¥Ry MREHERZ N — T ORELFNTT D720121E, Ra<vr Rz T, Y A7 LK T
& RMON HEREZ AN T 2 MENR B D,
Aawy ReEEEELESE, IRECIUE LEREHERZHIBRL7- 5 2T, HEIEZ BT 5,
VAT LRIRD RMON BEREZ B0 L7256, MaHEMONEN T S D, TD%, v AT LA42KD RMON #
REAM LTS E, ZHVE CIUE L7omEHERAHIBR L7 9 2 C, BENEZFRGT 5,
[ EH]
portl.]1 TRMON DA —H %> MEFHER T NV —TDRELANZT D,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #rmon statistics 1

W

4.13.3 RMON BRE V' L — 7 DR E

[EX

rmon history index [buckets buckets] [interval interval] [owner owner]

no rmon history index

[T A—=F—]
index 1 <1-65535>

JEIE 7 v—"T"DA T > 27 A(historyControllndex)
buckets 1 <1-65535>

J&IRE 7 v — 7 D Jg FELR R4 (historyControlBucketsRequested)
(Al L7254 : 50)

interval : <1-3600>
JEIE 7 v — 7 D g FE R A7 FRIRR (7)) (historyControlInterval)
(Bl L7=5%4 1 1800)

owner o BT N—7" D A —F—4% (historyControlOwner)
127 35 LA
(B L7=354 : RMON_SNMP)

(IR E]

L

[AJTE— F]

B =T 2—AF— R

[FHA)

KR A B —T = — AT, RMON DBV L— T D EEHNT 5,

Ao~ REERELEZE4A. RMON MIB O historyControlTable 28t C& 5 K 912725, Ko~ RREH., &RiE
L7-RME T, JBEEEHROINENTTHI. RMON MIB @ etherHistoryTable 285 T& % Xk 91272 %,

Fl—A v Z—T7 =R xTH, Ka~vy ROFELRD LIRIZ8 TH S,

no IR CTHAT L7261, %€ &N L-BIRIERZHIBRT 5,

[/ —F]

RMON #HECER 7 NV —7 DR TEEZ BN T H120OI1E, Ao~y RIZHA T, AT ALK TEH RMON #iExXH
N T HVERNH 5,

ARa<wr Faz EEXLESS., INECTIELZBERIERZEIBR LY 2T, HENELZBKBT D,

VAT LERO RMON BB A 22 L735A . BEERONENTW S b, 0%, v A7 AEK?D RMON
READC LIS E, ZNE CIE L BEREREZHIR Lz 2 2 C, AEIEEZRBT 5.,
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[ EH]
portl.] TRMON DJEIE 7 N —F DR EEHIINT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #rmon history 1

413.4RMON A XY N TNV —TDHRE
B

rmon event index type community [description description] [owner owner]

no rmon event index

[/3T A —HF—]
index 1 <l -65535>
AR NI N—T DA T v 7 A(eventIndex)
type i A~ MER(eventType)
R EM A
log B ZI R T D
trap SNMP 7 v 7% k(5
log-trap a ZZEEEk L. SNMP K7 v 7 & E(E
community © 33X 2 =7 4 —4(eventCommunity)
127 3L LI
type I3 "trap" F 721X "log-trap" D & ZHFETZ %
description i Ak OFA (eventDescription)
127 UL
(AW L7-%4 : RMON_SNMP)
owner AR NI N—T DA —F—4% (eventOwner)
127 3L
(BHE L7254 : RMON_SNMP)
[WIHIRRE]
mL
[AS1E—F]
Ja—)ar 74—y g F— KR
[REFA]

RMON DA Ry s I I—TDREEZH TS,

RKa<y REFHEE LA, RMONMIB @ eventTable NEUSTE B X 912705, Ka<wy ROA Xy N7 —7D
S¥EIZ. rmon alarm =~ > R CEHT 5,

no IR TEFIT LA, REMEEHIFRT 5,

[/—F]

RMON EBECTA R M NV —T OREZHINCT H1-0121E, Ao~ Riahz T, Y AT A 2ATH RMON BEHE
EEINCT DHEND D,

RMON @ SNMP F T v 7% EETBEE. SNMP D k5 v FEEDHRENMTONTWALENRH S,

[ E R

SNMP k7 v 7 OFREEIT>TH B, RMON DA Xy s T N—TOFREEANT D, A X2 MEFIIX "log-trap”.

N7 w7 Daa=714I1% lpublic) &7 5,

SWX2310P (config) #snmp-server host 192.168.100.3 traps version 2c public
SWX2310P (config) #snmp-server enable trap rmon
SWX2310P (config) #rmon event 1 log-trap public
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4135 RMON 7 T — AL T )L—TFDRE

[EFX]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising_threshold event rising event-index [owner

owner)

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner]

no rmon alarm index

T A= —]

index

variable

interval

type

rising_threshold

rising_event _index :

falling_threshold

falling event inde
X

startup

owner

(IR E
L

<1-65535>

7T =T IN—T DA T v 7 A(alarmIndex)
EEAR 4 MIB 4% = 7 | (alarmVariable)
<1-2147483647>

W2 7Y 7 EIRR(FP) (alarmInterval)
7Y 7 FE ] (alarmSample Type)

REME B!
MBI L AL, o EE LEVWE
absolute T 5
ot RIS & % Hole, RO > 7 L & i

P T NEDZEE L EVE L LT 5

(AW L 7= : absolute)

<1-2147483647>

EFR U & v VE(alarmRisingThreshold)
<1-65535>

A X A T v 7 A(alarmRisingEventIndex)
<1-2147483647>

TBR L & VM (alarmFallingThreshold)
<1-65535>

A X~ T v 7 A(alarmFallingEventIndex)

<1-3>

7 T — LOERMOHE THEMT H L Z VM E(alarmStartupAlarm)

REME EL
1 BB L UMED A 5 (risingAlarm)
2 FIR L & U MEO 248 il 5 % (fallingAlarm)
; ERR L& VMEL FER L&V ME0D A

% (risingOrFallingAlarm)

(EWE L7355 1 3)

T T — AT N—"T7 DA —F—2% (alarmOwner)
127 SLFLAH

(B L7=3%55 : RMON_SNMP)
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[AFTE— F]
Jga—n~)aryz 4 b—y g rET—NR
B
RMON D7 T — L7 )V—T DR E &GN T D,
variable {Z1Z. RMON O7 7 — A7 NV —TOEMRMRMIB A7 V=7 NEFHET D, variable I3,
etherStatsEntry(.1.3.6.1.2.1.16.1.L1)YOMIB A7 ¥ =27 v D56, AT ZREZFFOMIB 47 Y =7 b DIHFEE THE,
LR D 3 SO THE D "l 6E,
» etherStatsEntry.X.Y

* (etherStatsEntry @ OID #).Y
e .13.6.1.2.1.16.1.1.1.X.Y

Bl 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5.1) 2R ET 2 HH. L FOWTNOIEATH R E THE,

B 234 B
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 4).Y etherStatsPkts. 1
1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising threshold £7-1%. falling threshold D &6 DI H R ET HIENEMHFHE, ZOHA. RENEME T
WDHNT A =2 ZF, AT OMERRE SN D,
e rising threshold D #fF H
* falling threshold : rising_threshold & [7] U{E
* falling event index : rising event index & [F] UfE
o startup : 1(E[R L EWEOAMEH T 2)
s falling threshold O #ffH

s rising threshold : falling threshold & 5] U{E
* rising event_index : falling event_index & 7] Uf
o startup : 2(FIRL EWEDOAMEHT 2)
Ko~y REBRELZHEA. RMON MIB O alarmTable A HUS T& 5 X 51272 5,
no JIEA CTHEAT LI E 1, sREMEEZHIFRT 5.
[/ —h]
RMON #HECT T — L Z N —T DR EE AT H720100E, Ra~vy RN T, ¥ A7 A41KTH RMON FéhE
BT DUERND D,
variable \Zf8ET 2 MIB A7 Y =7 ME, A —¥F v MtiHE#R 7 NV—7DOMIB A7V =7 b ThdH, HEDA
T I AEFFOA =Ry MEEHERZ LV — 7 DMER SN T RWESE, Ra~vr RiZ= I —L b,
A =YX v MEFHEHR 7 /L — 1L, rmon statistics =~ > FIZ TIERRATE, Ka~> RTHEHL WD A —Y % v b
MeHEmM I N—7RHIBR SN 5E., Ao~y FLElREn s,
AR RNDA T v 7 A, rmonevent 2 RCTHE LA VT v I AERET H, Aa~vr RCHEHALTWD
AR T N—TRHIBRES TGS, Aavr RLHIBRES LD,
rising threshold O U &\ MEIL., falling threshold D L & WMELL EDOE T/ITF XA 5720,
Kawr Fae EEELESS, INETOVR LTI I T—2E2HIBRLIEY 2T, BEV 7Y v 7 %2BET 5,
VAT LAERO RMON #§REA 22 L7356, o7 U v 7l Sigd, 20k, v A7 A4k RMON HhE
EENCLIESGE, ChETOH LTI 7T —2%HR LTS 2T, BEY 7Y v 7 2BET 5,
[ EHI
LAFOZMT, RMON OT 77— L7 V—T DR EEGHT 5,
o BEEMXISMIB 47 ¥ =7 M, etherStatsPkts.1,
o YUY TRIRIE. 180 D,
o YTV TFERNL. delta,
o EPRUEUVMHEIZ 3000, ERLEVMER EES72E & DA X2 M,
o TFERUL XML 2000, FHRLEWEEZ FlE-72E DA M,

SWX2310P (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1
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4.13.6 RMON B¥REDIREBR R

[ER]

show rmon
[AJTE— R
FFeME EXEC £ — N, F#bE EXEC E— K
[FiHA)
RMON #ERE DR EIRREZ TR T 5,
LT OHEBENFRREND,

o VAT LAE{KD RMON HERE DR E
+ RMONEEED /NN —T7 Z L ORRE
o A—VXRy MGEHERIV—T
. BRI NL—T
o TIT—ALITN—TF
s ARV NTN—T

[BEH]

SWX2310P>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index =1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index =1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %R v MREHEBR 7 L — 7 DIREFER

[EX]
show rmon statistics
[AJS1E— ]
HHrtE EXEC £— R, %M EXEC £— I
[@iA]

RMON A —H % v MEEEHR I L — T ORERIRIEEL ERT D,
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UToHEANERIND,
s AT VI A

s XMBALH—T 2 —R
s input /X7 v |

« output /X7 > b

(B E B

SWX2310P>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

4.13.8 RMON B 7 )L — 7 DOIRBER R

[#FX]

show rmon history
[AJIE— K]
JEFrHE EXEC & — N, 454 EXEC E— N
[RiAA]
RMON JEE 7 V—T DR ECIREEZ R AT D,
UTOHEANERIND,

s AT VIR

. WBRALUH—Tx—2R
o JREEREH ORI

o JERIECRAFRIG
e

[ EH]

SWX2310P>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON SNMP

4.13.9 RMON A X s 7 )L— T DIRBER R

[ER]
show rmon event
[AFTE—F]
FEHFHE EXEC £— N, F#tE EXEC E— I
[FHA]
RMON A X K7 —T DR ECKRELZ R RT 5,
UTOHEANRERSIND,

s AT VIR

« A2 hOFHH

o A2 NFER

e FNIYTHREROaAIa=T 14
o AU NFETEE

« A—F—4%

[ EH]
SWX2310P>show rmon event

event Index = 1
Description RMON_ SNMP
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Event type Log

Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R

E&

show rmon alarm

[ASIE— K]
FEHEHE EXEC & — N, ke EXEC £— R

BE

RMON 7 77— AL 7 ) —T O ECIRIEE T T 5,
FTOHENERRSIND,

s AT VI A

« T I—LDIREE

o EHNHEMIBATY 2/ k
o BTV I

o BrTY v TRER

o JEE

o EFRL Z VM

e« ERRUEVMEDA Nk

« TFRRLEWE

o FIRLEWEDA Xk

. BRMET T — 4

« F—F—4%

[EXEB]

SWX2310P>show rmon alarm
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥ X% v MEFHERIN—T DI Z—D I VT

[EX]
rmon clear counters
[AFTE— R
AR =T 2—AF— K
[RRAA]
KRA o H—T 2 —AD, RMON A —H v MNEFHER I NV —TDOH 0 o2 —% 27 VT 5,
[BXEH]
portl.1 @ RMON O A —H %> MEiHER I N—T DI 2 —% 7 VT T 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #rmon clear counters
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4.14 sFlow

4.14.1 sFlow ¥$RE DR E
EE

sflow switch

no sflow
[/3F A—&—]
switch . sFlow B¥REDEH1E
BEME B

enable sFlow #&REZ A ZNZT 5
disable sFlow F&RE 2 0129 %

(MR E]

sflow disable

[AJTE—F]

sa—\)varZ 4 S L—varE'— R

[

sFlow #§REDENMEZ X ET 5,
no B TEIT L2 AIIWEREICERE 5,

[ EH]
sFlow #48E & H T 5,

SWX2310P (config) #sflow enable

4.14.2 sFlow =— = > R D&RE
[ER]

sflow agent address

no sflow agent

[/XT A—F—]
address : AB.CD
IPvd 7 R LR
X:X:X:X
IPv6 7 R LA
(AR E]
L
[AFTE—F]
Jua—N\)arz4 g b—varE—FR
B

sFlow === D IP 7 RLAEZRET 5,

Ka< RCTHRELZIP T KL AL sFlow T —# 77 LD sFlow ~v Z—|ZfEH &5,
no R TEIT LG A IIWER EICERE 5,

[/—}]

AH T RERENH NG E . TPv6 7 R L ATFRE T 20,

Bl

sFlow T—Y = FOIP 7 FL 2% [192.168.100.240] IZRET 5,

!
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SWX2310P (config) #sflow agent 192.168.100.240

4.14.3 sFlow 2 L 7 X — DR E

[EX]
sflow collector address [port]
no sflow collector

[73F A —5&—]
address : AB.CD
IPv4 7 KL A
XXX X
IPv6 7 F LA
port . <l-65535>
sFlow = L' 7 % — D% % UDP AR— &5
WIEME L, 6343
[FIEIEE]
L
[AJ1E—F]
ra—\)varz 4 b—va E— R
[RLBA]

sFlow 2L 7 % —®D 1P 7 KL A £%3% UDP A — N&EHZ X ET 5,
no B TEIT L2 AIIWEREICERE 5,

[/—}]

AH T RERENE NG E . TPv6 7 R L ATFRE T 20y,
Bl

sFlow 2L 7 Z—® P 7 RL 2% [192.168.100.240) 2% ET 5,

SWX2310P (config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 77 ADOERKY A XD IE

[EX]
sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/3T A—=HF—]

size 1 <512-1452>("A1 1)

[(WIHIRRE]

sflow collector max-datagram-size 1400

[ AS1E— R]

Ja—\)arz 4 b—varE— R

B

sFlow =—Y = o k)25 sFlow 2 L7 X —ZEESNDT —H# 7 7 ADRKRIA XERET D,
no IR CTFAT LI EI3HIMIER EICR 5

Bl

sFlow 7 — % 77 LD g KY A X% 1000 /31 MIERET D,

SWX2310P (config) #sflow collector max-datagram-size 1000
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4145 Xy v7a—Y oYV TV ) T L— FORE
[

sflow sampling-rate rate

no sflow sampling-rate
[7XT A—F—]
rate ;<256 - 1000000000>

[FIEIER E]

L

[AS1E— K]

Ao B —T 2 —AF— R

BN

MRR—MZT, ATy h7a—H o T YT ETIRO, Fr TV T — b ERET D,
Ka<wV RRREINTWRWESIT., X7y h7a—3 07 ) U3 ThivZeun,
LAN/SFP R — MZ72 1T 3% € I HE,

no JER TEIT LIS IR EICRE 5.

[RXEHI]

WKy h7a—Hr T oY 7Y 7 L— k% 10000 IZERET 5,

SWX2310P (config-if) #sflow sampling-rate 10000
4146 X7y b7 —Y T Y TDA =Y Ry F T L—LDHER~Ny Z—H 4 AORE
[ER]

sflow max-header-size size

no sflow max-header-size

[/NT A—F—]

size T <14-256>(731 1)

(#1813 2]

sflow max-header-size 128

[AJTE— K]

A H—T 2 —AE— R

[@i ]

KRR — M, Xy h7a—Hh o7V TETIED, Ho 7V 735644 =Ry b7 Lb—LD~y X —H
A ZXDFKBEEHET Do

no FEX . CHEAT LIRS ITWIIREIZRE 5,
LAN/SFP AR — M2 E T g,

(B EH]

NRry bh7a—H%o 7Y o TORRK~Ny X —H A X% 100 IZRET D,

SWX2310P (config-if) #sflow max-header-size 100

4147 BT B —Y oY o TOR—Y SRR ORE
[EFR]

sflow polling-interval interval

no sflow polling-interval
ST A—F —]
interval 1 <1 -86400>(F))
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[P E]

L

[AFTE— K]

B —Tz—AF— R

[FHA]

SBR—PMIT, BT EZ—F TV T HITHIED, "=V o THRERET S,
Ko<y %ﬁ)&“ﬁéhfb\fotb\ia/* X, B E—H ) I TR,
LAN/SFP AN — M 72 1T 8% E 7 HE,

no FER . CHEAT LB A ITWIIREIZRE 5,

[RXEH]

B B—=Y T TDR—Y TR E 100 B ISR ET S,

SWX2310P (config-if)#sflow polling-interval 100

4.14.8 sFlow DIRFED KR

[EX]
show sflow
[AFTE— F]
JEHME EXEC £ — R, %0 EXEC £— F
(@]
sFlow DIRREA KT D,
[B%E B
sFlow DIREZ TR T 5,

SWX2310P#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : 0

4.14.9 sFlow OV > 7Y v FEBOIER

EEN!
show sflow sampling [ifname]
[R5 A —5—]
ifname : LAN/SFP R— hDA L H —T = — R4,
TR T DA H—T =2 —R
[ASTE— ]
FHHrE EXEC £ — R, %5 EXEC £— |
[FEEA]

ifname CHE LA ¥ —7 = —A®D sFlow DY 7V v THEREFR T D,
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ifname = EME LI2 551X, 2TOA ¥ —T7 = —ADIEREFRRT D,
[/—}]
AB TRERENEID L &, AL U TIERWVA L NR—=Z L v F TR~ RFFETTER,
A2y JEERENARND & X AA 0 AU AN—RITARIFHRIZFED S 720,
[ EH]
sFlow D> 7V v FiEZE FrT 5,

SWX2310P#show sflow sampling
sFlow sampling information:

Interface portl.l:
Packet-Flow-Samping:
Samping count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Samping:
Samping count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Samping:
Samping count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Samping:
(NOT SET)

4.15 TELNET #—/X—

4.15.1 TELNET Y —R_—DEHB L O0Z R — FEFDOEE
B

telnet-server enable [port]

telnet-server disable
no telnet-server

[¥F—T—F]
enable : TELNET % ——Z G35
disable : TELNET % —/\—Z )23 %
[T A —&—]
port : <1-65535>

TELNET % — =D J A=V 7K — &5 (AW L7854 : 23)
[FIEIRRE]
telnet-server disable
[AS1E—F]
ra—rvar 747 —va e — R
[FLFA]

TELNET #——Z G202 T 5, 72, VA=V TCP R— MNEBEAIEETHENTE 5,
no FE TELT LGB ELhICT 5,

[ EH]

VA= 7 iR— +3&K 5% 12345 (2 L C TELNET — 3—% ild@ih4 5,
SWX2310P (config) #telnet-server enable 12345
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4.15.2 TELNET ¥ — —DZERBOET

[EX]

show telnet-server
[AFTE— F]
¥iHE EXEC £— F
[FEEA]

TELNET Y — \—DOERMZ R KT D, UTOHANEREND,

«  TELNET ¥— N—#&EE DA 20/ 15

e VA=V ITR—MDOF S

s TELNET —N—~D7T 7 A% T5 VLAN f V' F—T = — R
« TELNET ¥ ——~D7 7 v AZHIRT 57 4 L% —

(B E B
TELNET H— \— DO ERM &2 ForT 5,

SWX2310P#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4153 TELNET —R—~T7 7 A TXBHHR A NORE

N

telnet-server interface interface
no telnet-server interface interface

[73F A —5&—]
interface © VLAN A > ¥ —7 = —A%

[FEAE% €]

L

[AJTE— K]

Ja—)ary 47—y g — R

B

TELNET H—_—~D7 7 A% T5H VLAN f VX —T = —AEFHET D,
n R TEITLIEGAIE, BE LA v X —7 =2 —AZHIRT 5,

Ra<wy FidgKk8MFE TRETE, RELLIBIZ#EHAT 5,

ARKa<wy FERELTHRWEAIL, RSF VLAN OLT 72 ATX 5,

[/ —}]

telnet-server enable 2532 E SN TV WS, Ao~ RITHERE L7220,

(B EH]

VLAN #1, VLAN#2 12856t L TWAD B A )5 D TELNET —/"—~D 7T 7 B R EZFHF[T 5,

SWX2310P (config) #telnet-server interface vlanl
SWX2310P (config) #telnet-server interface vlan2

4154 TELNET % —R_R—~T IV RATEBIFA T FDIP T KL RHIRE

E&

telnet-server access action info
no telnet-server access [action info)
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[/XT7 A—5—]
action D TR A IR T AEMERTRET D
REME B
deny SUEE"ER"T S
permit FMEEFRT S
info DR LT D RMEIC IPVA/IPVE T R L ATEH AR IET D,
REM A
A.B.C.D IPvd 7 R L A(AB.CD)&EEET D
BT Ry b A7 EMbit)ft & D IPv4 7 K
AB.CDM L A(AB.CD)ZIEET %
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
N BT Ry b~ AT EMbiHftE D IPve 7 K
XXX XM L A(X: XX X) &R ET D
any T RXTOIPV4/IPV6 7 RLAZIEET S
[FIHAER E]
7L
[AJIE— F]
Ja—paryz 47—y g rET— R
[

TELNET ¥ —/R—~D7 7 B A ZFFAT 57 747 Mk % IPv4/IPv6 7 K L A THIRT %,
AKavwy NIERRKSIFETRENARTHY , LRICRESNTZHONELE L THHIND,
Kavy REBRE LTS G. BE LRI EZIMTE S W T 78 23T X THER T 5,

722, Ravwry RERELTOWRWESRIT, $XTOT7 78 A&7 T %,

no B CTIAT LG AL, € LIERELHIRT 5,

no XTI A —F—2AME LIZGAE, T X TOREEHIRT D,

[/—}]

telnet-server enable 23i% E SN TCWWARWEE, Ko< RIFHERE LRV,

[BREH]

192.168.1.1 & 192.168.10.0/24 D& 7" A > k735 D TELNET Y—/N—~D 7T 7 ¥ 2D I % FFA[T 5,

SWX2310P (config) #telnet-server access permit 192.168.1.1
SWX2310P (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 & 7' A > ~ 350 TELNET Y — _X—~D7T 7 B ADHH LT 5,

SWX2310P (config) #telnet-server access deny 192.168.10.0/24
SWX2310P (config) #telnet-server access permit any

416 TELNET 7 74 7 >~ b

4.16.1 TELNET 7 74 7 > r DjEH)

EN
telnet host [port]

[T A—F—]
host © UE—RERA RN, 720, IPvA T RLAABCD), £7201%, IPv6 7 KL A(X:X:X:X)
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IPv6 Vo7 a—JNT RURAERET D563, BHA V¥ —7 = —AbIEETHLERD
% (fe80::X%vlanN DOFE)
port ;. <1-65535>
AT 2R — FES (B LIZSE @ 23)

(IR E]

L

[AJTE— K]

et EXEC B— N

B

FEE L= A b~ TELNET TH#kiT 5,

[ E R

IPv4 7 R L A 192.168.100.1 DA MZ, &— h&E5 12345 T TELNET £5i9 5,
SWX2310P#telnet 192.168.100.1 12345

IPv6 7 K L R fe80::2a0:deff:fe11:2233 DR A MM, "— h&HE 5 12345 T TELNET #5695,
SWX2310P#telnet fe80::2a0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7> s ODBEL

[EX]
telnet-client switch
no telnet-client

[73F A—F—]
switch : TELNET 27 74 7 v M &EHNTT D080
RIEME B
enable AT 5
disable F11379) N
(IR E]
telnet-client disable
[AS1E— K]
sra—\)varZ 47—y aryE—FR
[FFA]

TELNET 7 A4 7> h& LTtelnet 2~ REFEHA TS5 L9105,
no B TEIT LTI HAIX TELNET 7 54 7 > MBI+ 5,
Bail|

TELNET 7 94 7 > AT 5,
SWX2310P (config) #telnet-client enable

4.17 TFTP Y —/3—

4.17.1 TFTP Y —"—DEBB L OZ R — B EDOER

[EF2

tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable : TFTP ——%FHHT 5
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disable : TFTP Y— — % E4h|2 9 5
[R5 A —& —]
port ;o <1-65535>

TETP H—_"—D J A= 7R — hEE (E LIRS : 69)
[FIEAER E]
tftp-server disable
[ASE— R
Ja—\)aryr7 4 —y g rEF—NR
[FHA]
TETP —R—%Z G T 5, /2, VA=V I R— I EEAEETLHLENTE S,
no I THELT LA 1L TFTP — —Z2 Wi+ 5,
(B EH]

VA= R— 5% 123452 L C TFTP H— —% E#7 5,
SWX2310P (config) #tftp-server enable 12345

4.17.2 TFTP Y —_R—DREREBOERTR

[E

show tftp-server
[AJ3E— ]
FiHE EXEC E— R
B

TFTP Y — "— DO ERN 2 TR T 5, LFTOHEANFEREIND,

o TFTP $— " —H&EE DA 2N/ L)

o VA=V ITR—MDOFEE

s TFTP —"—~DT 7B A% TH VLANA X —T = —RA
[ E B

TFTP Y — " — DR AE KR T 5D,

SWX2310P#show tftp-server

Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4.17.3 TFTP “]j-‘_‘/‘\‘—‘f\T 7 'IZXT% ABRA B @%E
[ER

tftp-server interface interface

no tftp-server interface interface
P95 X —5—|
interface : VLAN A & —T = — R4

[FIHIE% E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— K

B

TFTP Y —"—~DT 7B A% TDH VLAN A VX —T = — A5 HRTET D,
no R TEITLIZGAIE, BELI-A VX —7 = — A& HIBRT 5,
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Aoy NIRRSMHETRIETE, &ELIZIEICEMT %,
Kawy RERELTOARVWEASIE, B VLAN DRT 7B ATE 5,
[BXE B
VLAN #1. VLAN #2 |24 L TV B R A Ry D TETP H— S"— DT 7 & A &[T 5,

SWX2310P (config) #tftp-server interface vlanl
SWX2310P (config) #tftp-server interface wvlan?2

418 HTTP Y —/3—

4.18.1 HTTP Y — N—DEEIRE L O R — FEFDOER

[EX]
http-server enable [port]
http-server disable
no http-server

[¥F—7U—F]
enable : HTTP — =% [T D
disable © HTTP $—"—% T 2
[T A—F—]
port 1 <1-65535>
HTTP h— =D Y A=V 7K — &5 (A L7854 : 80)
[WIERRE]
http-server disable
[AS1E— F]
ra—)var 74—y a rE— R
[BLAA]

HTTP —_—Z2 G T 5, £72, VA=V TCP R— "NEBAIEETH ENTE 5,
no JIERCHEAT LA 13 EIC T 5,

[ EH]

Y A= 7 R— h&HF% 8080 (Z L C HTTP V— —% KLH#j7T 5,

SWX2310P (config) #http-server enable 8080

4182 X 27 HTTP 4 —R_"—DEHEB L2 R— M EEDOEE

E&N
http-server secure enable [port]

http-server secure disable
no http-server secure

[F—U—F]
enable DoBEFX 2T HTTP = =2 HNT 5
disable ©BF 2T HTTP — =% T 5
[/3T A—F—]
port : <1-65535>
TH 27 HTTP = =D U 2= 7 R— b &R (B LI-HA : 443)
[WIHIRRE]

http-server secure disable
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,
no FEX CHEAT L7255 A IR Ehic 4 5,
¥ 27 HTTP ' — "2 HZ LIEBE. e bIZY 7 b =TI L »TiThn b=, 774 v 7 BIZSET
CPU =R E L 725,
EFEHREBT D702, Xy aRfR—FRLLAN Y v 7R PHEITHEFT SN D Web R— 22— —T7 7
TATAEILET HONHFE LV,
(B EH]
VA= R— % E% 8080 12 L CTEXx o7 HITP — "—ZEHET 5,
SWX2310P (config) #http-server secure enable 8080

4.18.3 HTTP Y — "—DFJR EREDOFH T

[FX

show http-server
[AFIE—F]
¥t EXEC E— I
[@iHA]

HTTP — "—OERNE TR T D, LFTOHANERIND,
o HTTP ¥— N—H&EED A 2N/ )

« HTTP H—"—0DJ A= T HR— FDF

« HTTP —"—~D7 7 A%FAT5HVLANA L F—T = — R
o HTTP —R_—~D7 7 v 2%ZHIBT5H7 4 L7 —

s B =7 HTTP % — N—#¥RE DA 2h/fE%h

e Ol A UEA LT T MR

(B EH]
HTTP % — "— DR ERNE T RT D,

SWX2310P#show http-server
HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —NR—~T 7 EZATEXBEHR R FNOHRE
[EX]

http-server interface interface

no http-server interface interface
[/$5 A—%—]
interface : VLAN A & —T = — R4

[FIIRRE]

L

[AS1E— ]

ra—mvar 74—y g rE— R

B

HTTP Y —/"—=~D7 7 ¥ AZFF AT 5 VLAN A ' F—7 = —RAZRET D,
no IR TIAT LA L, FRE LA v ¥ —7 = — A& HIBRT 5,
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AKawy NIIRK8MHFTHRETE, &ELZIAICHEAT 5,

Ka<wr K%
(B EH]

SN

X [E

LTV WEA I,

R5F VLAN O BT 7B ATE 5,

VLAN #1, VLAN#2 1286 L TWADHRA NSO HTTP Y —R"—~D 7T 7 B R &[T 5,

SWX2310P (config) #http-server interface vlanl
SWX2310P (config) #http-server interface wvlan?2

4185 HTTP ¥y —"R_R—~T IR TEBT7FA T D IP 7 KU RilfR

[EF2

http-server access action info

no http-server access [action info]

(%5 A —5—]

action

info

[FIEAER E]
L
[AJTE— K]

T 7R AR @R RET D

BREfE Bk
deny FEHEST 5
permit FMEE"TRT 5
5t &+ B K(E T IPVA/IPVG 7 R L AERERET 5.
REM B
AB.CD IPvd 7 R L A(AB.CD)EFEET D
TRy b A7 BMbinftE D IPvd 7 K
AB.CDM L A(AB.CD)ZEET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
R BT Xy b~ A7 FEMbitf) & D IPv6 7 K
XX:XXM L AKX XX) B ET 5
any FTXTOIPVA/IPV6 7 KL AEFRET D

Ja—n\)aryz 41— g T — R

B

HTTP Y — /"= ~DT I AL T DT T4 T Mg K% IPv4/IPv6 7 KL A THIBET 5,
Ko<y RIIEKSMHFE TRENFARETHY ., HRICREESNTZHD)

Ka<wr K%

it~

Ax JE

L7=%6.
72770, Aa<w FERELTWRWEEAIE, I XTCOT 722 %

no JEATHEAIT LG AT, 188 LICREZHIFRT 5,
no B THRI A —Z —Z B M L6, TXTORELHIRT 2,

[/ — ]

MEEL TSNS,

Bk LTI 2l S 20T 7 AR R RS 5,
AT 5,

http-server enable %, L < |% http-server secure enable 73i% /& STV RWGE, Ao~ RIZEERE L7220,

(B E B

192.168.1.1 & 192.168.10.0/24 D& 7 A > "H 6D HTTP y— _R—~DT 7B ZADLH AT 5,

SWX2310P (config) #http-server access permit 192.168.1.1
SWX2310P (config) #http-server access permit 192.168.10.0/24

192.168.10.024 & 7 X > Rx60 HTTP —_"—~DT 7 B ADH LT 5,
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SWX2310P (config) #http-server access deny 192.168.10.0/24
SWX2310P (config) #http-server access permit any

418.6 HTTP ¥ —X—pua 4 L Z A4 AT U MNEFRORE
ES

http-server login-timeout min [sec]

no http-server login-timeout

[/3T7 A —F—]
min 1 <0-35791>

A LT T M)
sec 1 <0-2147483>

ZA LT U MEFEED)
(BRI E]
http-server login-timeout 5
[AF1E—F]
srua—\)varz 4 b—varE' —R
[

HTTP —/"—=~D7T 7 B AR WEGICHBNICe 77 7 45 F TORMZHRET D,
sec #EME L7601, 0 NEREIND,

no FECHEAT LGS I3WIHIREICR 5,

[/ —}]

B E AT RE 7R e/ MBIV 1 47

[ EH]

HTTP h—/N—D % A 57 7 MR % 2 43 30 RMIZRRET 5,

SWX2310P (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy #REDH 3L

E&
http-proxy switch

no http-proxy

[73F A —%&—]
switch : HTTP Proxy #¥RE &2 AT 2 &0
RIEME WL
enable 2R [N )
disable £ R )
[FIHIERE]
http-proxy disable
[AJTE— K]
sa—m\)var7 47—y aryE—FR
[BLAA]

HTTP #—/X—® HTTP Proxy #EREZ AT 5,
no X CIAT L7 A I3 N9 5,
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[BREH]
HTTP #—/3—® HTTP Proxy #HEZ AT 5,
SWX2310P (config) #http-proxy enable

e
il

4.19.2 HTTP Proxy B§8ED % 4 L7 7 MEEFE D

[

http-proxy timeout time
no http-proxy timeout [fime]

[/$5 A —%—]
time . <1-180>

A LT UMD ETORR (B)

[FIEIEXE]

http-proxy timeout 60

[AJ1E— F]

sa—\)varZ g4 S L—varyE'— R

[AA]

L2MS === F D Web GUI Z U5 T2 L & DX A L7 U MR ZRET D,
no JETHFAT L2 GE 13 60 ITT %,

[BXEH

HTTP Proxy #GED ¥ A4 57 7 M % 2 3SR ET D,

SWX2310P (config) #http-proxy timeout 120

4.19.3 HTTP Proxy #%5E X EIREE D FIR

[EF=RX]
show http-proxy
[AJ1E— K]
¥iHE EXEC £— K
[FLEA]
HTTP Proxy B8REDOR ERIM A FKRT D, LLFTOHEANRERRIND,
« HTTP Proxy H#&RE DA 2N/ %)
o XA LT U MR
[ EH]
HTTP Proxy #EE DR IR 2 £KRT D,

SWX2310P#show http-proxy
Service:Enable
Timeout:60

4.20 SSH Y —3—

4.20.1 SSH — "—DEEHEB L OZfIR— FESFOER

[F=

ssh-server enable [porf]
ssh-server disable
no ssh-server

[F—TU— K]
enable : SSH ¥ —R_—%FZhT5
disable : SSH H—R_—%Wh2T 5
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3T A= s
port . <1-65535>
SSH $#—_—DJ A= 7KR— hER (AW LIZEE : 22)

[FIHIRR 2]

ssh-server disable

[AFTE— K]

Ja—x)ars 74—y g o — R

[FRHA]

SSH —R_—%HihZd 5, £z, VA=V TCP R— hESEZIHETHZ LN TE 5,

SSH #— =2 A2 55813, FANIAR A MEEOIER (ssh-server host key generate) 21T > TR MERH 5.
no FE K THAT L7285 1% SSH r— "— 2 MEh|i2 9 5,

[/ — 1]

SSHZ A4 7 v vhbua A4 35858, Falca—W—4%4 & /X2A T — ROXGk(username) = L TH L LERH
Do

[E% 2 fl]

YR=V 7 R— FEE% 1234512 LT SSH — — % ##4 5,

SWX2310P#ssh-server host key generate
SWX2310P#configure terminal
SWX2310P (config) #ssh-server enable 12345

4.20.2 SSH Y —— DR EIRBEBOFRR

E&y
show ssh-server
[AJIE— K]
¥ EXEC £— K
B
SSH #r—_—ogk kit ad KT 5,
DTFOHENERIND,

«  SSH % — S—&RE DA %)/ HEL)

e VA=V ITR—FDOEFS

+ SSH ¥—/—7R X MEDO A I

s SSHY—N—~DT7 7 AL TLHVLAN A L F—T = — X
o SSHY—N—~DT7 7 EAZHIBTLT 4L F—

[RXEHI]
SSH $— "— DR ERIME FKRT D,

SWX2310P#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface(vlan) :1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

1
2
2l

4.20.3 SSH % —N—~7 J L2 ZATEX LR X FDj

AX
[EFX

ssh-server interface ifname

no ssh-server interface ifname
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[/$F A—5—]

ifname : VLAN A V' Z—7 = — A4

[FIEIER E]
L
[ASTE— K]

sa—\)var7 4 S —varE— R

[FiHA]

SSH —/"—~D7T 7 ERA%ZFFAT5H VLANA V' F—T =— A%
no WK THEITLEESEAILZ. BELIEA VX —T =2— A& HIRT 5,
Ka<r KTk K8 E TRETE,

BE LTZNEIC @M %,

RIET 5,

Ko<y REFRELTOHRWEEIL, R5F VLAN OART 7B ATE 5,

(BB

VLAN #1, VLAN #2 [Z8t L CTWAR A WSO SSH —R—~DT 7 ¥ A Z AT 5,

SWX2310P (config) #ssh-server interface vlanl
SWX2310P (config) #ssh-server interface vlan2

4204 SSH —N—~T I LA TEL7 74T FDj

E&

ssh-server access action info
no ssh-server access [action info]

[/XT A —=HF—]
action D TR AT AEMERTRET D
REME B
deny FEEESRT D
permit b S ot A1 K )
info D& B AMEIT IPVAIPVE T R L ATEH AR IET D,
R EME B
A.B.CD IPvd 7 R L A(AB.CD)EEET D
P 7 xy b~ 27 EMbiff XD IPvd 7 R
AB.CDM L A(AB.CD)%35ET 5
X:X::X:X IPv6 7 R L AX:X:X:X) &R ET 5
N BT Ry b~ AT BEMbiHftE D IPve 7 K
XXX XM L A(X: XX X) &R ET D
any T RXTOIPV4/IPV6 7 RLAZIEET S
[FIHIER E]
7L
[AJIE— F]

Ja—\)aryr 4l —g s — R

[FiA]

SSH Tt 957 74 7 > iK% IPv4/IPv6 7 K L A THIRT 5,
Ko<y FidEK 8L TRENARETH Y, ki

SNEbOPEERELTHEM SN D,

Ka<y ReiE LIga, Bk LR 2ilile 20T 7 v 23§ ~THESR T %,
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2L, Ka<wy FERELTWRWESIE, T XTOT7 7 A2/ d 5,
no LA TIAT LA, faE LIEREZHIRT 5,
no FECRT A — X —2HWE LT-56. TXTOHRELHIRT S,
[/ — 1]
ssh-server enable =~ > R3EXE STV WA, Ao~ RIFHEE LW,

(BB
192.168.1.1 & 192.168.10.0/24 D& 7 A 2 R D SSH ¥ —/N—=~DT 7 £ ADHZFF AT %,

SWX2310P (config) #ssh-server access permit 192.168.1.1
SWX2310P (config) #ssh-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 A "B D SSH 1 —_"—~DT 7 B ADHEIEET 5,

SWX2310P (config) #ssh-server access deny 192.168.10.0/24
SWX2310P (config) #ssh-server access permit any

4.20.5 SSH ¥ — N—7KR 2 MEDERK

[EX]
ssh-server host key generate [bit bif]

[73F A —&—]
bit © 1024, 2048
RSA#DOE v M E

(AR E]
L

[AJTE— K]

HetE EXEC B— R

B

SSH —/X—D73HR A s RSA§EL AR A b DSA #BEZHRTET D,

RSA 81X bit NT A —Z Lo TEMTHE-OE Yy NMIEZFEETE 5, DSA#3 1024 £y NO#ZART D,
[/ —H]

SSH #— " —RE 2RI T 25 E1E, FRNCAR T~ REFEIT L TRA MEE AR T 2LERH S,

BEICAR A FEPRESNTOVARE TR~ FEFIT LIRS, 22—V —IC L TARA MEZ T T 2060 %
BT 5,

ARA MEOARIZIE., BOBREDOREN D NDEENH 5,

Ko< KL, SSH & — =N OPEITDOBFEITTE D,

(B E B

2048 £ DO RSA#EL | DSA 8% 4£EKT B,

SWX2310P#ssh-server host key generate bit 2048

4.20.6 SSH Y — "—R 2 NEOZ VT
[ER]
clear ssh-server host key
[AJTE— K]
et EXEC B— N
B
SSH #h—/3—M7AKR A ~ RSA #E L R A k DSA g2 HIRT 5,
[/—F]
Ko< KL, SSH V= =N OPHITDOHBFEITTE D,
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[ EH]
A A b RSA # LR 2 DSA #AHIRT 5,

SWX2310P#clear ssh-server host key

4.20.7 SSH ¥ — \—/ABHEED TR

E&y

show ssh-server host key [fingerprint]
[F—TU—F]
fingerprint LR R T D

[ASTE— K]
b EXEC £— R

[

SSH #r—"—D ARt Z R =T 5,

fingerprint % — U — RZ45/E L7256 13, AREOERE LR T AF—T — &R~ T D,
[/—}]

PO Ny 2T ) X AE, MDS & SHA256 DO i 4 £oRkd 5,

[BREH]

NEREEE RRT D,

SWX2310P#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhF4dmtoIJri+ujdAIfgrdhl/0w7J1lvc50eXyg
sXJoCglP1lsLRGHOOzxVYbOouPCUV/JjPFCatgOIiiB8eJNzUgSBle6MOFtGjmESrdYiafyIUhps+YWad
T1Io00AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7o0fadd
9ySbomj06Y/0k81L5gqFhCHMGOGtgJITKZsgb5VnPz8FYC8tls6/tpyrUabaG2af/yTEa5USBDYAucC8S
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPJEO0Jyei+4c5qWSF
PXUgrLf5SHAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDySuwD4DWBbRxsPKaX1sicJGCO0aridnTthIGa8
ARypDjhpL1a37SDezx8yC1lQ5vh+4SPLAS1hdSSzXXE+MXITICXnOVPdiKC41ial0n81tMxW/EPw4SqFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt 7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI8JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWIMZEDAJR6OMx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/ 1210/ /5GZTzkFKyEJUtWauHWEW9g1lF5Yy7F64PesqoH
6h50DNK7Lh1T7s4Q0XRnUJphI1INrW278Dnvyry31iR+tgTIJAg3cGHEYsaQCdankDilIQhUazUY0vJO
/gjYCIMuWH6Ek/cst+PCtgnt 0XV5B107 QuRUMCACS2pDXSEWrwbPXXXXXXXXXX==

INBRBEDRFEN 2 KR T D,

SWX2310P#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+———[DSA 1024]——-———+
| 2% o |
|=*=+. o |
|E+X+ o) |
| o + = + |
[.. ..0 X . |
|oo=.B.*.0o |
| o + S o |
| . O |
| E |
- [MD5]] =====— +
1024 SHA256:XXXXearwsCXvYTEIKrS6yYSrijMhOfWeWOBw7aA0XXXX
+———[DSA 1024]——-———+
| . +E. |
| 0o |
| o X S |
|+ =x |
| o . B * . |
| + o |
| * x4 |
| |



A~y R 77 L A RS - H#IEERE | 97

|[@*0.= o. |
+----[SHA256] -—--- 1
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+---[RSA 2048]-—---+
| |
| ooo™ |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
- [MD5] ——=——- +
2048 SHA256: XXXXMkUuEbkJggPD68UoR+gobWPhgu7qqXzE81iUXXXX
+-——[RSA 2048]----+
| % o= |
| *o+= |
| *=0. S |
| ¥ 8§ 5 o |
| + B * o |
| == . |
| o |
| 5 |
| o %= % |
o= [GEA256 ] ===== +

420.8SSH 7 S5 A T v N DEGHREDOHRTE
[EF=]

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[/$5 A—%—]
interval 1 <1-2147483647>
7747 b OATFHERRRINE (B AW L7546 0 100)
count 1 <1-2147483647>
24T NOEFHERRRR T T M (BIg L2581 3)
(AR E
ssh-server client alive disable
[AJ1E— F]
Jsua—nm"narz4 s b—va e —R
[@i ]

7 IA4T v N DOAEIFHEREAT O NENERET D,

7 747 MZinterval TRRE LTZPHRTICEZERTDH A v 8= %KD, count THEE L7 EIH7Z e L C
WNER 2o Teb, ZDO7I73A T FeDEREZDID, By a a2k T35,

no JIER CHAT LIS IR EICK b,

421SSH 27 A7 ~ b

4211SSH 7 A4 7~ b OiLHE)

[#FX]
ssh [user@] host [port]

[PNTRA—=H—]
user D UR—bhRA NI T OBRICERT D2 —Y -4
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host o UE—BMARRA MG, E2iE IPv 7 R A(AB.CD), F720E, IPv6 7 F L A(X:X:X:X)

IPv6 U > 7 m—A N7 RURAZRET 25HE1E, Bt v =T = —ZAbRET OLER D
5 (fe80::X%vlanN D)

port : <1-65535>
A4 2R — hES (B LSS @ 22)

(AR E
mL

[ASTE— ]

F#HE EXEC £— R

[@HA]

fEE L7z A b~ SSH CTHEft 5.

user QMG LT2A, v /A RO —YF—ZEFEH L TSSH Y —_"—~D7 7 X %T 5,
L 2 ——Tu 7 A I user ZEME LT25E 13 root" 235,

[/—}]
TRy =T FRTFNE (~) LT D, ZAT =T LFITHICA D Sz L ERITR@S D,
ITEN O T A —7 5% 20 CAD LTIEGEIZE, = A5 —7FRY— "o A LTS5,

TR =T EIT TE U A ROBAD S za. Ml #8225,
TR =T LRIGT T T AF a WA SINTEHBE, =X =7 ANO—ERERRIND,

[BEH]
IPv4 7 KL A 192.168.100.1 DR A M, =—F —4% uname, F~— h#& 5 12345 T SSH #&t T 5.

SWX2310P#ssh uname@192.168.100.1 12345
IPv6 7 R L A fe80::2a0:deff:fe11:2233 DR A MZ, —H—4 uname. R— FEE 12345 T SSH Hifn 7 5,

SWX2310P#ssh uname@fe80::2al0:deff:fell:2233%vlanl 12345

4212S8SH 7 A4 7 v b OBFRML

[EX]
ssh-client switch
no ssh-client

[/XT A —F—]
switch : SSHZ 747 v NN T H0EN
RUEME id
enable HzT 5
disable NI D
[WIHIRRE]
ssh-client disable
[AF1E—F]
Jya—\)arz 4 b—varsE— R
[@iA]

SSHZ7 947 L Tsshavwr REEHTEL L5175,
no R TEITLEEAIZSSH Y 94 7 FEHcT 5,

[ EH)

SSHZ 947 hEHEMT S
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SWX2310P (config) #ssh-client enable

4213 SSH R R ME#RDZ VT

EN

clear ssh host sost

[/3T A =5 —]

host

[A1E—F]

EetE EXEC B— N

[FAA]

UE— FEA M, F720E, IPv4 7 FLA(AB.CD). F72i%, IPv6 7 F L A(X:X:X:X)

SSHZ Z A4 7 b & LTH L7= SSH Y — S— DN ZHIRT 2,

[BE B

SSH R A ME#AZZ U T3 5%,

SWX2310P#clear ssh host 192.168.100.1

422 A — LA

4.22.1 SMTP A — LY — —DHE

[EFX

mail server smtp id host host [port port] [encrypt method] [auth username password]

no mail server smtp id

[F—TU—F]
port

encrypt
auth

[XTA—=F—]
id

host

port

method

username

password

A =P —=R—DR— N EEEIFETDH
b R EHEET 5
SMTP #AETH 5> 7 v v MEBRERET D

<1-10>

A =)L —,3—1D

A=Y —=R=T FL A Fd, mA
IPv4 7 KL A(A.B.C.D), IPv6 7 F L A (X:X::X:X)

IPv6 V7 a—nT RLAZRRETHHAIT. SHA LV F—T7 =2—ALEETHILENRD
% (fe80:X%vlanN D)

A R(64 SCTFLAN, AT L)
<1-65535>

A= — =D R — FFEF(EWERFIL 25, method & LT over-ssl BMEE SN TV GE1T
465)

(R (AW

REM B
over-ssl WEA K53 % (over SSL)
starttls (5 # W5 5{k 3 % (STARTTLS )

SMTP #HAE CHEAT 52—V —4
(64 TFLIA, 2" | > LA AR—RER PBAIHET - AT
SMTP FBAECHEHTH /AT — K
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(64 SLFLAN, 2" |> &M A= 2 Z R AT - FATL)
[WIERRE]
L
[AS1E— K]
sa—sN\)vary 74—y a sE— R
[
A= VIEBIMERT 5 — " —ERERET D,
[/—}]
SMTP Bk #1T 5 B, AUTH LOGIN =~ > R&fli > CRRFEETT 9,
SSL/TLS ™/ 3—7 = 1% TLSv1, TLSv1.1, TLSv1.2 IZHRHG LT\ 5,
A=Y —=R=DT FLRAELTIPV6 7 FLAZRET %6, SSL/TLS IZ K HHF SALIIRMA TE 220y,
[BREBH]
A —)ViEE Y —/3—|Z, smtp-server-test.com %X ET D,
SWX2310P (config) #mail server smtp 1 host smtp-server-test.com
A —)VikfE Y —s3— & LT smtp-server-test2.com Z 57 L. Wi5{t & SMTP @REAFIH T 2R EEIT D,

SWX2310P (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — )L P —_—Z DFHRE

Ra

EEN
mail server smtp id name server_name
no mail server smtp id

[T A —F—]
id o <1-10>

A =)L —s3—1D
server_name A=Y= —4

(64 CFLIN, 22 BR < AT - FARS)
(R E]
L
AHE— K]
rua—\varz 4 b—va e — R
[FAA]
A= VEBIZHEAT 2 — N —DA4RIERET D,
[EE B

A= )VIE[EH— _R—D 4L LT test_ mail_server Zi%XET D,

SWX2310P (config) #mail server smtp 1 name test mail server

4.22.3 A —/)LiRHOD b U H—FE

[ER
mail notify temp-id trigger lan-map [type [type ...]]
mail notify temp-id trigger terminal
mail notify femp-id trigger stack
no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack
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[F—T—F]

lan-map : LANw y ZIZHET 54Xy M &l 5

terminal DU AREERMEREICREA T D A N FRmET D

stack D ARE y VHEREICEET oA R bR EET D

[73T7 A= —]

temp-id : <1-10>
A—)L 77 L— K ID
AN MEMFFCER T 27 7L — b EEET D

type : LAN~ > 7T 514X b OFEHH
REHE B
hardware ENYN Y
loop J—TFR
sfp-power SFP 20t L~ L B
queue-usage E(E ¥ = — R
poe PoE #&#E
snapshot AF w7 ay h
12ms L2MS ¥ % —¥ v —DEH

(IR E]

7L

[AJ1E— F]

Jsa—nmNnarz 4 b—va e —R

[BFA]

FEE LTCHRED A N ME#RE A — VBT D120 DR EEIT I,

lan-map Z48E L T type 2T T H &, FEELZ LAN ~ v FICHT 54 X2 M2 0N@EmEn 5,
ppe ZEME LTHGEIE. LAN <y ST 2T X TOA Xy FB@A SN D,

[/— 1]

AH s THEREBICEAT B4 N2 MBANEL, A v 7RISR L TV AR D A,

[BREH]

A=NT T L— b #IIZLAN ¥ TREBHIOA X~ ) H—%2RET D,

SWX2310P (config) #mail notify 1 trigger lan-map

4.224 A—NVEEDT S L— FFEEE— R
[EX

mail template temp-id

no template

[/3T A—&—]

temp-id :<1-10>
A—=NT 7 1L—HKID

[HIHRRE]

mL

[AF1E— F]

ra—nR)aryJ 4L —y g F— R



102| =2~ RU 77 Lo A R  ETRERE
[FEHA]
A—NVEERICERT 57T 7L — bR ET HE— FIZBITT 5,
TUT =M E—RNIIBITTAHAZE CTIROEEARETHIENTE D, 77 b— MIRK 10 HAERATEE,
o A—JLEEDRILT RLA
o A—NVEEORETT KL A
o A—LIEEOHA
o A VEERFORERBIORRE(L N> N EE D HffEH)
[ E B
A—=NT T L— b # OREET— FICBITT 5,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #

b

4.22.5 A —)LEEDY— \— ID OFEE

[EX]
send server server-id
no send server

[/NT A—F—]
server-id o <1-10>

A—)L 77 L — K ID

(R E]

no send server

[AJ1E— K]

A=NT T L= hE—F

[R A

T2 A=AV — =D ID ZRET 5,

[F% B

A= T T L—k#] HHAT D A= — = CH——ID#] ZIEET 5,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send server 1

4.22.6 A —)VIEEDHFETLA —NVT FURADBRE

EEy

send from address
no send from address

[T A—=HF—]
address OREITA—AT RL A

(256 SLFLIH, FAEET L - @)
[WIERRE]

no send from

[AJ1E— K]

A—)LT o L— hE— R

B!

BETLA—NLT RLAEZRET D,

[ EH]

A =T T L— K #1 OEETLA—/VT KL AT sample@test.com Z45ET 5,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send from sample@test.com
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4227 A—NVEFDOHWIHA—NLT FUADERE

[EFX]

send to address
no send to

[/XT A—F—]
address COBREA =T KL A
(256 SLFLIN, FAREKT L -@)

(AR E

no send to

[AJIE—F]

A—=NT T L—FE— R

(@]

S A —IVT RUAREHRET D, (FeK41F)

[/— ]

ARREFA N PMEmMOsESEE LTHEM S, SEAF OB ev@mmie L LTI S ey,
(B E B

A =T T L— | #1 OIS A —LT KL AT user@test.com ZF5ET D,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send to user@test.com

4.22.8 A —)VIEE D4 DR E

4.22.9 A — )V IEEREHEF O

E&

send subject subject
no send subject

[/SF A—F—]
temp-id DA VIR ERF D4
(128 LU, 2> i< A3y - MAFe)
[FIHIER E]
no send subject
[ASIE— K]
A=NT T b—hrE—R
[
A—VIKEDHAB EFRET D,
[/—}]
RREDGHEITLLTFOMA E72 D,
s A XY M@ZN : Notification from SWX2310P
FIEWIEELAR ; Certification publishment
FERAEE AN © Certification expiration
[ EH]
AT T L= b # DA —/VIRERFOIFEA T "TestMail" Z i ET 5,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send subject TestMail

(11

BE

[EX

send notify wait-time time
no send notify wait-time
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[T A—F—]
time : <1-86400>
KRR HRFHE(RD)
(AR E]
send notify wait-time 30
IABE— K]
A—=NT T L—FE—F
B
A N MBARO A — VR EBITERE S D £ TORERR 23 ET D,
[/— "}
KRIENTA N FBFIO A — VA ERERH & LTHEH S LS,
[ 2B

A—=NT T L= b #] DA —VIREFFHIFHIC 60 2R ET D,
SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send notify wait-time 60

4.22.10 FEBAERAEED X — )VERE
EEN

mail send certificate temp-id

no mail send certificate
[/3T A—HF—]
temp-id o <1-10>
A—=)VT 7L —hKID

(#1313 2]

no mail send certificate

[AS1E— K]

RADIUS 27 4 ' L— g »E—FR

B!

RADIUS % —_—=0D 27 T4 T v MiEAEZEMT 2 & ESIEHT27 7 L— M D 2 f8ET 5,

RADIUS ¥— =D 7 T4 7 FFEBAEIL, RADIUS — _"—RED user I~ RTHRE LA —/LT R L A~%
4%,

[/ — P}

RADIUS #—_—D 7 T4 T o FEEBAEZESF O A — /LA

Certification is published.

Name : [£fi] % user 2~ > KO NAME 47> 2 v D% EE
Account : [ —H—4] % user =~ > K USERID i

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EHI]
RADIUS % —_—=D 27 F AT > FiEAEEZ A — NV EMT 2 L EIMEHT 27 7L — M IDIC#] Z46ET D,
SWX2310P (config-radius) #mail send certificate 1

4.22.11 FEFAEEAIRE D A —)VERTE

[F2

mail send certificate-notify temp-id
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no mail send certificate-notify
5 A —5—]
temp-id o <1-10>
A—NT 71— NID
(AR E]
no mail send certificate-notify
[ASTE— ]
RADIUS 27 4 ' L—L g »E—F

BN
RADIUS ¥r—R—D 7 T A 7 FEHEER A —)VIBHT D LS IHHTIT 7L — FE2EEET 5,

[/— ]

RADIUS H—/X—D 7 A 7 FIERAEOA YN FREE D A — VA

Your certificate will expire in [X] days.

Name : [4 Hi7] % user 2~ KO NAME 473 3 > O EE
Account : [ —H"—4] % user =~ > K USERID 1

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

[BREH]
RADIUS == 7 T A7 > hEAEE A — VBT 5 & ST 57 7L — MR Z2ET 5,
SWX2310P (config-radius) #mail send certificate-notify 2

4.22.12 ;EFAEO AR BRHIZ A IV T DR E

EEN
mail certificate expire-notify day [day] [day]

no mail certificate expire-notify

[/NT A—F—]
day ¢ <1-90>
B RIREIN % 8T 2 7% A7 H 4K
(IR E]
mail certificate expire-notify 30
[AFIE— K]
RADIUS =27 4 ZL—y g o E— R
B

RADIUS #—/—=0D 27 T4 7 » FMERFEOAMHIROINLZ Falc@m+ 5 A ERET 2.
WHIBEIL 3 FETHRETE 2,
[/—}]
day (I ANDNEFICED ST, BIETEREIND,
[ RE ]
RADIUS #—"—=D 27 T A 7 > FEAFEDO AR OSEFTEH % 50 HATE 10 HENIRET D,
SWX2310P (config-radius) #mail certificate expire-notify 50 10
4.22.13 A —VEEBHRMOET
EY

show mail information [temp-id]
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[NT A —=HF—]

temp-id :<1-10>
A—)T 7L — K ID

[AJIE— F]

F¢HE EXEC £— K

[@ A1

EELET U L— R ID DA —LEEBREERTT S,
T L —RID ZEW LSS, 2 TORA—IIEREF TS,
&l

A—IT T L— k#l DA —NVIEREFRT D,

SWX2310P#show mail information 1

Template ID 3 A

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.23 Yamaha Unified Network Operation Service (Y-UNOS)

4.23.1 Y-UNOS #EEED R E
[EX]

y-unos enable

y-unos disable
no y-unos

[F—T— K]
enable : Y-UNOS #REZ BT 5
disable © Y-UNOS ez 224 %

(R E]

y-unos enable

[AJ1E—F]
Jua—\)narz 4 b—varE— R
B

Y-UNOS (Yamaha Unified Network Operation Service: & k7 —2 %4 L TT /31 A [l ##ET 5 — ) #hE
B ETIXENZT 5,

no JERCEIT LIS IIWIHIREICR 5.

[/ —}]

Y-UNOS BEREII{R5F VLAN OATEIWET 5, 5 VLAN IZ IPv4 7 R L ANHRE SN TV WIS, {#5F VLAN
N7 Z7 L TWAIREETIX Y-UNOS HERE &2 1Ed 2,

R5F VLAN 22 L7256 13, Y-UNOS OFH A B BhF8iki&aE H O~ L F % v A b 7 L — AR E (12-mcast flood
239.192.128.250) % {#<F VLAN THEMT DL,

Y-UNOS HERE DA MU/ ITIT IR K 1 BB HERNH D,

AZ sy TREREN BN e, Ra~<r R T,
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[ EH]
Y-UNOS #E% B %D

l
SWX2310P (config) #y-unos enable

l

)

295,
Y-UNOS H&RE 2 2N T 5,

SWX2310P (config) #y-unos disable

4.23.2 Y-UNOS 1§ D FER
[ER]
show y-unos
[AF1E— ]
¥i#E EXEC £— K
[FHA]
Y-UNOS (2B T i ERAT — X ZADE#RE R TT D,
KRAFEIFTLTO LB,
*  Y-UNOS H§HE D% iE (Y-UNOS)
+  Y-UNOS BERE DK RE(Status)
«  Y-UNOS #EHED IPv4 7 K L A(IPv4-Address)
« ASFVLAN O IPv4 7 KL AL ID £ 195
o Mtttz o—E
s £ /L4 (Model)
« U 7 L5 (Serial)
o 77 —AU=xT/N— 3 (Version)
¢« MAC 7 R L A(MAC-Address)
e IPv4 7 R L A(IPv4-Address)
« RA [ (HostName)
Y-UNOS BERE D IR RE(Status) TIXLL FOWT N E £rT b,

Status 25 BH
Active Y-UNOS #ERED B L T % 4R

Y-UNOS BERESEIE L TRV REB(A & 7 BEBEDNE
72> TUNND) % AKX 7 SRR D Tr

Y-UNOS HERENEIVE L TV 72U IRRE(SESF VLAN (Z IPv4

Inactive(stack enable)

Inactive(no ipv4 address) T RUARBEEI LTV, I3RS VLAN B3 U >
I HET L LTND)

Disable Y-UNOS #§1e % 200 72 (R g

[ EH

Y-UNOS & &R d %,

SWX2310P>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT Z610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002
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4.24 LLDP

4.24.1 LLDP #8EDH L.

[EX)
Ildp run
no lidp run

[FIEIRRE]

7L

[AF1E— K]

ryua—Naryr7 4L —vgarE—R

[

AT MK T LLDP BEREZ A RNICT 5,

no JERTHEIT LIS A1E. ¥ AT L2 T LLDP BRI+ 5,

[/—}]

A— MZxF LT LLDP e A AN T HIIFLL F O a~vy RERET HLERH 5,
set Ildp enable =~ > K® fype (LLDP T— = > hF— R TMEIZIG U C txrx, txonly, rxonly Z % &3 5,
e« lldprun(Zu— 37 47 L— g U F—R)

« lldp-agent (- 4 —7 = —AF—F)

+ set lldp enable fype (LLDP ——3 = > FE— R)

Bt

LAN R— b #1 ® LLDP BBEDEZAE 2 AT 5,

SWX2310P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.1l

SWX2310P (config-if) #11dp-agent

SWX2310P (lldp-agent) #set 1lldp enable txrx

4242 VAT AOFBEATORE

E&

Ildp system-description /ine
no lldp system-description

[/XF A—F—]
line LV AT DO SO CTFHN(255 LFLIN)

(MR E]

no lldp system-description

[AJTE— K]

sua—nNarsz 4l —ra 'R

[RLAA]

LLDP HSRECHE 45, v AT AOMHALEHET 5,

no JEATHEIT LI B3R E IR D,

IR E DML, HEL+ 77— =7V EYa ] ThhH,
[BEH]

L AT AOFH LA SWITCHI_POINT A 1T 5,

SWX2310P (config) #11dp system-description SWITCH1 POINT A
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4243 VAT LDLALFRDERE
[ER

Ildp system-name name

no lldp system-name

[7XT A—F—]

name L VAT ADLAFDILFHN(255 LFLIN)
(AR E

no 1ldp system-name

[AS1E—F]

Ja—n"narz4 7 b—varE —NF

B

LLDP #RECHEA T2, VAT LADLHERTET D,
no IR CHEIT L= BB EIC R 5,

IR EOMIT ML ) Th b,

FXEfE X LLDP System Name TLV [Z3%E S 115,
[B% 2 5]

VAT DL FRE SWITCHL 12T %,

SWX2310P (config) #11ldp system—-name SWITCH1

4244 LLDP =— = F OVERR

[EX]
lldp-agent
no lldp-agent
[FIHAE% €]
L
[AFTE— F]
A H—T 2 —AF— R
B
LIDP =—Y x> F&2fERK L, LLDP =— x> hE— RICERT 5,
no B TEIT LA 1E, LLDP =—2 = > M &2 HI&RT %,
[/ —H]
LLDP =— x> FEHIBET AL LLDP=—Yxcy hE— RTCEHRELZa~Y FLHIBREINS,
[BXEHI]

portl.] TLLDP =— = hZ&fEf L, LLDP =—¥ = ME— FIZBITT 2,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #1lldp-agent
SWX2310P (11ldp-agent) #

4.24.5 LLDP 2 & 5 B EhiR ERERE DR E

EE=Y
lldp auto-setting switch

no lldp auto-setting
[NT A —=F—]
switch : LLDP (T X% HERREKRE DR E

{{
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X EME A
enable LLDP |Z & % HEhEk ERrE = BN T 5
disable LLDP T &k % HEER EMREZ 2T 5
(#8137 2]
lldp auto-setting disable
[AF1E— ]
Jua—)aryz 4 l—yarETw—NR
B
FFEDY v RN EFETALLDP 7 L — ALK Y, AL v T OREE BEINICET T H¥EZEINNCT S
F7-. power-inline disable delay =~ > NIZ X DFFEE X A I 0 7 OWFHEREZ AT D,
MDP7V~ATmuF®%%ﬁ%Eéﬂ60
o 7 u—iilf#
* QoS
¢« IGMP AX—t'
- EEE

+ RADIUS —/3—7HR X |

o UnAREH

no R CTFEAT L =B I3IWIR EITRE S,

WA L H—T 2 — ADIRIIRETE D,

[/—}]

ABEREZ T 5 729121%, setlldp enable =~ > R C, LLDP 7 L' — A% Z{E CELRTEICTHMEND D,
[BREH]

LLDP T &k % HERR EMREZ AT D,

SWX2310P (config) #11dp auto-setting enable

4.24.6 LLDP X% (5E— FORE
[EF2
set lldp enable #ype
set lldp disable
no set lldp enable
[NT A —=F—]
bype DOEREE—F
RIEE B!
rxonly ZAEHHICHRET S
txonly FEEHHICHRET S
txrx EEBIOZEICRET D
(IR ]
set lldp disable
[AFTE—F]
LLDP =—Y =¥ FE— R
[@iA]

MBA B —T 2 —ZATOLLDP 7 L—LDEZEE— RERET 5,
set lldp disable D355 1%, LLDP 7 L — A Z65%(5 L7V,
no B CTEAT LG E X, VIR EIZRE S,
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[ EH]
LAN 7" — | #1 @ LLDP #% {5 — FEZEHEHIIHET 5,
SWX2310P
SWX2310P

SWX2310P
SWX2310P

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent
lldp-agent) #fset 1lldp enable rxonly

42478 H7 L ADOFERDOHRTE
B

set management-address-tlv fype

no set management-address-tlv

[/3F A—&—]
type D OERY R L AOFEE
REME B
ip-address BHT RLAZIPT RLALTS
mac-address BET L AZ MACT KL R ET25
[WIHIRRE]
set management-address-tlv ip-address
[AS1E— ]
LLDP =—Y = hE— K
(@]

LLDP THMH$ 2. A— FOEHRT N ADFEALRET 5,

no JEI TIFAT LGB I3 IIER EIZ R D,

5% EfEIX LLDP Management Address TLV (Z5%E S 415,

Bl

LAN 7R— |k #1 QBT FL 2O %2 MAC 7 F L AIZRET D,

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.1l

SWX2310P (config-if) #1ldp-agent

SWX2310P (11ldp-agent) #set management-address mac-address

W

4.24.8 EAEH TLV OFE
[E=]

tlv-select basic-mgmt
no tlv-select basic-mgmt

[WIHRRE]

L

[AJIE— ]

LLDP =—Y = hE— K

[RiAA]

HET L — DZHEAEHE TLV Z21BN4 %,

no IR CHEAT LI H AL, #ME7 L— AL EAREH TLV 2 <,
ZDa~y RTLFO TLV 2 LLDP 7 L—AZBINE b,
<HAEF TLV>

(1) Port Description TLV : A8 — k D FEHSL

(2) System Name TLV : 3 A7 LD AT

(3) System Description TLV : 3/ A7 A D@ ST
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(4) Syatem Capabilities TLV : A7 A DHRES]
(5) Management Address TLV : IR — RN OEFFLHT FL A (MAC 7 RV AE2ILIP 7 R LX)

[ EH

LAN 7R— |k #1 TET 5 LLDP 7 L — AMZEEAREH TLV 284 5,
SWX2310P (config) #11ldp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (lldp-agent) #tlv-select basic-mgmt

4.24.9 IEEE-802.1 TLV OHE

[EA
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHIERE]

7L

[AS1E— K]

LLDP =—Y =¥ fE— R
B

%15 7 L— AT IEEE-802.1 TLV Z3BiN3 %,

no B THIT LI=HE %, 57 L—247 5 [EEE-802.1 TLV %<,
ZDa<y RTLLFO TLV 28 LLDP 7 L—AIZBIIE N5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : K— k VLAN ID

(2) Port and Protocol VLAN ID : 7”& | =2/L VLAN ID

(3) Protocol Identity : ¥ AR — 4572 ha/Ld U X K

(4) Link Aggregation: U > 7 7 7'V 7 — 3 U IiE#

(5) VLAN Name : " — F VLAN O£ R

[BREH]

LAN R"— | #1 T%/Z4 % LLDP 7 L — A |Z [EEE-802.1 TLV % 3iBN4 %,

SWX2310P (config) #11ldp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (lldp-agent) #tlv-select ieee-8021-org-specific

4.24.10 IEEE-802.3 TLV O E

EEN
tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[FIHIRRE]

7L

[AS1E— K]

LLDP =—Y x> FE—F
[BLFA]

%557 L — AT TEEE-802.3 TLV ZBMNd 5,

no I THIT LI=HA 1%, 257 L—247 5 IEEE-802.3 TLV %<,
ZOa<y RTLLFO TLV 28 LLDP 7 L—AIZBIIE N5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : 4— h % T T—3 3 > OY R — MEHR
(2) Power Via MDI : PoE &% (PoE #RED & % HEFE D 7r)
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(3) Link Aggregation: U > 7 7 7'V 7 — 3 U IiE#
(4) Maximum Frame Size : fx K7 L — A4 X

[ EH

LAN R— k #1 T%[E4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 5,
SWX2310P (config) #11ldp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (lldp-agent) #tlv-select ieee-8023-org-specific

4.24.11 LLDP-MED TLV D% 7E
EE]

tlv-select med
no tlv-select med

[FIHIERE]

7L

[AS1E— K]

LLDP =—Y =¥ fE— R
B

%157 L— A2 LLDP-MED TLV %Z3Ei13 %,

no JERTHEIT LI=8A 13, 2E7 L— 2475 LLDP-MED TLV % %<,
Zpa~<y RTLLFO TLV 28 LLDP 7 L— AZiBINE 5,

<LLDP-MED TLV>

(1) Media Capabilities : %1595 LLDP-MED TLV DOFE%H

(2) Network Policy : Voice VLAN {F#(Voice VLAN 235%E &AL TN DR — kD &)
(3) Extended Power-via-MDI : $i555 PoE 1{ #(PoE B&RE O &> 2 HEFE 0D )
[/—}]

Location Identification TLV MDfii{% "Location" 23 5% & S #1 TV 5,

[ EH]

LAN 7R— k #1 T%{E4 % LLDP 7 L — A2 LLDP-MED TLV % B4 %,

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #11dp-agent
SWX2310P (lldp-agent) #tlv-select med

42412 LLDP 7 L — ADEERRRDERE
B

set timer msg-tx-interval /x_interval

X

no set timer msg-tx-interval
[P95 A — & —]
tx_interval 1 <5-3600>

LLDP 7 L — L3 (D)

(AR RE]

set timer msg-tx-interval 30

[AJ1E— F]

LLDP =—Y =¥ hE— R

[FiA]

LLDP 7 L — LD XERIRZRET 5.

no JZ N TIAT LIZG B IR EICRE 5,
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[ EH]
LAN R— F #1 TEET % LLDP 7 L — 2 OEERIREE 60 FIICEET 5.
SWX2310P
SWX2310P

SWX2310P
SWX2310P

config) #11dp run

config)#interface portl.l
config-if)#lldp-agent

lldp-agent) #set timer msg-tx-interval 60

4.24.13 EFEEELB O LLDP 7 L — A LERBOHE

EEN
set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[73T7 A =4 —]
fast_tx o <1-3600>
R EE I O LLDP 7 L — L33 RIFR (D)
(AR E]
set timer msg-fast-tx 1
[AS1E— F]
LLDP =—Y = hE— R
[FLHA]

B EHIR O LLDP 7 L — A ERR AR ET 5,
no R CTHAT LB A I3 EICE 5,

AR AR L 1R — N ORI T L < oo 2 EZOWIF T, Bl
WLLDP 7 L—AREEEIND,

+ set timerx msg-fast-tx fast xR E I O R EMRE) 2R ET 5,

B WA R E

* set tx-fast-init value : FEEEEHIMICEET 5 LLDP 7 L — A OEEZRET D,

B!

LAN F— k #1 TEHEEEHIRIO LLDP 7 L — AL ERIGEE 2 IR ET 4,

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (1lldp-agent) #set timer msg-fast-tx 2

42414 LLDP 7 L — AEEELEN O HIHIL T TOEBORE

MOLLT Dz~ R

E&

set timer reinit-delay reinit_delay
no set timer reinit-delay

ST A—F—]

reinit_delay o <1-10>

LLDP 7 L — ARG 1) & 8L £ TORRE(7)

(AR E]

set timer reinit-delay 2

[AFTE— K]

LIDP=—2 x> hE—FK

[FEHA]

LLDP 7 L — A EEEIEN L EH L E CORR 2R TET 5,

no JER . CHEAT LTS I3 IR EIZRE 5,

[BX EH]

LAN 7/"— k #1 TLLDP 7 L —AEEE IO B L £ TCORR % 10 71

EX ﬁ‘éo
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SWX2310P
SWX2310P
SWX2310P
SWX2310P

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set timer reinit-delay 10

4.24.15 BERFBOREREATTL 2 BN T 22D OREDRE

s

N
H

115

E&

set msg-tx-hold value
no set msg-tx-hold

[23T A —%—]
value ;o <1-100>

HEA S O REFER (TTL) Ol 2B H T 5 7= 0 DFEK

(BRI E
set msg-tx-hold 4

[AJ1E— ]

LLDP =—Y = hE— R

[FA]

AT M O LRFFRER (TTL) 2R T 5 72D O R ZHET 5,

no B CTHEIT LI BB TIR EICR 5,

Z ORGEMEIT LLDP 7 L — L2415 R (msg-tx-interval IC B S 4, S5+ 1 LCTTLEE) & 725,
TTL fiiZ. Time To Live TLV I[Zf#E SN 5,

TTL = msg-tx-interval x msg-tx-hold + 1 ()

[BREH]
LAN R— b #1 THEHEHROMRRRER (TTL) 2/ T 27200 FEE 2 ITRET 5,
SWX2310P (config) #11dp run
SWX2310P (config) #interface portl.l
(
(

SWX2310P (config-if) #1ldp-agent
SWX2310P (1lldp-agent) #set msg-tx-hold 2

4.24.16 BEXEHF O LLDP 7 L— AR EFERORE

[EX

set tx-fast-init value

no set tx-fast-init
[73F A —4F—]
value : <1-8>
R E B O LLDP 7 L — AR fE %
[FIHAE ]

set tx-fast-init 4

[ASTE— K]

LLDP =— Y = hE— K

[FLHH]

ESELEMR O LLDP 7 L — ARG EEE R ET 5,

no B CTEIT LA T VIHIEREICR S,

Bt

LAN "— h #1 TEBEEHMO LLDP 7 L — AEEEEE 2 IR ET S,

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #1ldp-agent

SWX2310P (1lldp-agent) #set tx-fast-init 2
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4.24.17 F— MR TEHETX BB ORKEHF B ORE

[EFX]

set too-many-neighbors limit max value
no set too-many-neighbors limit

[T A—F—]
max_value : <1-1000>
H— N T ELC & 2 BB RO i £ 4
[WIHIRRE]
set too-many-neighbors limit 5
[AJ1E— K]
LLDP =—Y = hE— K
[BLAA]
RN— FREALTEHTE DR ORREHERET D,
no JEATHEAT LG BITAHIREICH R D,
N— b DRFER BB AT 56 B LR bik(s SA7Z LLDP 7 L — A3 IR 5,
[/—}
Oy RERETDHE, JIEFE— FTRADOLLDP 7L — A 52ZE Lz & 10—, UEt— MEREIHT—7 L0
7 VT D,
(BB
LAN R— |k #1 TR— ML CEHTE 2B ORRKEHE 10 ITRET D,

SWX2310P
SWX2310P
SWX2310P
SWX2310P

config)#1ldp run

config) #interface portl.1
config-if)#lldp-agent

lldp-agent) #set too-many-neighbors limit 10

4.24.18 LLDP Bt DA v X — T = — A —FERE

E&y
Ildp interface enable #ype

lldp interface disable
[F—U—F]
enable : LLDPBEREZ AT D
disable : LLDP B¥ReZ BN 5
[R5 A —F—]
type D EEEE—F
R EMHE B
rxonly ZAEHHICHRET S
txonly EEHHICERET S
txrx EEBIOZEICERET D
[AJ1E— K]
Jua—m\)arz74b—varsE— R
[FHA]

LLDP #8e DA 30/ E) %42 T D LAN/SFP AR — M —FERET 5,
BHNREDHEEIX. FEE L LLDP 7 L — ADEZEE— FEHRET S,
[/ —}]

Kawr RIlae—)var 74— g o — ROBRFEITARE,
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BB, Raxr FEK{A 2 —T72—ADLLDP RELZ T H72HDH D TH Y | running-config [ZIFF R IR0,

[ EH]

42T D LAN/SFP 7" — k@ LLDP B§6EZ A0 L, LLDP 7 L — A% EZ(F Al RE/2 T — NIZERET D,

SWX2310P (config) #11dp interface enable txrx

42419 4 V' #— 7 = — ADIRERR

(&=
show lldp interface ifname [neighbor]
[(F—T—F]
neighbor DOHEE L TV OB O E R T T D,
[/XF A —F—]
ifname : LAN/SFP R— FDA v Z—T = — A4
BRT DAV H—T 2 —A
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
[

ifname TIRE Li=A ¥ —7 =—AD LLDP 1§ & £ r~T 5,
neighbor ZH8E L7 EI1TA v ¥ — 7 = — R TERL L TV AR DIEHR 2 KR T 5,

DITOEBANFRREND,
show lldp interface ifname DG

o AU E—T 2 —ARFDOFEHE R

Agent Mode

7'V » ¥ — F(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : A[EE. N: RH)

Message fast transmit time

EHEE WO LLDP 7 L — A LERIFR (D)

Message transmission interval

LLDP 7 L — L3 MR ()

Reinitialisation delay

P ILER 2 O AL & TORFHI(F)

MED Enabled LLDP-MED TLV £{8 DA %/ %)
Device Type T NA A X A 7(NETWORK_CONNECTIVITY [&E )

Total frames transmitted

LLDP 7 L — A D%EEHK

Total entries aged

TTL BUL EZER 2L BHT — T AN BHIBR S8
D

Total frames received

LLDP 7 L — A DS(EH

Total frames received in error

LLDP 7 L — A DZET T —¥#

Total frames discarded

WIS 7- LLDP 7 L — A 0D¥K

Total discarded TLVs

%3 X 7= TLV O

Total unrecognised TLVs

Ak CcxE o7 TLV O

show lldp interface ifiname neighbor D55

o SRR ELE

Interface Name

ZRELIEAVH—T 2 —R4

System Name

AT LA TR

System Description

AT KDFA

Port Description

AN— s DFLHH
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System Capabilities

AT ADRES]

Interface Numbering

A B—T 2 —AFEBEOEA T

Interface Number

AU H—T 2 —AEF

OID Number

OID % &

Management Address

MAC 7 RLAEIZIP T KL XA

+  Mandatory TLV D1 %

CHASSIS ID TYPE CHASSISID TLV O % A 7 L i
PORT ID TYPE PORT ID TLV D % A 7 L
TTL (Time To Live) FEARTE RO PRFFRFH (D)

« 8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A — F VLAN @ ID

PP Vlan id 71 k=L VLAN @ ID
VLAN ID R— K VLAN @ ID
VLAN Name A—  VLAN O£

Remote Protocols Advertised

YR—rF57a harol &k

Remote VID Usage Digestt

VID Usage Digestt fi

Remote Management Vlan

T VLAN O4 R

Link Aggregation Status

Vo7 70T = a DR ZER)

Link Aggregation Port ID

Vo277 ) F—2 g i R— D ID

« 8023 ORIGIN SPECIFIC TLV D& #

AutoNego Support

F— b xr A —3 g UHERED H /LR

AutoNego Capability F— b xrITvT— g UAEEREE K
Operational MAU Type WMERELT 2Ly I AFE—R

MDI power support PoE H¥HEH R — F OF M

PSE power pair PSE /XU —~7 —

Power class

PoE #a®& 7 7 A

Type/source/priority

PoE#EH A 7. V—A, BIELE

PD requested power value

PD #2503 k95 % /7 (0.1mW HAfi7)

PSE allocated power value

PSE #2503 A 7 T & 5871 (0.1mW HAL)

Link Aggregation Status

Vo o7 7 F— g v OBFNER)

Link Aggregation Port ID

Vo277 )= g iR— D ID

Max Frame Size

NN G

« LLDP-MED TLV ®Of## (LLDP-MED TLV %#%(8 LT BAICEREND)

MED Capabilities

LLDP-MED TLV OFf&EfED U A k

MED Capabilities Dev Type

LLDP-MED AT 4 7T /A A% AT

MED Application Type TV r—vary AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7' DA

MED L2 Priority

L2 DB E
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MED DSCP Val DSCP flE DG 2
MED Location Data Format MEHFRO 7 +—~ v b
Latitude Res FEEE D FRE(A 2072 BALE > M)
Latitude HEG4EY 1)
Longitude Res TEEE D REE(A 72 B E Y FK)
Longitude REGB4 B> R)
AT mEX AT
LA —H—
2EADTET
Altitude Res DR 2N 72 BALE > MK
Altitude EEGBO E Y M)
Datum Tl Hh L YR
0K [E ot S IR (WGS 84)
1:AE7 A U IR (NAD 83)
2467 A U A I HANAD 83) 0 - BETE S AR
LCI length FEEHRT — 2 DR E
What it DS PR E
0:DHCP H—/N— D57
17747 MiRbiinwWe&ZE2x bbb xy NI —/ 3
FDONLE
2:7 4T FONE
Country Code a—F
CA type CA (Civic Address) ¥ A 7°
MED Inventory Inventory 1&# U 2

NS HRIZES L CIE RFC 3825 2 &R

[BRAEH]
LAN 7R— K #1 ® LLDP {§# % £~ T 5,
SWX2310P#show 1lldp interface portl.1l

Agent Mode : Nearest bridge
Enable (tx/rx) : Y/Y

Message fast transmit time 3 A

Message transmission interval : 30
Reinitialisation delay 3 2

MED Enabled 3 X

Device Type
LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWX2310P#

: NETWORK CONNECTIVITY

O OO OO oo

42420 2THOA V¥ — T = — R ZBIT A EEEBE OB HF R

[FX]
show lldp neighbors
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[AF1E— F]

FE4FHE EXEC £ — R, #5#E EXEC £— K

[FRA]

BETOA P —T7 == ATBT DGO M E R 5,
(FEREUT show lldp interface ifiiame neighbor =~ > K% &)

[ EH]

Befgi L TV DR OIF M A £ T 5,
SWX2310P#show 1ldp neighbors

Interface Name 3
System Name
System Description
Port Description
System Capabilities
Interface Numbering
Interface Number
OID Number
Management MAC Address
Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS
PORT ID TYPE
INTERFACE NAME
TTL (Time To Live) :
8021 ORIGIN SPECIFIC TLVs
Port Vlan id
PP Vlan id
Remote VLANs Configured
VLAN ID
VLAN Name
Remote Protocols Advertis
Multiple Spanning Tree
Remote VID Usage Digestt
Remote Management Vlan
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs
AutoNego Support
AutoNego Capability
Operational MAU Type
Power via MDI Capability
MDI power support
PSE power pair
Power class
Type/source/priority
PD requested power valu
PSE allocated power val
Link Aggregation Status
Link Aggregation Port ID
Max Frame Size
LLDP-MED TLVs
MED Capabilities
Capabilities
Network Policy
MED Capabilities Dev Type
MED Application Type
MED Vlan id
MED Tag/Untag
MED L2 Priority
MED DSCP Val
MED Location Data Format
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length

OO O OOOo oo

portl.l

SWX2310P-10G
SWX2310P Rev.2.02.02
portl.3

L2 Switching

2

5003

(Tue Dec

ac44.£230.0000

0.0.0.0
portl.3
41

1

0

1

default
ed
Protocol

0

0

Supported Enabled
27649

30

data)

0x0

0x0

0x0

: 0x0

e : 0x0

ue 0x0

(raw

1522

End Point Class-3
Reserved

0

Untagged

0

0

ECS ELIN

5 11:37:39 2017)
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What 0
Country Code : 0
CA type : 0

MED Inventory

SWX2310P#

42421 LILDP 7 L — LU Z—D 7 )T
[EFX

clear lldp counters
[ASE— R
¥t EXEC B— R
[FRHA]
ETODR—FDLLDP 7V —LH T X —% 7V TT 5,
Batl]
LLDP 7 L —A N A —% 7 )T 5,

SWX2310P>clear 1lldp counters

=
il

4.25 L2MS (Layer 2 management service) DX

4.25.1 L2MS & — K~O#1T

[ER

12ms configuration
[AJIE— F]
Jua—nparz 4 J—y g rET—R
B
L2MS DR EET 5 72D L2MS £ — RIZBATT 5,
[/— "}

L2MS E— R b/ m—_ a7 4 7 b—3 g 08— RIORED I exit 2~ REfEH L, 8# EXEC £— RIZ
RAIIZend 2~ REFERHT 5,

[ EH]
L2MS E&— RIZB T %,
SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #
4.25.2 L2MS $$RE DR E
E&

12ms enable
12ms disable
no 12ms

[FF—VY—F]
enable : L2MS HErea T 5
disable : L2MS BéreE A L

(#3132

12ms enable

[AJ1E— K]

L2MS =— R

[FAA]

L2MS #Re 2 3 2 B a2 ET 5,
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no JER TIAT L7 H B I3 EIC R D,
[ EH]

L2MS #RE 23 5,

SWX2310P (config) #12ms configuration
SWX2310P (config-12ms) #12ms enable

4.25.3 L2MS BEBED R EI DR E
B

12ms role role

no 12ms role

[T A—Z—]
role : L2MS HERE D% E
B EME LA
Bid FICHEsE L7z SWX & U — X< WLX302
manager VU —ADOFKGE -l #1759 L2MS v R —
r—& LTEMET D
=B — T7A ¥ =04 —/b, L2MS ¥ X
asent — U — IR E ST SWX VU — R
s L2MS v — ¥ —& LTEMET 57~
MR BEHEIND X OEMET S
[FIEIER E]
12ms role agent
[ASE— K]
L2MS E— F
[FRHA]

L2MS HEEZ 3 2 B0 &I 2% ET 5,

no FEXCTHAT L7256 13 agent & L TEMET 5,

[/ — 1]

[fl—xy b U—=27WIZL2MS (AA v FHliEEE) HEZ A2 L~ —F =7 7 A Y —U 4 —/L, L2MS <
=TV X —ITRE S NT2 SWX U — ANEEAFAE L7235 G . L2MS BEREDN IER ICEE L £8 A,

=y hT—=27I21F, L2MS v X —T ¥ — &R DN 1 A &b X 51 LT &N,

[ EH]

L2MS #fEr ~ % —Y v — & LTI 5,

SWX2310P (config) #12ms configuration
SWX2310P (config-12ms) #12ms enable
SWX2310P (config-12ms) #12ms role manager

4254 1L2MS =— = v N OEHEB BB ORE
BN

agent-watch interval time

no agent-watch interval

[T A—F—]
time . <2-10>

B LA H PR (FD)
[WIEARRE]

agent-watch interval 3
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[AF1E— F]
L2MS E— K
(LA

L2MS D= — v M EPRBETH 7 L— A OEERERMRE AR ET 5,

no FE CFAT LG A 3R EICKE D,

time & R EMEICRE LT2HA. R 7 L— 2 OBEHE TS 23, L2MS D= —Y = > b &G L T D L2MS ~
F =T — NI D ETCORFMNEL 2D, time Z/NSIRBEICRE LG AITTOW LR RET7 L —LDk
BRI Z 50, L2MS D=— = 2 L T D L2MS v 32—V % — 0385k 5 F TORNEL 72 5,

[/ —H]
I2MS D= — = FOEHIZI2ZMS N~ 32—V v — & LTEEL TWAGAEDARIT I,
[BXEHI]

Bt IR 2 5 RUIZERET D,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #agent-watch interval 5

R
i

4255 1L2MS =— = N O X U U Z W B B D
ESN

agent-watch down-count count

no agent-watch down-count
ST A—F—]
count T <2-10>
At [T REIEIE
(R E]

agent-watch down-count 3

[ASTE— K]

L2MS E— R

B

I2MS =—Y = hIBDISE 7 L — L ZERTH T LIZ LT 5 £ TORERRKR T L — LR EREERET 5,
no IR CHEAT L& I3WHRTIR D,

BTV —DL% count TRELERIBEERELTHIMS =— 2 2y M SISE 7 L —AEZZELAWEES. 4%
L2MS =— Y = > MIX T Lz LT 5,

[/ —}]

I2MS =— V=¥ hEEH L TWAR— IRV 7 X0 LEEGER, Ya~v 2 FORELY RN F A I /T
L2MS ==V =¥ RNZ U LI LT 5 2 &35 5,

L2MS O —V = FOEMRIZL2MS B3R —T ¥ — L LTEEL TWAEHEDRIT I,

[B%E R

Z g o A W S aldkcA 8 IR ET S,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #agent-watch down-count 8

(]

4.25.6 VK DB EHERE DR E
[EF=]

terminal-watch enable

terminal-watch disable
no terminal-watch
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[F—7—F]
enable DR OEHERE A AT D
disable DOmAROEEERE A AT L
[WIHIRRE]
terminal-watch disable
[AJ1E— ]
L2MS E— R
B
IR DEBEREE AT D, AT/ D LEMIICHR Y b U — 27 NICHET DR EROBIFE1T 9,
no I THAT LGB, IR OEHBERE N ) L 70 5
[/—}
I AROERLL L2MS A~ R — V¥ —& LTHEL TV AHHEDHIT I,
B
Ui AR D B RE & AN T D,
SWX2310P (config) #12ms configuration
SWX2310P (config-12ms) #12ms enable

(
SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #terminal-watch enable

4.25.7 A 1S 8 O BUSRrE E E O E

E&

terminal-watch interval time
no terminal-watch interval

[/XT A= —]
time : <1800-86400>
HSUAH R ] T e (F)
(AR E]
terminal-watch interval 1800
[AJTE—F]
L2MS E— K
B
Xy bU— 7 Ol RiEHRE BT 2R ZRES D, time [CRE LR MARBE T2 & vy MU — T ITIFE
T HuARDEHREZ G 5,
no I CTHEAT LGSR EICR 5,
[/ — ]
U ARDEBEREN AR TIERWIEE, Aa~xr FOREICEAD LT, AN RO IGFIITHRU,
[E 2B

AN WO BRI % 3600 IR ET D,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager

SWX2310P (config-12ms) #terminal-watch enable
SWX2310P (config-12ms) #terminal-watch interval 3600

4258 L2MS §lIHl 7 L — L DEZERE

[ER]
12ms filter enable
12ms filter disable
no 12ms filter
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[¥F—T—F]
enable © L2MS Ol 7 L— A B BEZETE a0
disable © L2MS Ol 7 L — A EEZETE D

[FIH1ER 2]
12ms filter disable

[ASE— ]

AH =T 2 —RAF— K

[RFA]

L2MS Ol 7 L— L ZEZAZT 20BN ERET D,

no JEATIAT L7 A1, L2MS Ol 7 L — L &2 52 [ETE D L9272 5,

[/—}]

Aa<wr Rid, LFOA X —7 2 — AR ETE R,

« VLANA v Z—7 = —XA

o WMBEA ATz —AINEBENTWDIYEA o H—T = — A

EA A =T 2= AN BE SN TV A v H—T = — A%, WRIEDOARa~ > ROREIHE> TEET 5,
B, WHA L E—T 2= A%, A —T 2= RNET HHEEIT, WA U F— T = — 2O EITHIHIEIC
%,

Ka<wy ROFEICEADL T, LTFOWTNNOFEMELZGZ L T D5EEIEL, L2MS Ofillill 7 L — AR EZ(E Sz
W2 DD D,

o STP F 7213 — 7 HRHBEREIC L > TA % —7 = — A Blocking JREEIZ 72 > T D

+ switchport trunk native vlan none =~ > R E I LTV D

o FEIA VX —T 2 —RITE SN TVD

[ E 5]

portl.5 TL2MS DOl 7 L — A& EZ(F LWL 91295,

SWX2310P (config) #interface portl.5
SWX2310P (config-if) #12ms filter enable

425912MS =V =V FOFEEDO Y > b
[

12ms reset
[AFTE— R
¥t EXEC E— R
[FEHA]
L2MS v X — V¥ —NEE L TWALTOILMS =— V= 2RI LA4A LT L2MS =— Y = o h OERZ 0
DET,
[/ —F]
L2MS =% —Y ¥ — L LTEMEL TWVWAHRAEDAETTE 5,
AKa<wr FEFEITTHE. BHINTWELMS = —2xy NS HI % L2MS ¥ 3% — 2 ¥ — O S BRIE) B4,
RKavw s REFATLIERZRICHOLMS =— Y = > M RET 5% A I 71X, agent-watch interval =~ > N Ti%iE
LRk E T %,
[ EH]
I2MS =—> = hOFEHEZ Yy T 5,
SWX2310P#12ms reset

4.25.10 L2MS DOfEHR DT

E=Y
show 12ms [detail]
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[F—7—F]

detail DML R T D
[AS1E— K]

FFeME EXEC E— N, F#bE EXEC E— K
[FA)

L2MS OEEREIZIE U T, LT OEHRERRT 5,
o L2MS v —V ¥ —& LTEEL TV DA
o HFLTWSLIMS =—V = h D%
« BELTWVWDL2MS =— = DI
e MACT RV X
. R4
. HRERA
. FREE
s TV IR—F
« WHINTWDRE
o L2MS v R—U ¥ —& LTEEL TWT, detail & L7256
-mev*—yk—@%ﬁ
+ L2MS ¥ F3— — I STV DR DL
« L2MS ¥ F%— — T STV AR DI
. MAC7FVX
« BEFiSNTCVAHER— b
o URAREFE LT REL
o HFLTWVWALIMS =—V = h D%
e BEHLTWD L2MS =—Y = FDOIE#HR
e MACT7 FL XA
. RS
. R4
I 3
« UL I Ty LTWVAHER—b
o TV IR~}
o Xy KR—F
s HWHINTWARE
o L2MS =— = ¥ MIEEE STV DR DK
« I2MS =—V x ¥ MR IN TV DIRDER (AL v FOHA)
e MACT7 FL XA
s HESINTWDHER— b
o AR AFE R LT REZ]
o L2MS =— V= ¥ MIER SN TV AR OEHR (AP OHH)
. Bt ST % SSID
o PRSI TCV D B
o BRARERE L LT R
e I2MS AT —V =2 hELTEHEL TWDEGA
o L2MS ¥ 3 — V¥ —|ZEHE I TV D 0G0
e L2MS ¥ F—V ¥ —D MAC 7 L AEHINTWEHHE)

[/—F]

L2MS REHE L TWARWRE., FEHRITFR TSI,

detail DIFTIL, L2MS N~ F—V ¥ — L LTEMEL CHHADAANTH 5,
(B EHI]

L2MS A~ % —V % — & LTEIEL TWASE D L2MS [H O A2 521 5,



SWX2310P>show 12ms detail

Role : Manager

[Manager]

Number of Terminals : 0
[Agent]

Number of Agents )

[acd44.£230.00a5]
Model name
Device name

SWX2100-24G

: port2.1
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SWX2100-24G_75301050WX

Route
LinkUp : 1, 3, 9
Uplink 3 A
Downlink 3 3
Config : None
Appear time Tue Mar 13 18:43:18 2018
Number of Terminals : 1
[bcae.c5ad.7fb3]
Port : 9

Appear time

[00a0.deae.b8bf]
Model name
Device name

SWX2300-24G

: port2.1-3

: Wed Mar 14 14:01:18 2018

SWx2300-24G_sS41.000401

Route
LinkUp 3 A
Uplink 3 A
Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : O

42511 I2MS D= — v ha v 7 4 TERODFRR

EN

show 12ms agent-config [agent]
[/NT A—F—]

agent

T—Vxl MERERR LTS,
[AJTE— K]
FEHEME EXEC £ — N, ke EXEC £— R
[RAA]

MAC 7 R L A(HHHH.HHHH.HHHH), %721%, #&(portD.D-D.D)
SO L2MS T— = > FRARD MAC 7 R L A F 213K 265 ET 2,

BT 4 L2MS

L2MS =— = o MARSWX2200)D 21 > 7 1 75l & FRT D,

FRNFITLUTDO LB TH D,

HH

AL

system-name name

FEER DA T DR E

energy-saving mode

BRI Z T 2 S ORRE

led-brightness mode

LED DD FR#E

port-speed port speed

RN— b OBEHRER L OEEE— FORE

port-use port mode

N— b 2T 2 0B ORE

port-auto-crossover port mode

A= b7 v AX = =R EEH T2 NEDORE

port-speed-downshift port mode

WL Y T MEREZ BN D D DORRE

port-flow-control port mode

7 v — il EZER S 5B ORE

vlan-id vlan_register num vid

VLAN ID O#EE

vlan-port-mode port mode

AN— ~® VLAN #i{EE— FORTE
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HAE

B

vlan-access port vlan_register num

T I AR— NORE

vlan-trunk port vlan_register num mode

T R— FORE

vlan-multiple-use mode

< /)VF 7V VLAN Z i3 5 0 SO E

vlan-multiple port group_num mode

~)VF 7))L VLAN O 7 )V— T DRE

qos-dscp-remark-type port type

DSCP V ~—F L 7 DEXHZ FTRXORE

qos-dscp-remark-class port class

ZAENRT Y NDU T AZTORE

qos-speed-unit unit

IR 24T 5 B 003 B2 B D R E

qos-policing-use port mode

o747 DRY T HITI DENDOHRE

K
Gy

qos-policing-speed port level

ENT T 4w ORIIE DR IE

B
i

qos-shaping-use port mode

»
oy

KNS 747Dy —E 2 T 5T INEDDORE

qos-shaping-speed port level

o
ol

NT 7 4y 7 ORBIE DR E

mirroring-use mode

]71

7=V v TR T 2 I Em D DOBGE

mirroring-dest port

171

F=U TNy FEEHT DR — FORE

mirroring-sre-rx port mode

ZELE Ry eI 70 U T THINENPORE

mirroring-src-tx port mode

EETLNNTy eI T =0 I T L ENORE

counter-frame-rx-type port counter type

ZETVL—ANU A ThAU Y T BT L— DT
DFXTE

counter-frame-tx-type port counter type

BETVL—D DT A THT Y NT D7 L —AOFESE
DFHIE

loopdetect-count count

L BHT2 ) ON—TWFE LTz LRIl 2 B O E

loopdetect-linkdown action

N— TSR OEEDBIE

loopdetect-recovery-timer time

H— b U Ly H 0 LT b S5 % TORH]
DRE

loopdetect-port-use port mode

N—TRRERE 2 S 2 R D DORBGE

poe-class port class

A= N CHRETIER 7 7 A0 LIRORIE

[ EH

ETOLMS =—V =¥ MNRKO a7 4 JiEREF AT D,

SWX2310P>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlan-trunk 8 3 join

[00a0.de00.0002]
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system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 K L A2 00a0.de00.0001 @ L2MS =— = > bR D a > 7 4 T E FoRT 5,
SWX2310P>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlian-port-mode 8 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

BRIEIN 1.23-1.23-8 D L2MS =— = o M RD 2> 7 ¢ VIR EERT 5,
SWX2310P>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

4.25.12 R AP B2 T O R EH O BUEHR DR E
EEy

wireless-terminal-watch interval time

]

no wireless-terminal-watch interval

[/XT A—F—]
time . <10-86400>

A5 Re IR (D)
[FIHIER 2]
wireless-terminal-watch interval 60
[AJ1E— F]
L2MS E— K
B
MR AP AL T ORISR Z BUS T ARG 2R ET D, time |Z5%E LT-REEARE T 5 & THR AP Bl FICFEET S
RKOEHRETIGT 5,
no IR CHEAT LI A& IR EICK 5.
[/ — D}

UARDERPEEL TOARWEE, Aa<xr FOREICEHDL LT, mAFROBIFIITH2RU,
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[BXEH)
Ui AN e D MRAG B 2 3600 FHIZ R ET D

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager

SWX2310P (config-12ms) #terminal-watch enable

SWX2310P (config-12ms) #wireless-terminal-watch interval 3600

4.25.13 A R FNERREDRE

[E
event-watch enable
event-watch disable
no event-watch

[F—U—F]

enable DoAY MRS AT D
disable DoAY MRS REE AN LV
[WIERRE]

event-watch enable

[AFIE—F]

L2MS E— K

[

ARy NEBEEE AN T D ENERET D, AHOBGEIIENICR Yy MU — 7 NIZHFEET S L2MS =—
= DAY MEROBGZIT I,

no JEATHEAT Lo BlE, A~ MEREREN AR E 2D,

[/—F]
A R_ FOEAITIIMS R~ 32—V v — & LTEIEL TWAEEDHRIT I,
[BREH]

A X NEERSRE A NS T D,

SWX2310P (config) #12ms configuration
SWX2310P (config-12ms) #12ms enable
SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #event-watch disable

(]

4.25.14 A XV MEROBERFREIEIRRORE

[EFX)

event-watch interval time
no event-watch interval

[/XT A—=F—]
time : <60-1800>
A I THI B (FD)

(AR E]

event-watch interval 300

[AFIE— K]
L2MS E— K
(LA

F v NU—ZIFETDHL2MS T—V = h DA X2 MERZ TS T 2R 285 E T 5, time \ZFXE L 72 KEfH
PR\ THE, Xy NI —JIZEETHILMS =— Vv h DA Xy MNMERA TS T 5,

no I TEFAT LGB I3AIIIER EIZ R D,
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[/— "}
ARy NEHEBENAETIERWSGE. Aavr FOREICHD LT, A4 X2 MEROTFIATDOR,
Bl
BRI EIRR & 60 FICRRE T Do

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #event-watch interval 60

4251512MS =—V =V hD¥ua L 7 4 JEREEFEAT 2 NEDLORE
[F=

config-auto-set enable

config-auto-set disable
no config-auto-set

[F—T— K]
enable D IMS =—V v ORIy T o THEREAERHT A
disable D IMS =—Vxr ho¥uar T o SEREA M E LW

(R E]

config-auto-set enable

[ASTE— K]

L2MS E— F

Bl

L2MS =— Y = v MESRREDO e a7 4 JHEEEFEHT 20 G0 ERET 5,

Yuoar 7 o FEERENERID, L2MS T—2 =0 hDY v A A v F £ 721X ER AP D% Tf(:z/747)75>{%7‘é
NTWDDGAE, THHMPRED L2MS =— Y = 3Ry MY =27 ICE SRS, (RESIV TV ORIE(=
74 e BB TRIET D,

no TC K THEAT L= A ITUIMRR EIC R 5.

[/—}]

TV = 2 bk SWX2200 (X9 HEE D RIMIL, ABE & IEBRR <ATbh D,
[BREH]

I2MS =—Y x> hDPuar 7 g JERERT 5,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #config-auto-set enable

426 27y 7a v b

4261 2 F v a vy MEREDOHRTE
BN

snapshot enable

snapshot disable
no snapshot

[F—U—F]

enable D AF v Tvay MEREEZARNCT S
disable Aty va vy MEREADZ LW
[ E]

snapshot disable
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[ASTE—F]
ra—r)var 74— g rE— R
B!
AF T ay MERBEAIZT D,
no B THEAT LI A1E. AT v 7 v ay MERBNES LD,
[/ — 1]
Aavwr R, LMS v Rx—V ¥ —L LTHEL TV O HAEDLEYTH 5.
[ EH]
AF v Fay MEREANZT S,
SWX2310P (config) #snapshot enable

4.262 2 F v 7V a v b OHBRRITHARZE D D PEPORE
[

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U—F]
except-wireless  :  MERREHG S WK G W E 2T > 7Y a v P ORESHRN BRI D,
[FIAE ]

no snapshot trap terminal

[AJ1E— F]

sa—varz 4l —varE—FK

[FLEA]

IR E ATy T ay FORBRRIZED D,

except-wireless 47"V a Y AFEE LTG0, BT 7 AR A o M T ISR SN cim R iEHIX, A7y
a v FOHBSHRN ORI S D,

no B THEAT LI HAIE, MREHRIZAT v 7Y a v hOBKHEIE 25,

[/— 1]

ARa<r RiE, ~%x—Y % —& LTHEIEL, 7> terminal-watch enable =~ >~ K & snapshot enable =~ > K3 iR E
SNTWDLHEDHRANTH D,

[BEHI]

SAREHRAE AT v T a Yy NORBHRIZED D,

SWX2310P (config) #snapshot trap terminal

4.263 2 F v 7 a v s OFERK
[ER
snapshot save [after-update]
[FF—T— K]
after-update DRy N7 OERREEER LIck, Ay vay ELTREFET S

[AS1E— K]

Kt EXEC £—

[FiHA)

LAN~ Y 7 DA}y T vay MEETR—RALRDZAT v T vay N7 7 A VERTET D,

after-update 47> a U NEENRVGE, BUEYR— V¥ —BRFELTOD Xy b U —7 OfeikiEE 2T v 7
av b 774 0E LTIRET S,

after-update 7' > a UNEENDIEGE . Xy N —2 OFERCREEOEMARIICHEFT LI-tk, AT v Tavy b7
7ANE L TIRITET D,
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[/— 1]

after-update 77> a2 U EENDLHE. Ry N — 7 OHFRIREEOHERA BHICERFHT 28Ry T — 27 ORI

Ko TIEHDE T35 F CTICKEHDB DN B5E808 5 5,

B

T b U =7 OERUREEZ TR LIk, AT v 7 vay N7 A NVERTFT D,

SWX2310P#snapshot save after-update

4.264 2} v 7 a v b OHIER
[ER]
snapshot delete
[AIE—F]
HHE EXEC £— R
[FHA]
AF T ay N7y ANERIRT D,
[BREH]
AFyTvay N7 A NVEHIRT S,
SWX2310P#snapshot delete

427 77— LU =T EH

4271 7 7 — LY = TEE VAL FORE
[

firmware-update url ur/

no firmware-update url

[/NTA—=HF—]
url DA L UNEARL (255 SLFLA)
7y —ALT =T INENPNN TV D URL
(AR E
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2310p.bin
[AJIE— F]
Ja—n"narz4 7 b—varE—F
B

WEB #—A—IZBPN TN ST 7 =T =T 77 A Vo TT 7= by =T BT DL EDS UL = REO
URL Z & ET %,

ANFERIE http://H—S—D IP T KL A HWNER R RASAL” EWH TR L 725,

IPV6 7 R L ADSEFEIIIPV6 77 K LA O L D] CHH 5 B B 5,

IPv6 U7 a— VT RLRAERET 2HEIL. EHA v ¥ —7 = — A b ET 2 UER H 5 (fe80:X%vlanN DFE
e

P = R—DR— FFEFN 80 LA DAL, “http//F—/R—=D P 7 KL ABH DN R A MR — hE /A4 L
WO TER T, URL OFICIRET D MENH 5,

(BB

Ty =AU =T DX m— g URL % http://192.168.100.1/swx2310p.bin (ZFXE T 5.

SWX2310P (config) #firmware-update url http://192.168.100.1/swx2310p.bin
SWX2310P (confiqg) #

4272 77— AU = T EFHTHEATH HTTP 70X —Hh— —DRE
[ER

firmware-update http-proxy server port
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no firmware-update http-proxy

87 2 —5—]
server . AB.CD

HTTP 7 a3 —H%— =D Pvd 7 KL R
server T [Xe X XiX]

HTITP 72 %3 —H%—X—D IPv6 7 KL A&
[X:X:X:X]D X HIZ[JTH > BN H D
IPv6 U 7 B =TT RURAZARET 25818, A v ¥ —7 2 —ALIRET DRENSH
% (fe80::X%vlanN DIEI)
Haf AT IS KON RLE(255 SCFRAN)
HTTP 7' =1 % > —+#—/3—D FQDN
port ;. <1-65535>
HTTP 7 2%y —H—N—DJ 2= 7V R— FRKE

(R E]

no firmware-update http-proxy

[AJ1E— K]

Ja—n_par 74— g T — R

[FHA]

WEB == Z@EIPNTND T 7 — LT =T I 7 AN ST T 7 —L =7 BT 5EEOHTTP Ve ¥ —
Y= N—ZRET D,

HTTP 7' 02 & ¥ —H— =N EINTORNWEA, HTTP 72 o — P — "= BT 7 7 — 20 = 7T HHN
fThihb,

A= hESZ LI RIICRET DMERH D,

no FEXCHEAT LE2HA X, HTITP 7 % o —H— _—DFRELHIRT 5,

[ EH]

HTTP 7' & & ¥ —H—/3—% 192.168.100.1(AF — hF 5 8080)IZi%ET D,

SWX2310P (config) #firmware-update http-proxy 192.168.100.1 8080
SWX2310P (confiqg) #

4273 77— b = T BB DELT

&=

firmware-update execute [no-confirm] [no-reboot]
[F—T—F]
no-confirm Ty — Ay = T B OMERE LR
no-reboot 7y — Ay = 7T BRI EEE L ey
[ASIE—F]
Kt EXEC £— R
B

WEB #— A—(CEBAN TS 77— LT 27 77 A VEBIEFITHO7 7 — A0 27DV EVa v & F = v 7 L,
EEWZARETHNE 77— =270V P a T v FEFETT 5,

EXWMZARER ) E Y a DT 7 — AT = T HGET S L. MRERDOLNDLDO T, BEHTHHAIT Y &, BH
LARWEAIE " 2 ANTH0ERD D,

no-confirm Z#5ET 5 &, MRAETICI Y a T v 72 ETT D,

no-reboot ZFEETH L. VBV a 7 v FIETRICHER L2V, REEERFICEREDO Y 7 —LA 0 =7 TREIT
60

[/ — ]

firmware-updateurl =~ R TH¥ 7 — K URL #AEHTX 5,
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firmware-update revision-down enable =~ > RAHET H L HENWI BV ar~D) BV a X7 UM TR0 L 91T

%,
no-reboot 5 EW; (X, firmware-update revision-time =~ > KR E SN TW=HATYH, FBERZNCHESE L2,
[ EH]

WEB ¥ — R —|{ZENMLCWNDE T 7 — AU 2T 77 A NVTT 77— U T BHFTDH,

SWX2310P#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.02.01
New Revision: Rev.2.02.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWX2310P#

4274 77— LU T EF U u—REA LT U7 NERORE
[E)]

firmware-update timeout fime

no firmware-update timeout

[/3T A—&—]
time : <100-86400>

ZA LT T MNEERHEI(FD)
[WIHRRE]
firmware-update timeout 300
[AJIE— K]
Ja—\)arz 4 b—varE— R
[@iA]

WEB H—NR—n 5 77— AT T2 X T oa— RTA5LEX0XA LT Y NEZHRTT 5,
no WX THEAT LGB ITUIMIRR EIZ R 5,

[B% &)

Try—hyzTHZyra—RKOXA LT 7 MEEE 120 IR ET D,

SWX2310P (config) #firmware-update timeout 120
SWX2310P (config) #

4275 VY a F T DA
E&

firmware-update revision-down enable

no firmware-update revision-down

[FIHARRE]

no firmware-update revision-down
[AFIE—F]
sua—\)arz 4 b—varsE—R
[FAA]

WEB — R —ZBINTWA T 7 — AT 2T 77 ANEES T 77— AT 2T EHFTALEX, BEODIEY 3 &
DHENWI EY gy ~D 77— AT 2T DY g A hTFaT 5,

no X TEITLIZGAIT) BV a v F U 23 L7,

[ E B

VEYVa X aEiad b,

SWX2310P (config) #firmware-update revision-down enable
SWX2310P (config) #
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[ER
show firmware-update
[AJIE— F]
F#HE EXEC E— R
B
77 —AhU =7 EHEREIC BT 2 BEOBREIRILE £ T D,
UTOHEANERSND,

« Xvulu— RED URL

« u¥xy—H%—s3—0 URL

e Xurua—ROXA LT U MK

e UEVarHF ool

o WKEEBIED 7y —L 7T Y EY g
o HHTZ O RIEBIRA)

o RZ -y JHERR O FEE) Tk

(B

77 =L =7 EHIERE O ER I A KT D,

SWX2310P#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2310p.bin
http-proxy: -

timeout: 300 (seconds)

revision-down: Disable

firmware revision for next boot: -

reload-time: -

reload-method: Normal
SWX2310P#

4277SD H— KD 77— L7 = 7 BHDOFET

[ER
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[Fr—v— k]
no-confirm D Iy —AUTHEESD I— ROy MESEOHEREZ L
no-reboot 7 Ay = T BRI EER L 2
sd-unmount 77— AU = T AN R EE T SD - FET v TS
[AFTE— ]
F¢HE EXEC £— R
[@iH]

SD 71— RN ENTND 77— LU =T 77 ANT T 77— =T BHhiEFTT 5,

N A—=Z—EFELIRWGEIE, SD I — FAICES MR ARER 7 7 — LU =7 BFET D L HH L SD V— KD
~ U v MREZMKET 50 OffR a2 RO LD,

Tr—bhU =T 2T AGAE Y 2. ERLRAVWESIE " AT LOLERD D,

SD 1 — RO~ v v MREBEAkET 25813y &, 7o~ U M 258IE " 2 AT 20ERH D,
no-confirm Z#§ET 5 &, WREZETITSD h— RO~ v MREZMKGL 7 7 —L 07 =7 Wil & #1745,
no-reboot ZFfRET H L, VBT a U7y FETHRICHER) L2V, RIEEEIRICEFREO 7 77— L7 =7 TEET
el

sd-unmount Z¥5ET 5 &, HREZETICSD A—FDT r~v 2 F&EIT I,

[/—}]

Ty =L =T 77 AL, SD B — KD"/swx2310p/firmware/swx2310p.bin" 7 7 A /L& BT 5,
SDA—FRNDTZ7 7 =L =T 77 ANEBUEEITTRO T 77— L0 =T DY EYa rFxy 73 ThR,

SD 77— R&HV 4 S 7 WiGE X, HEEEIFFIZ boot prioritize sd =~ > ROREIZHEVSD H— RNDO T 7 — AT =
7 CREEIEhD,
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TrxUPLTSDA—RFERVAL TS 7 7 — 20 =7 TG 2,

no-reboot 5 EWF (X, firmware-update revision-time =~ > R R E SN TWHATYH, FHERZICHESR) L7,
[BEH]

SDA—FRHNDT 7 =L 02T 77ANTT 7 =L =T BHT D,

SWX2310P#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.02.01

New Revision: Rev.2.02.03

Update to this firmware? (y/n)y
Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.

Updating...
Finish
SWX2310P#
4278 77— AU = T B OBREBRZ DR E
[EX]

firmware-update reload-time sour [min]
no firmware-update reload-time

[73F A —4F—]
hour 1 <0-23>

77— = 7 HET O PR A (RF)
min : <0-59>

77 —AT =T B OEEEIRZ(5))
[AFTE—F]
Jua—\)arz 4 —varE'w—FR
B

Ty =AU =T EHEOFEESNCLAH T 7y — AU = T AR AR ET D,

no R TEIT LG ER 7 77— AU = 7T HHEZICHEH L CH 7y —2b v =T @A 5,
[ E R

77— =7 BHOMEEIRFL A2 AM 1:30 IR ET D,

SWX2310P (config) #firmware-update reload-time 1 30
SWX2310P (config) #

4279 A v JERED T 7 — bV = T EHN L D HESHHFIEORE
EEy
firmware-update reload-method method
no firmware-update reload-method
[/3T A —HF—]
method LAY IO T 7 — AT = T IS K D B A
REE B
normal %;4’ VAA T A=Ay F AR
sequential %;4 VAA T A=Ay FIER R
(IR E]
firmware-update reload-method normal
[AJ1E— ]

Ja—)ars7 47—y g — R
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[FREHA)
ALy R D7 7 — 5T = 7 HHIZ K D FEE T LA RET D,

normal DG, AA VAL T « A=A v FEZFRICHERIT 5, sequential DA, A A AL v F & ik
e T, AV A=A, v FEHEHNTHZETEATOR Y NI =7 —ERCHEBERN LWL IIZH 77— L

=7 MY 5,

no JECTHEAT LB A I3IAIEICR %,

[/— ]

Ko~ RIZAZ v 7 BERED A BF O 45 7E A RE,
[BXEH)

Ty — AU =T BN LD EEE T E R AR AEENIC R ET D,
SWX2310P (config) #firmware-update reload-method sequential
SWX2310P (config) #

428 A HZ v 7

4.28.1 X F v 7 BEREDRBE
[ER]
stack switch
no stack
[/XT A —F—]
switch LAy 7 HEREDENME
REMHE Bk
enable AH -y IR E AT D
disable 2By ISR AR NI T D
(AR RE]
stack disable
[AF1E—F]
rua—\varz 4 b—va e — R
[FHA]

ALy IR E AN E TN T D,

no I THEAT LI B IIHIMIRRE IR 5,
[/—}]

Ko< FIEAZ v 7 I TORFIATTE D,
SD 1 — RIZfR{FE L7z Config TEHEL, ZDHSD I —FET7 o~V P LIEREBTRa~v FEEITTLLT—
L5,

[BREH]

A Z oy I HEREE AT D,

SWX2310P (config) #stack enable

ALy JARRE A N T 5,

SWX2310P (config) #stack disable

4282 A& v 7 ID DER

E&N

stack stack id renumber new_stack id
ST A—F—]
stack_id D <1-2>

BEXHBDA L N—=AAL T DAK 7 1D, FHELBRWID ZEE LG IE= Tl 5
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new_stack _id o <1-2>
RHEBEDAL » 7 1D
(AR E
mL

[ASE— R

Ja—\)ary7 4 Jb—y g rF—NR

[FRAA]

BELIEAVR—=ZAAL v TFDAF 7 IDZEFET D,

[/—F]

ARKa<wr FIEAZ v 7S TORILTTE S,

RKa<wr RiZAY v 7 BREE TR E LTGRO ARFITTE D,
HSBEDAZ v 7 ID DHREETE S,

SD #— RIZf#AF L 7= Config CHREN L, D% SD h—KET >~ b LR TAa~ Yy F2FEITTLH LT —
k72 b,

[BXEH]

A 7 ID:l DAL INR—ZA v FZ ID2IEET S,
SWX2310P (config) #stack 1 renumber 2

4.283 A X v 7 EROFER
E=v

show stack

[ASIE— K]
FEFEHE EXEC £ — K| F#HE EXEC £— R

[
2H T IZHT HRERCAT — X ADEREFRT D,
FRNFITLTDO LB,
o A v U FEREDFRE (Stack)
« HEODAZ > 7 ID[EE](Configured ID)
« BHEOA% 7 ID[i#EH{E](Running ID)
« HEOAT—H A(Status)
« HEORHZ v 7 R— TS IP 7 KL AD#iPH(Subnet on stack port)
o RAH v JHERREED MAC 7 K L A(Virtual MAC-Address)
o« AUN=ZA v FHOEH
« A% w7 ID[EFME](ID)
« E7 /L4 (Model)
e AT — X A(Status)
+ 12—/ (Role)
o U 7 LFE5(Serial)
s B MAC 7 R L A(MAC-Address)
o Ry IHR— T EOER
s A ¥ —7 x— A% F(Interface)
e AT — /4 A(Status)
AU IN=AA y FHEO AT —H A(Status) TIELL FOWTNNERRT D,

Status AL

AUN=ZA yFHTAL 7 T DT DI
IRRRTE AT 2 TV IR AR,

Active AUN—=AAL v FMTAY v 7 PHER STV DBAREE,

Setting
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Status 2585
Inacive E;i;;%;ﬁ%\éé L., IREIE SN AL » FBHEE L TV 5

AE s THERERERNTEN., A=A, v F Lxaox
Standalone —a BNEINT., 1 BTEALTWAIRE, EFLT
MOH—EH A v I PRI TN & ZRT,

AH ) THEREINHNIEN, AV N—AAf v F L xITLx

Standalone(separated) —varyRPENnT, 1 B TEHLTWAIREE, EEIL T
INDAL Y I PR SN TN Z & &R,

Disable ALy 7 KEREDN ) 7R TE,

[/— 1]

Ko NFRY v 7 SIS TORIATTE 5,

[BREH

AE y JIEHRERRT D,
SWX2310P#show stack
Stack: Enable

Configured ID 1

Running ID 1

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial MAC-Address

1 SWX2310P-28GT Active Main 5000000000 00a0.de00.0000
2 SWX2310P-28GT Active Member 5000000000 00a0.de00.0000
Interface Status

portl.27 up

portl.28 up

port2.27 up

port2.28 up

4.284 AZ v 7R —FTHES IP 7 RV AOHEHFHKE

[E=]
stack subnet NETWORK ADDR

stack subnet auto-ip
no stack subnet

[/XT A —=HF—]

NETWORK ADD : AB.CD
R

IP 7 K L A ZE[#] (A.B.C.0)
[#IEIEXE]

stack subnet auto-ip

[AJTE— R

ra—)ary 7 40— g F— R

[FiEA]

AKav s REAZ v 7 SR TORIATTE D,

Ka<wy FEAZ v 7GR THENT 5P 7 FLAZEMERET D,

NETWORK_ADDR (Zi%, 7% v K 255.255.255.0 2 [EE CT#H S5, auto-ip DA A H v 7 H## T Auto IP
BRENEH S D,

no X TEIT L2 S0 EICR 5,
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RKa=wy FIZE-oTHESINTZIP 7T RVRZEMIE, A¥ v 7R — A OKR— b TEEHTE 220,

Ko<y FOREZIEICKMEE L -OIITHEHNSLETH D,

AR JHEZRDIP 7 RV AERIIMLTRI U R T A—F— %R ET D, BRDINRTA—F—ERELTGE, A X v
7B TIE LVIBEDT 2 720,

[ E B

AH 7 HR—FDIP T KL ADHFH & L T"192.168.101.0" %X ET B,

SWX2310P (config) #stack subnet 192.168.101.0

4285 AU N—ZAAf v F~DIVET— bl A
EE

remote-login stack id

[/XT A—F—]
stack id o <1-2>
A K 7 1D
[FIEAE E]
2L
[ASTE— R
¥l EXEC £— R
B
AR TRERRT, AA VAL T NOLEEINTIZA LV NN—Z, v F~VE—ba A 75,
JE— Rl A IR T AL AFMIC TRy 7 MIAX v 7 ID B EINTHERITINS,
[BXEH]
AA AL T MNHAN=AAL v FAD2)~NVE— bR T A T 5,

SWX2310P#remote-login 2

SWX2310P-2>

429 AT a—)b

4291 A7V a2 —)LDRE
[

schedule id time date time template_id

schedule id event event template_id
no schedule id

[NT A—=F—]
id :<1-10>
A Y a— NV
date Do <1-12> F720F %/ <1-12> £ 7213 sun, mon, ..., sat E£721F *
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time

event

H/R

A DR EH] RENE

1 1 H

1,2 1AHE2H

2- 2APB 12 AET
2-7 2AHMBLTHET
-7 1LHM™HTAHET
* A

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HMLI2AET
2-7 2HMBTHET
-7 IAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANS&RAET
-fri HIEH 2 ORREAET
* (!
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 F) (B D FEE 1374 W& 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FRF

12- 12 Bg 5 23 K E T
10-20 10 R§ 5 20 RFE T
-20 0 BE/N D 20 BEE T
* I

5y DFREH] RENE

30 30 47

15,45 1545 & 454y

30- 30 3705 59 N E T
15-45 1553725 4553 % T
-45 05375 4553 % T

(Z3)
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REMHE LA

startup EE Lz L X

sd-attached microSD I — RZT Z v F L& &
template_id ¢ <1-10>

A a— VT L— NRE
(18I E]
L
[ASTE— K]
Ja—x)aryz 4L —y g T — R
[FREA]
time AL CAZr P a— L ERELILEGE, HBE LA o L EIHBESNTATF YV a—nNT T L—h
IR ENTWAT 7o a v 2FE(TT 5,
event L CAZ P a— L aBRELTEBEE. BBELIEARY IRRBELXICEEIN-AFVa—LT T L—
MIEERENTWDET 7 v a v &2 ET4 D,
no R TEIT LA, BELZID DR Y a— LV EHIERT 5,
[/ —F]
BEED Ay ¥ 2 — VRRIFFZNCFEITEINDHA. ID O/NSWENSIEICEITEIND,
HOBECHTLEAZRBEIETRET D Z EITTERN,
BWOREZEAM LIZSGE., 00 ERE L-HA LR UHREICRD,
A H LR OBE T & O REPIEE R IC L 2 RAEEE T 5 L8 TE 5, 727 LIS -0, % ]
WFFRESC" I LD B EE T D Z LIETE vy,
Bal]
AR D 0,12,1221,2223 6 & 9 PICAF P a— LT L—h# 2FTTHRAT Va2 — L #l ZRET 5.

SWX2310P (config) #schedule time */mon -2,12-14,21-:0 1

4292 AV a— VT oL — FDOMBASTDORE
B

description /ine

no description
[73F A =4 —]
line DB AEHTER L O ATES(64 XTFLN)
R a—)VT 7 L— OB
(AR E)
no description
[AFTE—F]
Ay a—NT S —hE—FR
[BA]
AV a—NT T L— FOBRALERET D,
no R TEITLESAIE., A7 P a—nAT 7 L— OB EHIERT 5,
Bl
AV a—NT T b= #LICHAERET D,

SWX2310P (config) #schedule template 1
SWX2310P (config-schedule) #description Get tech-support
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4293 A7 T a—NT T L— NOFNESHORE
EEN
action switch
no action
[XT A —=F—]
switch DAY a— VT T L— NORE
RIEE B!
enable A a— T L— NEANIT D
disable ATV a—NT T L= NERINIT S
(AR E
action enable
[AS1E—F]
A a— VT T L— =R
B

RF Y a— VT T — N EFNETITENCT B,

Ko< RTdisable ZIRETHZ LT, NI H—OEENCLDEZT 7 a v OFETEIEDDZ ENTE S,
R TET LEEAIZ. AP a—nAT o L— N2 BNCT 5,

[ EH]

A a— )T L— N # RN T A,

SWX2310P (config) #schedule template 1
SWX2310P (config-schedule) #action disable

4294 A a— VT T L — FORE

e

[ER
schedule template template id
no schedule template

[/XTF A—&—]
template_id ¢ <1-10>
A a—NT T L— hEE
[FIHAER E]
L
[AFTE— R
Ja—arr 4 l— g yE—R
B!
AR a—NT T — NERET HE— NIIBITT 5,
no JERTET LIRS, HBELIEAY Y a— AT FL— F2HIRT 5,
[ EHI]
AP a—)VT T L— kN #l BERET HE— NIIBITT 5,

SWX2310P (config) #schedule template 1
SWX2310P (config-schedule) #
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e
i

4295 A a—NT oS L— b Davwy RETD
[ER

cli-command id command

no cli-command id

[/3T A —HF—]
id o <1-20>

a< v K&
command = A= N
(AR E
2L
[AJIE—F]
AV a—NT T L—hE—F
B

AV a—/VHERED U T—plEE L7 & EICFATEIN S a vy RERET D,
no B TIAT LG, HBELIE SO a~r REHIRT 5,

[/— 1]

FICAZr Y 2—nT 7 L— M cli-command 2+ 2 R & script 2~ 2 ROW TR E SN TWDHEE, script 2+
v RIREELT & . cli-command =< > RIZEIE L 720>,
BHEDa~y FERELESG., a2~y RESHN/NSWINBIRICETIND,
BEOa~ FERELERS, 2~ RRBRPTETZ I —Ilhoc LTHEY oa~y NIFTEN D,

N U =B L2 T, F#ME EXEC £ — R Ca~ v RRETESND D, avr FIZX - T et — N2
EBRTL00av s bbby TRETDILNENRD D,

BREZRGT HHEIIRED write 2~ > REFEITTHLERD D,
BWMECa~y RERETDHZ LT &, Plzidf v —7x—2L LTPortl.l DASE— RIZADEE, int
portl.1 Ti%72< | interface portl.l & FLilk 32NN H 5,

UToa~<y RIXFEITTE R0,
backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock T#iFE 5 2~ > F, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T#iE %5 =~ 7 I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show

ThhE D 2~ K, ssh, ssh-server host key generate, stack ThfiE 5 =1~ > N, no stack CThiE % =1~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(* 1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[ E B
Al a—)VT v L— N #l O3~ K& #1 |2 copy tech-support sd 2~ o K& KT 5,

SWX2310P (config) #schedule template 1
SWX2310P (config-schedule) #cli-command 1 copy tech-support sd

4296 Ay Va—NTF T L= DAY T N RITORE

[EF
script ref’
no script
[/XT A —=HF—]
ref DRV T R T A NDSIR

BEE B
sd microSD 51—
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(IR E]

no script

[AJ1E— K]

A a—=NT T —E—R

B!

NU—EERE DR 7 ) T NETORNENERET D,
no IR CIAT L7 AIE. A2 V7 FETEEMICLET,
[/— 1]

AV a—/VKERED b U A —3EE) L7 & X microSD #— RN O/FE4: /schedule/script.txt (ZFal & 40TV 2 305
BI% I 100 47 E Tavy e LTETT 5,

RIUCAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2+ 2 RO NERE STV DA, seript 2+
¥ RMRFELTEN, cli-command =< > RIFEIE L7220,

cli-command =~ RCEITNEIESN TWD o~y NIZFETTLZ LITTE R0,
[B% &5
AT a—=T T L—h#l TAZ YT NFETEENT D,

SWX2310P (config) #schedule template 1
SWX2310P (config-schedule) #script sd

4.30 PR5FIEH—M

430.1 ;R A N DERE

[EX]
hostname hostname
no hostname [hostname]

[NT A —=F—]
hostname DB AERTER L OEATEE(63 XFLUW)
RA N
(IR E]
hostname SWX2310P
[AF1E—F]
Jua—nnarz4 s b—varyE—F
(@]
WA M ERET D,

AKa< RTCHRELERA iZa~vr R7a 7 e LTHERAT S, SNMP 77 & ZA[REZR AL, MIB 2%
sysName Dffi & L CEHT %,

no JEATIHAT L7 8A 13aE 2 WIHMEIC R 9,
[BREH]
KA N4 % "yamaha"IZRXET D,

SWX2310P (config) #hostname yamaha
yamaha (config) #

4.30.2 > AT ADOHILE)

[ER]
reload [stack-member ID]
restart [stack-member ID]
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[F—TU— k]
stack_member DA Z Yy IR, BREISELAZ v I AU NR—ZIREAR LTSS, BAF v T A
N—NEEET S
[73F A—HF—]
ID -<1-2>
A E 7 1D
[AFIE— R
¥ibE EXEC E— R
B
VAT LAEEEET S,
[/—F]

FATHORET =7 a7 4 7YPEBKEOFRERZ — T v a7 4 )b ERINTWHEE, Fid)
X O EFENENZ /2 D720, LB T T, reload 2~ 2 R restart 2~ > KEITHIIZ, copy running-config
startup-config =~ > F<C write =2~ R, F£7idsave 2~ REFETTH T L,

stack-member 47 L = NI A X U BERE DN ZhIF D A kR E R RE,
[BXEH]
VAT A FREERT 5,

SWX2310P#reload
reboot system? (y/n): y

4.30.3 %X EDFIHA1L
BN

cold start
[ASE— K]
¥iHE EXEC £— K
[FEA]
TH RO E CHEB)IT 5, SYSLOG bAIHkd %,
[/ —h]
o=y RETRHCE AR R — REANTEILERSH B,
B NSAY — RRPIEREORETIX, Kavr FEFITTLHZENTEETA, Aibo TEHEANRY — REEHT
TOHVERDY T,
[BREH]
WE Z WY %,

SWX2310P#cold start
Password:

4304SD I—FD= |k
[EF

mount sd
[ASE— )
FEHFHE EXEC £ — K, FifE EXEC £— K
[
SD 1— KD~ v MLUEZETT D,
SD 71— FFARFZIZEEINIC T > P SN L T2OFTT 2 L4EIT2Y, unmountsd =~ R TT o~ U2 FER
TWDGEICETTOLERD D,
[/—}]
SD B — NiZ7 v~ v v MREDSEE, A TE R0,
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[BXE B
SDI—Rz~v» b2,

SWX2310P>mount sd

4305SD W —FDT7 <UL b
E&

unmount sd
[AFTE— K]
FERFHE EXEC & — R, fiME EXEC £— R
[FHA]
SD #— RDOT =72 MU EFEITT 5,
RKa<w REETLR0-720, Web GUL Enb 7 o~or MU AZETLARWTSD A— K% SD A2y bbbk
WiE, —i# 0S ETBEEOEENH AR B 5,
[/—F]
SD I—RKiZ7 vr~vy MREDOSGEA. HTEZR,
(B EH]
SDhH—R&ETUy~72 T 5,

SWX2310P>unmount sd

4.30.6 1] LED £— ROFRE
E&

led-mode default mode

no led-mode default

[/XT A —=F—]
mode © MIMILED £—F
REME B
link-act LINK/ACT €— F
poe PoE E— K
vlan VLAN E— K
off OFF £— K
(IR E]
led-mode default link-act
[AFIE—F]
su—s\var7 47 b—varE—R
B

W LED £— REZRET 5,

Kavw FaeFT45E RELICE— RFNCTLED BRATT 5, £/, =7 =034 L STATUS £ — NIZBATLT28
HTYH, =7 —fRH%ZITERE L7z LED £— RIZRE 5,

no B TIATT 5 & WIHIREIZR D,

[ EH]

W LED &— K% OFF £— RIZHET D,

SWX2310P (config) #led-mode default off
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[ER]
show led-mode
[AF1E— K]
FEFFHE EXEC £ — R, F#tE EXEC E— K
[FiHA)
LED E— FORERIREBEZRRT 5,
UTOHEHEZERRT D,
o I LED & — FORE
« HI/ED LED E&— FDIRkE
[ EH]
LED &— ROFRERIREEZ L RT D,

SWX2310P>show led-mode
default mode : off
current mode : link-act

4.30.8 "— b= F — LED JREEDOFET

[EX)

show error port-led

[AJ1E— ]
JEFFHE EXEC £ — R, 4§ EXEC £— K

[FifA]

TT—MBEELTVWAR—FDOID LU TOT T —HEHRFNEF T 5,

HH

ALl

loop-detected (blocking)

=L T T ey %o s

loop-detected (shutdown)

JL—7 K L T shutdown

sfp rx-power error (low)

SFP Z M L~UL N IEHE#iPH L W KT

sfp rx-power error (high)

SFP Z L ~ULNIEF&FH LV L5

poe error (port limit)

PoE R— U I v MZ LV #aElFIE

poe error (system limit)

PoE v AT AU I v MZXVREEIL F/213 F— KA

> FIZ K BAELE

poe error (PD error)

PD =7 —fH L CTHEE IR

[BEH]
R—hDOT T —REEZFRT D,
SWX2310P>show error port-led

ID error
portl.1l poe error (PD error)
portl.2 loop-detected (blocking)

4309 [ZDRA v F=ERT | HRERLA

[ER]

find switch start sec method
[/XT A—&—]
sec o <5-3600>

(DAL v T &8I ) REEE)

method : o HiE
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INTG A —H — B
led FE{4 TR — b LED Z iR SHF£9,

[AJ1E— K]

et EXEC B— N

B

BELEPDHEE HET 1202, v F 28T WRELX FEITT 5,

[/ —H]

HIAED LED E— R2 OFF E— RiZ/2 > TWASE., LED Z#ARTX EH A,
(B EHI]

LEDIZX Y 10 BRI T TR v F 28T e BT 5,

SWX2310P#find switch start 10 led

4.30.10 [ZDAA > FZHT | #EieElk

&3]
find switch stop
[AFTE—F]
¥FiE EXEC E— R
[
(ZDAA v F Y| BReziFlhT 5,
Bl

(ZDAL v FaBT ) Bezisib§ 2,
SWX2310P#find switch stop

4.30.11 AT AERONN I T oS

[ER

backup system
[AJ1E— F]
F¢HE EXEC £— R
[FAA]

AEDLLTF & E% SD 1— F~a v’ —1 3%,

o ARB—RNT v T AU T 4T H-#4 NI D IE#]

+ startup-config select =~ > K D% EMH

* boot prioritize sd =~ > K D% EH

+ boot auto-apply =~ > RO EFH

SD /1 — R ® "/swx2310p/firmware" 7 # /L Z 1T "swx2310p.bin" BFLE LTZBE. Ny 7 T v F 7 4 A FIZabt—4 5,

SD I— RR~U v FZINTWDLEHHICIRY EITTE D,

[/ —F]
SD 1 — RN I T v 7 E3NTET7 7 A VIHREB LOHIBREZITHhRWnWT &,
[EXEH]

VAT MERDONR Y I T T HFETT B,

SWX2310P#backup system
Succeeded to backup system files and firmware file.
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[EFX]

restore system
[AS1E—F]
F¢HE EXEC E— R
[Fi ]

SD H— R 7 T v P LTV AT MEREARIE~Y 2 N TT 5,

SD H— ROy 7T o T T HNEILT 77— =T 77 A IVBIEE LTSRS

=T OEFHHIT O,

VA NT#%, BEEN TOND,

SD #— FB<=T Y FSNTWALEEIZRY FEITTX 5,
[/—}]

2By JRERRPAN GG, Aa~r FIdfEHTE 20,
[ EH]

VAT DMEREAREASNY X NT T D,

SWX2310P# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.02.01

New Revision: 2.02.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWX2310P#

E

e

4.30.13 ProAV 7’1 7 7 A )VEERI] D

VEDT ANV ERNTT 7 — LAY

&

proav profile-type #ype
no proav profile-type

[T A—F—]
type ProAV 7’11 7 7 A L]

REME B
dante-primary Dante 774~ U —
dante-primary Dante E 1> 4 Y —
ndi NDI
sdvoe SDVoE

[FIHIRRE]

mL

[AS1E—F]

A B—=T2—AE—F

B

ProAV 7’1 7 7 A NERI Z X ET D,

L o

Ko< KiZ, Web GUI @D ProAV R E~X—"T VLAN & ProAV 7'

[/ —F]
Ko< K& CLI THEITLTH, ProAV 7’27 7 A )LD

U

ixX &

77 A NVOFIGEA DT DIV B S,

(ESGNE RSY gRAN AN
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2By JHERENA NG G, Ra~r FIIEHTE 20,
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HSE
A B —7 = —AH|HE

el

5.1.1 FRBASCDER
EE

description /ine

no description
[T A—F—]
line DA ST KL UREARL (80 UL
HGA L H—T = —ATxT DA
(IR E]

no description

[ATTE— K]

AR —T 2 —AF— R

[FREA]

RRA VA —T 2— AR L CHAXEZRET D, no BN TEITLZEEIE. A EHIRT 5,
[B%E B

LAN R— R #1 [ZEBACERET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #description Connected to rtxl21l0-router

512V %y hE TV
B

shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy N L TER LWL 1295,

RKavw RIRREINTA U F—T 2 — AL, #EfInTb I 77 v 7 Lelkd,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 125D,

[/—}]

A~ RIiX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D HG% iE FhE,

B VA — T 2 — ARG L L TR RERELTESGAIX, TOA ¥ —T7 =R IR THETO
LAN/SFP /R — DR ENEHE I D,

[ E 5]

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #shutdown
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5.1.3 BfEHE - BfEE— FORE

[EX]
speed-duplex type
no speed-duplex

[T A—F—]
ype DOBEHE - EmEE—-RAA T
BERE - BfEE—FN&4A(4 7 i
auto F— I — g9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
[AJ1E— ]
A HF =T z—AE—F
B
WEHE L BEE— RERET D,
no FECHEAT LGS I3 EICR 5,
[/ — ]

Kavy RIZRDORELEEZITI & UEA v H—T = —AR—KWICY v 7 X0 T 5,

ARz~ RIX LAN/SFP 7R — R 2D A% 7E I HE,

LAN R— ~Z typel0000-full (5% E T 7200,

I URAR— MIRETE D pype I$ auto & 1000-full DA TH 5,
SFP+R— MIFXETE 5 fype I auto & 10000-full DA TH 5,

SFP+78— M Z SFP & ¥ = —/L &4 L. 10000-full Z+57E L 7=
Bl

LAN R — b #1 OiEfEE

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #speed-duplex 100-full

5.1.4 MRU &E

X

HE/@{E T — R % 100Mbps/Full (2% ET 5,

21X 1000-full & L CTEMET 2,

[E]
mru mru
no mru

X5 A —d—|
mru T <64-10240>

ZAEFRE IR 7 L — LA ARETHEIIBEHTHDHZ &)

[FI3#13% 2]
mru 1522

[AS1E— ]
LB =T z—RAE—
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[@iA]
ZAETREIR IR 7 L— LY A REBRET D,
no WA CTHFEAT LI & IR EICK b,

[/ —}]
AR =<2 FIZ LAN/SFP R — NT D B35 E Al BE,
[RXEH]

LAN R— k #1 ® mru % 9000 XA MIFRET 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #mru 9000

50570 R/ A kL — b HERHBIERE
[

mdix auto action

no mdix auto

[/3T A —HF—]
type w2 b— A OEE
REME B!
enable 7 ua XA N Lb— BB Z AT D
disable 7 u A/ A~ — b BB Z BT D
(AR 2]
mdix auto enable
[AS1E— ]
B =Tz —RAE—F
[@iH]

JaA/ANL— NEEPHBIZBENCT D, BT D E IO EBERr—T N2 A (A L — hERIZY
0 A)EfRH L, B A U ET S,

no B TIAT L7 A3, BEPHIBIAMENIZ /2 Y MDI & 72 5,

[/—}]

A< Rid LAN AR— M2 D% E IhE,

Ao~ RICEDRELEFZITHI &, YA v X —T 2 — AN v o7 X 45,
[ EH]

LANAR— F #1 © 27 vB AZX N L— O BEPHRIERE & 2035

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #mdix auto disable

5.1.6 EEE & &
B

eee action

no ece
[/3T7 A =4 —]
type :  EEE O#fE

B EME LA
enable EEE ZHZT 2
disable EEE % #Zhiz 3 5
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[FIHIRR 2]

eee disable

[AS1E— K]

A H—T2—AE—F

B

4% JJ¥4HE Energy Efficient Ethernet(EEE) % A 3275,
no TG CTHAT L7=8& 1%, EEE N EZNZ/ 5,

[/ —}]

A< Rid LAN AR— M2 D% E I HE,

Ka<wy FICEDRELFEZITI &, UM v A —T = — AR v o7 X045,
[ EH]

LAN 7R— k #1 ® EEE ZHT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #eee enable

5.1.7 EEE XS Al B2 RRT D

EEv
show eee capabilities interface ifname
[NT A —=F—]
ifname : LANKR—hDA v F—Tx—R%
RRT DA H—Tx—A
[AFIE—F]
FEREHE EXEC £— N, ik EXEC £— I
(@]
FRELIZA V2 =7 2= AP EEE KR L TV DN E I nEFERT D,
UTOHANERSND,
HH B
interface A B =T 2 — A%
EEE(efficient-ethernet) H & 7 EEE [Tk his LTV 5 237
Link Partner XFIAEEAY EEE IZRATIS LTV i)
[/ =}
xR S LTV WEATE, EEBICRHE L T RREh b,
Bl

LAN R— b #1 @ EEE xHi Al & R T 5,
[t EEE (S0 LTV 28587
SWX2310P#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): vyes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)
[XFE#%2Y EEE (2R L TV 720N EA]
SWX2310P#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

51.8 EEE 2T — ¥ A fEREFRT 5D

[EX]

show eee status interface ifname
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[R5 A—%—]
ifname : LANR— DA L F—T =— R4
FRTDHA LV H—T = —A

[AF1E— F]
JEFFME EXEC £— N, Fp#E EXEC £— |
[FFA]
ELIEA L H—T 2—ADEEE AT — X% A% FK Rt 5,
IFOHEENFERIND,

HH B
interface AU H—T 2 — R
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZAEMOEET)E— FOWKEE
Tx LPI Status EEMOEEE— FOKE
Wake Error Count TT—H U
[ EH]

LAN 7R— ~ #1 ® EEE A7 — &% ZA 2 KT 5,
[EEE N EZ DGA]

SWX2310P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE B H I OHE]
SWX2310P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE BNEZN 2B BT — F~BITTOHE
SWX2310P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE BNHENN OB EIE— R~BITL TV HEA]
SWX2310P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 " — X573 —V U TOHRE
B

mirror interface ifname direction direct

no mirror interface ifname [direction direct]
[F—TU— K]
direction D NI T4y OB MERET D
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[78T7 A= —]
ifname : LAN/SFP R— DA  Z—T = — A4,
NG T4 BTV TTHAL L E—Tz—A
direct NI T4 v 7 OBAERTTIN
FF 74 v 7 DERTGH B
both ZARM & RAF A D 1 T7
receive ZAEM
transmit KA
[WIHIRRE]
7L
[AS1E— F]
A F—=T2—AE—F
[BLFA]
RWRA LV H—T 2—RAE A=T 7—7R— b ifname & T =4 —R—hr & LT, direct CRREINTZ T T4 v 7%
T—=U 7T 5,
no B TIAT L2 AIE. 27—V v 7 OREZHIRT 2,
[/— 1]

AK=za< > Rl LAN/SFP R — F O L3 E T HE,
AT 7—HR—=PMNIBRETEDA X —T =T 1 DDH,

[BX EH]
IANR—F#l Z#RA=T77—R—FL LT LANR—F#4 OFEZET L —LE LANR— M #5 OFEETL—L0 %3
F—=V I35,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #mirror interface portl.4 direction both
SWX2310P (config-if) #mirror interface portl.5 direction transmit

5110 R— F I F—1 VT DIREER

[ER
show mirror [interface ifname]
[F—TU—F]
interface O RRTLERA— N EEET D
[/XT A—&—]
ifname : LAN/SFP R— sDA vV H—T = — A4,
FRT DA —
[AF1E— F]
FHHrHE EXEC E— R, %§# EXEC E— N
B

R—=hrIT7—=V VT ORELFR T D, interface ZEHME L72BEIL. ETOERR— MIHTIRERRRIND,
1 OOBEMREFR— T L2, LFOHEERFRRIND,

HE B
Monitored Port AR — "D A o H—T =2 — R4
Sniffer Port A=T 7 —R—= DA H—T 2— R4
Direction N7 74y 7 OEERTTM
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[ EH]
RT—V TR NOBREEFERT D,

SWX2310P#show mirror
Sniffer Port Monitored Port Direction

portl.l portl.4 both
portl.1l portl.5 transmit

5011 A v F—7 = — ADIREEER

[EX]
show interface [ type [ index ] |
[XT A—F—]
type DA HE =T 2= RAE AT
AVE—Tz2—RFAT B
port MELA v H—T = — R
vlan VLAN AV Z—T = — A
sa ABT 4y VB A —T = — R
po LACP A v ¥ —T = — R
index AT v I AE
A F—Tz—ZID B
WA B —T = —AD AKX v 7 ID(S),
3 X BRICHIF SN B FX)ERET H, X
' SWX2310P-10G,18G I%. A ¥ v 7 ID=1
EO
<1—4094> VLAN ID Z#4587E7 %,
B ABT 4 v ViAo H—T == AFF
<16 feiE T 5,
127> I%)ACP FRERA H—T 2= AR S EIRET
[ASTE— F]
JERFME EXEC £ — N, KM EXEC E— |
[
ifname THRE LTA 2 —7 = — ZADREZ R RT D, ifname ZEWE LT HEIX, 2TOA ¥ —T7 = —ZADIKEE
BRATD,
DIFToHBENEREIND,
HHE A
Interface A H—T 2 — A4
U7 AT —H A %2 (shutdown I
ITERERRT D)
Link is + shutdown % EF¥F : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H —7 = — AFE R (Ethernet,
VLAN 72 &)
HW addr PELMAC)T RL R %1
Description A B =T = — ZADFRC
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EHH B!
ifIndex A EB—T 2 —AA T v I AEKE
MRU Maximum Receive Unit %4

ARP ageing timeout

ARP % A L7 7 MRFE(ARP = K
U —RFFRERH]) %3

Speed-Duplex

WEWE, BET— NOEREMEH
(BN

Auto MDI/MDIX Auto MDI/MDIX 7 2h/#E%h 31

[Pv4 address IP7 RLRAR/vAZ R %3(IP7 Rl
ARERFDOHRFREIND)

broadcast IP7B0— %y X h7 RLZ %3 (IP
7 RUVARERFOARRIND)
AA v FHR—FDE—F

Switchport mode e access: X772 L

o trunk: ¥ 7 &

Ingress filter

ANIT 4B T OMREE
« enable: %)
. disable : %)

Acceptable frame types

ZIETAHER T L— L H AT
Al RTDT L —LEZZF T
AR L)

+ vlan-tagged only : VLAN % 7 D}
W27 L— A DBZAE

2T L7 L—5%%5 VLAN ID

o XU LKR— bOHE
switchport access vlan =~ > I C
€ L7z VLAN

broadcast packets

Default Vlan o ZUfER—FNOHE XA T 4
7 VLAN
o ZUFER—PITHEITFENRT Y
kD HZAGERE D56 - None
o RIEERS : vianl
M A U H—T = — ADFTE LTV
Configured Vlans % VLAN ID 00—
packets S5/ ML %2
bytes ZAE A M EOx2
input multicast packets ZAE~NTFF v X RSy MEOK2
R AZ N 7 S W
drop packets X{.D/\/77{minb7i/\}7/ %
2,%5
packets BIENRT y M %2
bytes EIE A MK x2
multicast packets EENLT XY A RNy M %2
output

EETe—REv X b2y MEx
2

drop packets

T—L Ra vy FULEEEST Y MK
X2,%5
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O LB —T 2 — A A H—T 2 — ADHIFER

X3 VLAN A V' H — 7 = — AD IR
XAGHEA v X —T 2 —ABLNVLAN A L X — T = —ZADEEIE, TOA L F—T7 2 —RAIBLTWAEYHA

H =7 o= ADF/MEZR RN

X5 7=/ Nu v TRFEN G ICERON R, ARG AIC3ZEORROHLITRENET,

[BXEH]
LAN R— |k #1 OWRBEEZFRT 5,

SWX2310P# show interface port 1.1

Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description:
ifIndex 5001,
Speed-Duplex:
Auto MDI/MDIX:
Vlan info:

MRU 1522

on

auto (configured),

Connected to router

1000-full (current)

Switchport mode access
Ingress filter enable
Acceptable frame types all
Default Vlan 1
Configured Vlans 1
Interface counter:
input packets 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895
multicast packets: 628
broadcast packets: 0
drop packets 0

VLAN #1 OIRFEARFIRT D,

SWX2310P#show interface vlan
Interface vlanl
Hardware is VLAN
Description:
ifIndex 301,

Connected to router (VLAN)
ARP ageing timeout 1200

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)

5112 f F—7 = — ADIREDOEHFFER
[ER]
show interface brief

[AJ1E— ]

FEHRFME EXEC E— K, §5#E EXEC E— K, f@pla> 747 L—va v E—FK

[

A B =T 2 —ADREEHGRRT D,

DITFTomBENERIND,

HH A

Interface AU H—=T 2 — R4

Type A B —T = — AFE] %2

PVID izﬁfﬁ L7 L —2.%4% 95 VLANID
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e B
AA wFR—FDE—F %2
Mode e access: X772 L
o trunk: ¥ ZfI&
Status Vo ATF—H R
Voo X2y DR
Reason » AD: shutdown 3% &
e ED: A— h= 7 —ft
« PD: EFELISt
Speed BAEHE OEMEIREE %2
BT BIEA > 5 —7 = —ADFE
Bl %1
. . = N 24 N -
Port Ch S): AXT 4 v VimEA H—T
= —A
e (P):LACPFH¥iAf v X —T xz— A
FrE 3 2imBiA v X —7 = —AD ID
Description B —T = — A DAL

X1 B A L H—T 2 — ADIHEKR

X2WPRA LV H—T 2 — A @B VH — T = — ADHBFIR
[BREH

A H =T 2= ADREEE S ERT D,

SWX2310P#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up == 1g == ==
portl.3 ETH 1 access down PD auto -- --
portl.4 ETH 1 access down AD auto -- --
portl.5 ETH 1 access up == 1g == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up = 1g = =
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up == ==

vlan?2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1lg ==

5013 A FZ—T=—AD Vv |k

EEy

interface reset ifname
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[78T7 A= —]

ifname LAN/SFP A"— M7 idGmBilf v 4 —T = — X
Uy hFBA 28— 2

[AF1E— F]

K#HE EXEC &— R

[

BELEA 2 —T7c—R% Uty N5,
[/ —F]

MRA B =T =2—ZADY 7 REEZ VY FL, V7 2BilELT D,

BB, Uy MIHEOD—BEICY 7 X U BRRAET D,

FRELA v H — 7 = — R ZFTE LT D LAN/SFP AR — R 2

[BREBH]
LANFA—hr#l 2V t> bT5
SWX2310P#interface reset portl.l

5114 7V — LV —FRmR

FFEITTE RN,

&3]
show frame-counter [ifname]
[T A—F—]
ifname LAN/SFP R— DA > ¥ —T = — A4
BRTHA A —T =z —A
[AT1E—F]
FHFFHE EXEC £ — N, ¥7HE EXEC £— F
B
ifname TIRELTcA LV F—T =2 —ADT L—LA T —IEWREFRTT D, ifname ZEME LIZHEIX. &2TOA
S =7 = — ADEFERERTT D,
IFOHEANRERIND,
HHE WA
Packets BIE/ZEANT Y MK
Octets EE/ ZEL T T MK

Broadcast packets

Tr— Ry A F Ay BRI

Multicast packets

VAT Ry ATy MREEZE

Unicast packets

2=k R oSy MR R

Undersize packets

T U= A RNy NEARE(64 AT T BARTE DN
7 )

Oversize packets

H— =Y X0y NEAGHR(523 A2 T MEAED
RUEAX D

T T RA "Ry NEAEH(64 A7 T > AR T CRC

Fragments MEH T B b)

Tabbers D NNy R RARH(1523 A7 7 FELET CRC
DEFETH D/ v FX%1)

FCS errors FCS =7 — 7w M5

RX errors ZETI7—H

TX etrors EET T

Collisions Y v a R
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HE B
D ot T Ruy FUREEART Y MR Ny T 7 iRIC K
TOp packets VZAZTERD ST T y MK %2
64octet packets 64 427 v NREOD/NT v MEZER

65-1270ctet packets 65~127 427 7 v MRO/NT v bEREH

H

128-2550ctet packets 128~255 427 7 v bRO/XT v MEZERK

W

256-511octet packets 256~511 A7 T v MRONRT v MEZER

512-10230ctet packets 512~1023 427 7 v FRO/NT » MEZERK

1024-MAXoctet packets 1024~ KA 7 7 v MROEKD)DST v FEZEK

X1 KA Z—72—AD MRU IZIETE L CEET A,

X2 7 —)V Ra vy IRENLGEICEEOER,. B RGE51213%E
[BXEHI]

IANR—F#1 DT L — A BT H—mFrT 5,

SWX2310P#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

DIFBRDOHFRSNET,

Received:
Packets 84
Octets 6721
Broadcast packets 8
Multicast packets 76
Unicast packets 0
Undersize packets 0
Oversize packets : 0
Fragments 3 0
Jabbers : 0
FCS errors 0
RX errors 0
Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors 3 0
Collisions : 0
Drop packets : 0
Received and Transmitted:
6d4octet packets : 1
65-127octet packets 166
128-2550ctet packets 7
256-51loctet packets 1
512-10230octet packets 0
1024-MAXoctet packets 0
51157 V—L U Z—D7 )T
[ER]
clear counters ifname
clear counters all
[F—TU— K]
all TR TCOA AT 2= ADT =LA A% )T T 5
[T A—F—]
ifname LAN/SFP R— M E 213w A v X —T =2 —ADA X —T = — A4

HEDOA L H—T 2— A
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[ASTE—F)
¥i#E EXEC £— K
[FHFA]
A B—=T2—ADTL—LNI L E—" 7 VT T 5,
ifname I E LT2GEIE. TDOA X —T =2—AD T L—L IO X —% 7 )T T 5,
ifname \ZFRELA 2 B — 7 = — AEHRE LIHAIE, TOA v ¥ —T7 = — AR T 54 TD LAN/SFP R— h D7 L
— LA E—% T )V TT D,
[ E ]
LANR—F#l DT L—Lh T Z—% 7 VT 5,
SWX2310P#clear counters portl.l

5.1.16 SFP £ ¥ = — )V DIKEER R

[EF=

show ddm status
[AS1E—F]
FERFHE EXEC E— . %5 EXEC E— F
[BLAA]
SFP £ 2 — /L DIREZFIRT D,
1 SOEBIZH LT SFP AN— b T & ZHIfEE, EIRBIE, TREIESZ RSN D,

HE B

Temperature EY o — LINERIRE(°C)
Voltage (V)
Current B fE(mA)
TX-Power F O 5EFE (dBm)
RX-Power 5% Y D% FE(dBm)
[BREB]

SFP & ¥ 2 — L ORIER FART 5.,

SWX2310P#show ddm status

Temperature High Alarm High Warning Low Warning Low Alarm
Interface (Celsius) Threshold Threshold Threshold Threshold
portl.25 42.7 100.0 85.0 -40.0 -55.0
portl.26 = = = = =
portl.27 40.7 95.0 90.0 -20.0 -25.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Voltage High Alarm High Warning Low Warning Low Alarm
Interface (V) Threshold Threshold Threshold Threshold
portl.25 3.37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Current High Alarm High Warning Low Warning Low Alarm
Interface (mA) Threshold Threshold Threshold Threshold
portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
TX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184

portl.26
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portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
RX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = = =
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

W

5117 SFP £V 2 — VD L~ )VEEH DR E

E&

sfp-monitor rx-power action
no sfp-monitor rx-power

[2XT A—&—]
action : SFP & = — /LD L ~ULEEH O EfE
REME B
R - =7, N2 ~ ﬁ": Vs e
enable SFP E ¥ = — /LD L~ VB & AT
15
s . AN > [ AL Ash )~
disable SFP E ¥ 2 — /LD L~ VEE L A fE 51
15
[FIIRR E]
sfp-monitor rx-power enable
[AFTE— F]
Ja—n)aryz 4 b—y g rETw—NR
[FEEA]
SFP E ¥ 2 — /L O L~IVEER AR ET D,
B!

SFP & 2 — /LD L~V 2 24 5,
SWX2310P (config) #sfp-monitor rx-power disable

5.1.18 {5 ¥ = — DEAREROREC AT H)

[EX]
tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate

[73T A =4 —]
action D VAT AREROEEF 2 — O RO E
Bl P
VAT LBRROREF 2 — O EER A
enable I
, VAT DREDOREF 2 — O ARELR &
disable W5
(AR E
tx-queue-monitor usage-rate enable
[AJ1E— F]

Ja—x\)ary7 41—y T — R
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[@iA]
VAT DEEDOFEEF 2 — O ARER LG E T ITEICT D,
no JE A THRAT LI & 3HIHIBE ISR T,
[/ —F
PR 2 — OB RBRE AT B0, Aav s FIOMRT, A28 —7 2 — 2 ThHREF 2 —OfiE
Bt a AN T 2RENDH D,
[BXRE )
VAT LR TEEF 2 — O RER A ERICT D,
SWX2310P (config) #tx—queue-monitor usage-rate disable

5.1.19 EEF = —DERAKREROREA L F—7 =—X)
B

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—F—]
action DORBA A —T 2 — ADEEF 2 — DFHAREHORE
BEE B
enable XA B —T 2= ZADEEF 2 — D
FEARE AT D
. B o —T = — ADELEF 2 — O
disable R NS
[FIHIRRE]
tx-queue-monitor usage-rate enable
AE— )
A H—Tz—AEF—FR
[

RGA VB —T 2 — ADKEF 2 —OEHRERZH D E 23N T 5,

no FECHEAT LGS I3 WHIREICRE T,

[/ —}]

A< Rid LAN/SFP 7R — NI D AR E AlHE,

PEEX 2 —OFERAREEEENCTH-0100F, Ka~<r R T, VAT AR THEES 2 — O FIRER
EHINCT DHERH D,

[ EH]

LAN R— | #1 O%[FF = — O HRER %2 BT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #tx—-queue-monitor usage-rate disable

5.1.20 £ ¥ = —DFEFHRERORER T

[EX]
show tx-queue-monitor
[ASTE— K]
FEFrHE EXEC E— N, %54 EXEC E— N
B

EEX 2 —OFEHEEHORELRTT D,
RANEITLTOLEEY,

o VAT AEROEEF 2 — O HEEH O E
« LAN/SFP R— h T & DT
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o AU H—T = — A4 (port)
«  LAN/SFP 7R — b DE[E F = — O ZREEHL O FR E (usage-rate),
[BAEBI]
EEF 2 — O RERORELF T D,

SWX2310P>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

S22V 0770 F—ayv

K
&l

S2Q0 AT 4 v 7B A VI —T =2—AD
[EX]

static-channel-group link-id

no static-channel-group

[/NT A—F—]
link-id o <1-96>
AET 4y Vi v H—T = — A
[AFTE—F]
A F—T 2 —AE—F
[BLFA]

SRA B —T 22— A% link-id CERELIZAAT 4 v VA v 2 —7 2 — A B S8 5,

o FERTET LSS, B A v E—T 2 —REART 4 v IBA L —T 2 —ANLHIBEE 5,

[/ —}]

AR =<2 FIZ LAN/SFP R — N D&% E Al RE,

ART 4 VEPRA B — T = — ADEE L2 link-id \[Z%f L C. LAN/SFP R— N FTE S H A4, Hi-ic A
BT 4 VBB —T 2 —ADRERES NS,

ABT 4y iAo H— T 2 — AN GRS E AR, FTB T %5 LAN/SFP AR — N ELS 72 o 235818, A4 T+
o TR A —T = — ARYIBRENS,

1 ODART 4 VA v Z—T 2 — R THK 8 DOD LAN/SFP R— F 2B S5 2 LN TX 5,

BEIZIFE L TCWAD R T 4 v Vi VX — 7 = — XX L CATR S 55A1E,. LAN/SSFPR—hERET 4 v 7
A H—T 2= AT, UTOREELET—HIEDHI L, REVBRRDIGEITIZT L7725,

« VLAN DO 5E

¢« QoSDFTAME—RRET 74V bk CoS i, N— MELEZET)

o —THRHEOFREL—TREOA/ER, RN— T v % T OH /L)

TN ART 4 VB,V H— T = — AR EN D5 E1E. LAN/SFP R — F D EFREN A Y T 4 v 7 imfliA
VHE—T 2 — ADOHWERE LR D,

LAN/SFP iIR— "2 A X T 4 v Vi v 2 —T7 =2 — AR &5 & . MSTP OFREDNVIHHREMICR S, 7.
ABT A4 DA =T 2 — AP BE L7856 MSTP O ENHIHIRR EMEIZRE S5,

1 >® LAN/SFP "R — s ZEEOFERA v X —7 2 — RZFTR S5 Z LTk, no B THIBSHTHH R
IRAREA LA —T 2 — AR EED L,

[ EH]

LAN R — M #1 ZRAEZT 4 v Viglf VX —T = — R #5 IZATE S 5,
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SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #static-channel-group 5

5322 AZT 4 v VA F—T = — ADRERR

[EX]
show static-channel-group
AT E— K]
JEHEHE EXEC & — R, H# EXEC E— R
(R EA]

ABT 4 VimBBA VA —T 2 — ADREEFRRT D,

TFHETDHDAAT 4 v VBB A v A —T =2 —AZ LI TOHEANEREIND,

o ARET 4 v IEEA LV E—T 2 — R

. B— AT REREDL— L

« FTELTWVWD LAN/SFP R— h DA V¥ —T =— A%,

01— RXNT v ZERED L— 2OV T, port-channel load-balance 1~ > KD type /3T A —H —LMD = L

[BREH]

ABT 4 VA B —T = — ADWREERTRT D,

SWX2310P#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

SN

523LACP R A L ¥ —T = —ADHRE
B

channel-group /ink-id mode mode

no channel-group

[7%F A —H&—]
link-id o <1-127>
LACP A v 2 — T = — A&
mode D BEE— R
mode e
LACP % ACTIVE £ — R CHSRES ¥ 5,
active ACTIVE &— R CIL, *Hafesioxt L THHR
MJIIZ LACP 7 L— A5 EET 5,
LACP % PASSIVE £— R CHRESH¥ 5,
assive PASSIVE &— R T, %tz LACP
P T —LEZELEHEEICDOHLACP 7 L
— AL EEET D,
[AJ1E— K]
A B —T 2 —AF— R
[FRHA]

SIEA v H—T = — A% link-id THRELT7Z LACP @Bl v ¥ — 7 = — XA B & ¥ 5,

no B TCEITLIZHEAIE, B A v X —T =2 — A% LACP ig¥iaA v X — 7 =2 — AN LR EE 5,
[/—F]

AKza< 2 R LAN/SFP AR — MMZ DL 3% E Al HE,
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LACP @A % —7 = — AIZ LAN/SFP AR — F Z @ S B 7o 5513, 2% LAN/SFP /R — KT lacp timeout long 737%
EIND,
F72. LACP #BiA v 4 —7 = — AN ORI E 7285815, %% LAN/SFP /R — K @ lacp timeout =~ > R DX EMN
Hilrsh 2,

LACP i@HEA X — 7 = — ADELE L2\ link-id 1Z%F L C, LAN/SFP A —  ZFf)@ ¥ 258 1%., #7212 LACP #&
BALE—T 2 —ADRERIND,

LACP #GHEA v X — 7 = — A BRI -5 R. FTE T 5 LAN/SFP AR — F IS 72 > 7285613, LACP #RBl1
H—7 x—ANHIREN S,

1 OO LACP#HIEA v X — 7 = —AITHE K12 D LAN/SFP R— FETRB S E A2 LR TX 5,

FTE 3% LAN/SFP iR — %723, 8 O F TlX LACP iAo ¥ — 7 = — ACHIFFIC R LI, 8§ DEBEZ 725320
TIHREEREIEZ TOMMER— N 5D,
HEE— R "E D LAN/SFP ;" — NI LACP UV > 7 7 7V 7 — 3 Zxbi Lew, (FTBIXFTHE7Z 28 LACP Y
V?TﬁU%%VﬁV&LT%WiL&V)

SE1E B A B 72 B LAN/SFP 75— b 28[A— LACP #BRA o % — 7 = — 22T L T D 554 O BEIT Sdie ) o
TV 3 Y OBREHEIFT D, FAIE lacp multi-speed v RO L,

BEL ﬁELTwéme AR X — T = — A% LT LAN/SFP R— M 2B S & 58541, LAN/SFP R— |k &
LACP#HEA v X —T =2 — AT, UTOREEZET—HIEHZ kcﬁﬁwﬁﬁéﬁAii7 LB,

« VLAN O T

« QoSD LT AFE—RRET 74/ b CoS ., N— MEFEEET)

o N—TRRHOREV—TREOEE, A— 71y ® T O

T2 LACP Bl A v X — 7 = — ADREREIN DA 1L, LAN/SFP AR — h D e M LACP faBl A v ¥ — 7 =—
ADYERE & 72 %,

LAN/SFP R— % LACP #iBl A o % — 7 = — AICFTB & 5 & . MSTP DORRE MW EfEIZ
FE72. LACPiBlA v 2 —7 = — AN BB L7256 & MSTP O E D) HIE% el

1 ©>® LAN/SFP R — M 2 EEOFHEA L F —T = —RAIFEIEDH Z kim%kw

no B CHIE ST O R0 EA V¥ —T7 = —RIZHTR ST D Z &,

[ EH]

LAN 7R— k #1 % ACTIVE £— R T LACP iflA v ¥ —7 = — 2 #10 [T @ S ¥ 5,

SWX2310P (config) #interface portl.1
SWX2310P (config-if) #channel-group 10 mode active

524 LACP iaBA( v ¥ — 7 = — ADIREER

E=N

show etherchannel [ifname)
[/3F A —5&—]
ifname : LAN/SFP R— hDA v H—T = — R4,

LACP f@#liA v # =7 = — A &R L TWVDHA U F—T = — A

[AF1E— K]
FEFME EXEC E— I, ##4 EXEC £— R
[BLFA]

ifname &AW LT85, LACP Gl X — 7 = — ADIREEZ KR T 5,
TFET A LACP #HiHiA v ¥ — T 2 — AL IZU TOHENRE RSN,

- LACP A v % —7 = — 2

o m— RXRT U AEED L—L

« FTELTWVWD LAN/SFP R— h DA V¥ —T =— A%,

10— RNT 2 ZERED L — V2OV T X, port-channel load-balance 2~ > KD type /3T A —H —LMDZ L

ifname ZH4RE LT84 . LACP swBll A v ¥ —7 = — A&k LT\ 5, LAN/SFP iR— h DIRIER £ 5,
IFOHEANERRIND,
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HHE A
Etherchannel portN.N LAN/SFP 7R — 44
) . Y ER Y 70 R % 351 97 B #(bandwidth,duplex,mru, VLAN
Physical admin key

HERL N B AERR)

Receive machine state

LACP 7' b 21/1 Receive machine 38 £ D4R RE
e "Invalid"

* "Initialize"

e "Port disabled"

* "LACP disabled"

* "Expired"

e "Defaulted"

* "Current"

Periodic Transmission machine state

LACP 7’12 |k =1/L Periodic Transmission 222845 DR HE
e "Invalid"

*  "No periodic"

* "Fast periodic" (1 F>[H@ TE(E)

+ "Slow periodic" (30 F>fE TiE1E)

* "Periodic"

LACP 7 & b =1/l Receive machine 3B DR HE
e "Detached"

Mux machine state +  "Waiting"
» "Attached"
* "Collecting/Distributing"
fift AR 8
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LIFDF % ZM(Actor H%y H &, Partner xf[f4HT)
Aggregator ID LACP L D5 ID

Information CIZLUL FOEHERRREIN D,

HE B

LAG LACP Y AT L ID(F'7AF VT 4, MACT KL R)
Admin Key LACP D7t & 72 % IDGRHEER — & =)
Port priority LACP 7" — MBS

Ifindex B =T == AFE

Timeout Timeout fiE("Long"=90 >, "Short"=3 #})
Active LACP #i{EE— R("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[ E B

LACPi#HEA v X — T = — ADNREEEZERT 5,
SWX2310P#show etherchannel

Q

% Lacp Aggregator: polO0
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% Load balancing: src-dst-mac
% Member:
portl.
portl.
portl.
portl.

LACP#HHRA v Z— 7 = — A &R L TW5, LAN/SFP "— FDJREEA FvT 5,

SWX2310P#show etherchannel portl.l
Etherchannel portl.l

SN

Physical admin key 3
Receive machine state Current
Periodic Transmission machine state Slow periodic
Mux machine state Collecting/Distributing
Selection Selected
Information Actor Partner
LAG 0x8000, 00-al0-de-e0-e0-e0 0x8000, 00-al0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP ' 2T MBLEDHRE

E&
lacp system-priority priority

no lacp system-priority

[/XT A —=HF—]
priority 1 <1-65535>
LACP ¥ AT MG
INEWIE EBIEE D E
(AR RE]
lacp system-priority 32768
[AF1E—F]
rua—s\varz 47 b—va e — R
[@iHA]

LACP v AT MMENREZFHET 5,
no R TEIT L7232 W HEIC R T,

[/ —H]

LACP @B A 2 — 7 = — A%t ian & Befi SNV a . AT AMESEEE 2 bhli U T, B EE DS @ O 7 IS I ME 23
Hzo6n5,

[RXEH]

LACP ¥ A7 MBS %A 100 IZRRET D,
SWX2310P (config) #lacp system-priority 100

5.2.6 LACP > AT LMBELEEDOFRR

[EX]
show lacp sys-id
[AS1E— F]

JEHEHE EXEC B — R, K7k EXEC E— R
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[FEHA]
LACP v AT LMEYE L LACP VAT A ID K19 5,
UTOEANERIND,
« LACP ¥ 27 LMEJEEE(0x ThaE 5 16 D)
« LACP ¥ 25 A ID
[/ —}]
LACP ¥ A7 LMESEEIT, lacp system-priority =~ > R CRETZX 5,
LACP v A7 A ID L, MAC 7 FL AWML AREINS,
[ EH]
LACP DY AT LMEFREZRTT D,

SWX2310P>show lacp sys-id
% System 0x8000, 00-a0-de-e0-e0-e0

52 7LACP BFEEY LI T7 7V F—a VORE
(B

lacp multi-speed switch

no lacp multi-speed

[/NT A—F—]
switch s BSEEY o T ) A=y a VERRED RS « BRI E
EME B!
bl %EEUV77ﬁUE—VaV%ﬁ@K¢
disable %ﬁﬁuyy7fvf—yay%ﬁﬁmﬁ
[#I813% 2]
lacp multi-speed disable
[AS1E— K]
Jga—)aryz 4 b—y g rET—NR
[ﬁ%l

LACP IZBIJDBEHEY 7 T 7V F— a UISREDRR) « Wz ET 5,

no B CEAT LG A IR EL VMR T,

[/—}]

FWRE) o T Y= a VINERI DA OEE

s BRREE@FA— N ETOTRTOFBA— MElBEHEICEDLLTT 77 4 7127 5,

« B— RRATURAFTRTCOFIRAR— N &R,

o KRR R DEEREEZZ T ANRWGS, B L xtrgeR s THTBA— FO—EAMHAICZH L, BT
NMERRRERFTEB R — N2 T 7T 4 7 35,

FOREY o T 7 =g N O OEME

o FRA—NATRINCY 7T v 7 LR — R CBREHEOKR— NOLET 77 4 72T 5,
o BEHEENRRLIMOR—NMNIAZ A DEELT D,
s A= FhRIVZ—TaVIIHEINTWAEA FTER— MNNTRIICR I — 3 v LIziER &R CiEfE

WEDR—NOBRET 7T 4 72T 5,

o NV I T o F LR — MERETY v XA Liml &, LACP#HEA v A —T =— A b Y v X7
Do

[ EH]

HWREY o7 SN A= g VERENCGRET S,

SWX2310P (config) #lacp multi-speed enable
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52.8 LACP # A A7 U FDRE

[EX]
lacp timeout duration
(85 A—%—]
duration DAL LT NERETD
duration B!

short FALTUNE3IHETS
long A LT RNEIETD

[AS1E— K]

A HE—T 2 —AF— R

[REA]

LACP # A L7 7 NERET 5,

[/—}]

Az FILLACP iwlA % —7 = —Z T8 L T % LAN/SFP 38— M D HERE W HE,
LACP @A % —7 = — A2 LAN/SFP AR — F Z @ S 7255513, 24#% LAN/SFP /R — R IZ lacp timeout long 737%

EINb,
F7-. LACP##liA v ¥ —7 = — AL PR S B2 85515, %4i% LAN/SFP 7R — h @ lacp timeout =~ > K D& E N
HIFR SN D,
LACP % A4 A7 7k &1E, RSSO LACP 7 L — AEZ S ETERh oAy v Li- & e+ CoR
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOREREILLACP 7 L — LKA S U CTRIAEERIZIE DL, 3218 Lo xR i3 S
7Z-LACP ZA L7 7 FD 13 DB TLACP 7L — L2 EETH LR D,

HE D LACP 7 L — A DXL, XHEERNH%E 5T D LACP 7 L— AWK E N TS LACP Z A A
T MRS D,

[B%EH

LAN /R— |k #1 ® LACP ¥ A A7 U b % short [IZ5RET 5.

SWX2310P (config) #interface portl.1l
SWX2310P (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 VT

[#FX]

clear lacp [/ink-id] counters
[NT A—=HF—]
link-id ;o <1-127>

LACP A v ¥ —7 = — A& E

ASE— K]
Kt EXEC £— R
[BLFA]

LACPO 7 L—L T2 —%7 )71 5,

link-id 80 L7256, GETDIETOLACP#HEA v ¥ —T =2—ADT L —L AT ¥ —% 7 VT T 5,
[ EH]

ETOLACP#HFIA v X —T 2 —ADT L —AI I B —% 7 )Tt 5,

SWX2310P#clear lacp counters
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av R T77 LR | A F—T7 = — Al | 175

[EX]
show lacp-counter [/ink-id]
[P35 A —5—]
link-id <1-127>
LACP
[ASTE— F]

JEHEHE EXEC &— R, ¥# EXEC E— R

[FBA]

LACP D7 L—A Ao 2 —%KRT D,

link-id %78 LT-%
@ L CW5 LAN/SFP AR— 2 LT
o EZ[EENT-LACP 7 L—L4

o EZEENTZ Marker 71 h LT L— A

. EZEENFTI—TL—A4
[ EH]
4T O LACP i

SWX2310P#show lacp-counter
% Traffic statistics

mil A =T = — A

AlE. BFETAHILETOLACPHEA LV H —T 2 —AD T L — A AT —hFpRmT 5,
. UTomHENREREIND,

P —T 2 —RADT L —AH T A —FFTmT 5,

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l1 297 298 0 0 0 0

portl.2 306 299 0 0 0 0

portl.3 305 298 0 0 0 0

portl.4 309 1350 0 0 0 0

portl.5 186 186 0 0 0 0

5.2.11 B — KNF U ABRED )L — )V DR IE
[ER]
port-channel load-balance #ype
no port-channel load-balance
[NT A—F—]
type COERREA VA — T = — A B RD DT DD —)L
type LA

dst-ip 565 IPv4/IPv6 7 R L
dst-mac 5845 MAC 7 R L&
dst-port %64% TCP/UDP R — h &=
sre-dst-ip BETTE L 0% IPv4/IPV6 7 K L&
src-dst-mac HE eI L U%EE MAC 7 R L&
src-dst-port EfE7eE L 0% TCP/UDP " — R &=
sre-ip £(E 7T IPv4/IPv6 7 R L A
src-mac FEEILMAC 7 KL A
src-port %18 5¢ TCP/UDP " — R &5

(WX E]

port-channel load-balance src-dst-mac
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[AS1E— F]

Ja—x\)aryz 41—y g T — R

[@i ]

02— RNT  ZMEFEDREIEN A v X — T 2 — A ERD DD DON— LV EERET D,
ZELIE 7 L—ANO L2/L3/LAEREHH L, BREENIREIND,
no JIER CTHAT L7258 I3 IR EICE D,

[/ — P}

Ka<wy RIZV AT AEIEOBE L 72 5.

[Pv4/IPv6 73747 ks TIX 727 L— A DA,

A% JUTHRIR A VB — T = — ZPNRET D,

[EE B

BESNTWNEIL— UL LT, #ETBL0%% MAC 7 R L

2— RNNT U ZHERE T, B(E 0B L UOSEE IPVA/IPV6 7 R L AR TLITHAE A v X — T = — AR RET AL HICHRTE

T2,

SWX2310P (config) #port-channel load-balance src-dst-ip

5212 LACP A LV X —T7 =2—AD 71 b a/LRERR

[EFX]

show etherchannel status [/ink-id] [summary | detail

[F—7— ]
summary D EREROR
detail DR R
[RF A—5—]
link-id o <1-127>
LACP fa#lif v ¥ —7 = — A&
[ASE— K]

JEHFME EXEC E— K, H# 4 EXEC £— K

(@]

link-id THRE L7= LACP #w#liA v ¥ — 7 = — ZADIREE £ TRT D,

link-id %80 L= & 21X, £7TO LACP faPiA v ¥ — 7 = — RREEFRRT D,
summary Z§7E€ L7235E 3SR /R L, detail 248 E L2 G B 135EMFE T 5,
summary ., detail H40E L7c & X1, summary BIEEINTZH D LT D,

UTOHEENRERIND,
HH G
Aggregator LACP iHiAf v H—T7 = — A
ID LACP g#liA > % —7 = —Z L5 ID
Actor LAG iﬁi?@LM}yx%AHx7?4¢U%AAMC?
Admin Key B4y H & O LACP #0D5t & 72 5 IDGRELR — R &)
Status Vo7 70— a AT —HF Z("Not
ready"/"Ready")
Partner LAG ﬁ@ff@mevx%AHx7?4fv%4mMC?
Partner Key SHEFIFD LACP # DIt & 725 ID
Link count T — X @G AR — ME/AEE ATRE e AR — Mk
Link 795 LAN/SFP 7R — b —EGEEIZLL T D %)
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Link [ZIZUL FOHARR RSN D,

fE KRR B
"Unselected" LACP #il# 7 = ~ = )VifE i,
"Selected" LACP B E#h7z, LAN/SFP AR— h & LTI L 7=,
"Standby" gmpﬁﬁ@&JﬁwﬁPﬁ~bkb\ﬁ%ﬁ~b&b
Synchronization 7 5 7 A
"no" Synchronization 77 7 27 7335 TUNR U,
"yes" Synchronization 7 7 7 233> T\ 5,

fERMRAE & . Synchronization 7 7 7226, U 2 7 w7 L2 LAN/SFP AR— F OIRRENR DD,

V2277 v 7 L7 LAN/SFP &"— k
YN

Unselected no LACP #ilffl 7" m = /)LiB(E H,

fiE AR 8 Synchronization

LACP 28E%h72, LAN/SFP 7R— |k &
LCEBIRL, Vo7 7=
a3 LTHRRDLEZDD, 2TV
— g

LACP 23 %h72 . LAN/SFP AR— | &
L GRINL, AR — N EE LT,

LACP %072, LAN/SFP R— k &
LCEBRLE, Vo770 F—v
g LTHRRLNTT — X5 A]
REL 72 7=,

Selected no

Standby no

Selected yes

[XEH]
LACP fHElA v 5 —7 = — ZADIRHEZE FRT 5,

SWX2310P#show etherchannel status summary
Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWX2310P#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized vyes
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Aggregator po2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0002

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized no

5.2.13 LACP R— MEEEDORE

EEy

lacp port-priority priority
no lacp port-priority

[NT A —=HF—]

priority . <1-65535>
LACP 7R — hMEJEE
INEVIE EEEE D EOD

[FIHER E]

lacp port-priority 32768

[AS1E— ]

A H =T 2—AE— N

B

LACP A — MBI ZRET 5,
no B CTEIT LG A TR EZ MR,
[/ —H]

LACP ¥ A v ¥ —7 = — AT D & & D LAN/SFP AR — A 8 O F TIX LACP fBil A v ¥ — 7 = — AR
WG, 8§ ODEBZ =D oW TIIEER LI A TR R— ks & 72 5,

Z DX 5 7Kg, LAN/SFP AR — N CTEIENEAL AN ST, BRI OEmW b O bR LD,
BERNELL DOFAM T, LT o@b Th b,

1) LACP R — MEZEEN/ NS WEREL IS,

2)LACP AR— MEEERFE U THIUE, 4 v ¥ —T7 =2 — ARG/ NI OVEREBREIND,

SFP " — R e S H 5 8551%. LACP R — MELEZMOR— MLV /NSSRETHLEND D,
[ EHI]

LACP R— MEJCEE A 1024 [IZRET D,

SWX2310P (config-if) #channel-group 1 mode active
SWX2310P (config-if) #lacp port-priority 1024
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5.3 A— HFREE

53.1 VAT AL TO IEEE 802.1X SR REDR E
B

aaa authentication dotlx
no aaa authentication dotlx

[FIHIER 2]

no aaa authentication dotlx

[AFTE— F]

Jua—n"pyar7 4 J—y g rET—NR

[REA]

AT A4 IEEE 802.1X RFF 2 AT 5,

no IR TEITL-8A1E. & AT AR T IEEE 802.1X ik B+ 5,
FREEIZ. radius-server host =~ K Ci%E L7z RADIUS — _—%2HHT 5,
[/ —h]

FEBRIZ IEEE 802.1X RAF A4 5 7-0121%, ®HA X —7 =— AT IEEE 802.1X RiE%& AT DM ENH
%, (dotlx port-control =~ > )

[ EH

AT 54K IEEE 802.1X #RiF & A b4 %,

SWX2310P (config) #aaa authentication dotlx

)

5.3.2 VAT ALK TD MAC REFEREDR E
[EF=]

aaa authentication auth-mac

no aaa authentication auth-mac

(IR E]

no aaa authentication auth-mac

[AFTE— R]
Ja—\)arz7 4 b—va rE— R
[

VAT AAERT MAC BEEE H T

no JECHEAT LI=HAT. /7\7‘A£MKT MAC FBFE& T 5,

FOAEIE. radius-server host =~ > K CiE L 7= RADIUS H— "—%FEHT 25,

[/—}]

EFRZ MAC FBFEE AT 5 720121%, WA v X —7 =2—ATH MAC RFEE2 HNC T 20813 H 5,  (auth-mac
enable =~ > )

[EE B

VAT AT MAC AR E AT 5,

SWX2310P (config) #aaa authentication auth-mac

533 AT LAEKTOD Web REFHERED R E
[

aaa authentication auth-web
no aaa authentication auth-web

(IR E]

no aaa authentication auth-web
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[ASTE—F]
Jga—n~)aryz 4 b—y g rET—NR
B
‘\/7\7‘.5\/\{1(/(‘ Web & uﬁ%ﬁfj jﬂéo
no ﬂ:/_t( %’T? 1/7’:_ i AT I 12'5:"( Web [Ew QE%EXJJ '?‘%.’)
FRFEIX. radius-server host =~ K TR L 72 RADIUS h— _—%{FHT 5,
[/ — D}
55[%3&1 Web TN uE%fﬁﬁH?é 7:_ \ i¢%4 :/&‘_‘7 I_XT%) Web [FN nE%ﬁ)‘jJ #5%‘%75;&)50 (auth-web
enable =~ > )
[ EH]
VAT LAERT Web iRFEE A ML T 5,
SWX2310P (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FBFEHEEEDBMEE — FRE
[EFX]
dotlx port-control mode
no dotlx port-control
ST A= —]
mode : IEEE 802.1X FBREOEMEE— F
BfEE— K 24 B
IEEE 802.1X #FED Authenticator & L CENE
auto
15
B B
force-authorized IEEE 802.1X RBFEDREFEHT 24— b I FHTE
ET D
2y = LR — MNMCBEERE
force—unauthorized IEEE 8021X nAL‘\nJ‘_EO)an»LA\pJ‘_Ej‘ }‘ & JE R B
T %
[FIHIRR 2]
no dotlx port-control
[AFT1E— ]
A H—=T 2 —AEF—FR
B!

KA v #—7 = — A% LC, IEEE 802.1X REFEREDEIEE— REH/ET 5,

o BERTavr FEET LSS, Jd% A v #—7 =—AD [EEE 802.1X FIFEREITER & 72 5,
[/—}]

Ko< RIiZLAN/SFP R— B L OGHELA v ¥ — 7 = — AT DHFHE [ HE,

[B%E B

LAN 7R— k #1 . IEEE 802.1X FXFFEREDENET — K% auto IZ3RET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FREEDARFRIERN — b TOERERIE DR E

[EX]
dotlx control-direction direction
no dotlx control-direction

[7XF A—&—]
direction D OREREEAR— R TRy MEREMEL R E
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X BE B
both B L bHEET D,
in ZAE DHIEHES D,
[WIHIRRE]
dotlx control-direction both
[AS1E— F]
A EF—T 2 —AE—F
[RLAA]

KRA o H—7 = — A% LT, IEEE 802.1X FRGEDRFRGERF D /7 MNREENEEZ LA E T 5,

no JERCTHEAT LA 13, VIR EICE S,

both ZHEE L CWAEHA., 7V D "L ZELE Ny FEFEL, OB — 0D 7V 0 o Sh
TWNWABA L H—Tz—A~DT B— X v X NV TFx X b3y FOHIEET S,

inZHELTWDIEAE, TV PN ORELERNTY Yy FOREFHEL, MOKR— 0D 70 B b O S
NTNA v H =T 2= A~DTB— X ¥ X NTLTFTFr 2 Ty MNIEET D,

[/ —}]

ARz RIZLAN/SFP iR — M B L OGHERA v X — 7 = — AT D% E W HE,

SNHBA v H—=T 2= AT, FAME—FRE2LFV T D bE— NIZHRTE LIZHE° MAC FBiEE R L=
X, BEIMSIZ in & 72 B,

WGA v H—T 2 —ATH AN VLAN DR E % LTI/\Z)iE'A ;t\ AKa~v s FOREBERPENE D,

AKawr RoF E%ﬁﬁﬁé& FRREIRBEI IR R

Kavwy REEHT H7-012iE. /A /5’~7:—~7\Tﬂ<~ NRREHEREZ AN T DML H D, (dotlx port-
control =~ )

[ E ]

LAN R— b #1 ORRFER— R TO/RT > MEEENWEE ZE O MEFIZT 5

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #dotlx control-direction in

5.3.6 EAPOL /X7 v N OXFEIFDERE
[

dotlx max-auth-req count

no dotlx max-auth-req
[73T A =4 —]
count ¢ <1-10>
EAPOL /37 v b D RiA(R A%
(AR E

dotlx max-auth-req 2

[AJ1E— K]

AHF—Tz—AE—NK

[FHA)

WRA VB —T =— A 2% LT, EAPOL /N7 v FOREE R ORKEEZRET D,

no X Ca~r FEETLELAIE, MIHREIZRED,

[/—H]

A=z RILLAN/SFP R — M B L OGREHA ¥ — 7 = — AT D HGHIE e,

Ka<wr REERTH7-0120%, B, v F—T 2 —ATHR— FiHEEEZ AT A2 HENH 5, (dotlx port-

control =< > )
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LAN 7R— k #1 T, EAPOL /X7 v F OXEERE% 3 |
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TRXTE

SWX2310P (config) #interface portl.1l

SWX2310P (config-if) #dotlx max-

5.3.7 MAC FFFRERED X E

auth-req 3

E&

auth-mac enable
auth-mac disable
no auth-mac
[F—U— K]
enable MAC

disable

[FIH1ER 2]

auth-mac disable

[AJTE— F]

A H—T 2 —AE— R

[REEA]

XIHRA LV HF—T 2 — R X LT, MACE
no B CHEAT LI E
[/ — D}

Ko< RIZLAN/SFP R— F B L OGBS v X —7 = — (T
X, VAT AEIRTH MAC §

FEFIZ MAC RRREZ T 2720
auth-mac ==~ > )

(B E B

PR REE BN T D
MAC FBAERE A 29 5

[ uE%ﬁXjJ —;AZD

. F771%. disable ZFEE L7125

LAN 7R— k #1 ® MAC R3HERE 2 AT 5

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth-mac enable

5.3.8 MAC IR D MAC 7 RL AR DOERE

j: MAC Ay uﬁ%m)‘j] j—

D FF% TE A HE,

At nﬁ%ﬁfj '3‘5%\%#29)50

(aaa authentication

E&

auth-mac auth-user fype case
no auth-mac auth-user

[/XF A—&—]
type A EEE
R EME K
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case KT - INCFHERE
BEM B
lower-case /N (a~ 1)
upper-case KILF(A~F)
[FIHIER %]

auth-mac auth-user hyphen lower-case
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

MAC RBFEICHB W T, RARFICHEN T 52— —4 « "ATU— FOBRELET 5,

MAC #BFETIE, ¥ 7Y B L PO MAC T R AZa—H—4, « NZATU— & LTHA L RADIUS $—/"—~3RGE%
RS D,

no IR CIAT L7 A 1E. IR EICE D,

[/ =}

Ko<y REMHHTH720121F, 68 A X —7 = — AT MAC RS REZ AN T DL ENH S, (auth-mac
enable =~ > )

[BREH]

MAC RBREIZAEH T2 MAC 7 RL AR E A 7 7 L, RILFICEET D,

SWX2310P (config) #auth-mac auth-user unformatted upper-case

E

R

53.9 MAC SHEED R Z T 4 v 7 B ED
(&=

auth-mac static enable
auth-mac static disable

no auth-mac static
[¥F—U—F]
enable DORET 4y I RBEANCT D
disable DORET oy BB EERNTT D
(BN E]

auth-mac static disable

[AFTE— K]

B —T 2 —AF— R

B

MAC FRFHERE T, RIEZ RA LY T U B FOMAC T RVAZFDBILAAT 4 v 72 ) — & L TEET
60

no JE K THEAT L7=5A. E£7203. disable 2 E LT2B AL, AXT 4 v 7 BEGE B4 5,

[/ — 1]

Az RILLAN/SFP R — F B L OGREA o Z — 7 = — RZDHFRIE "l e,

AKa~v s ROREEXERTH L, RARRREIIWIHRE

SN MthtﬂmB_&4+:y&l/h)~kbf§ﬁ¢ékwiw9y7&4A7ﬁ%@ﬂ%&ﬁéﬁ\
Kawy REGRHIAZ T v 72 h)— L LTRET L2089 e s,

clear auth state =~ > K, F72(%. auth clear-state time =~ > KT, A&7 1 v 7 HEFEREERE7 VT THZ &
MNTXD,

Ko<y REFEHT L2020, 681 v ¥ —7 2 — AT MAC RiHEREEZ AN T 20N H 5, (auth-mac

enable =~ > R)
[ EH]
LAN 7R— |k #1 O MAC FRFED A X T (v 7 Bk & BT

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth-mac static enable

5.3.10 Web FRFFRERE DFRE
By

auth-web enable
auth-web disable
no auth-web
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[F—T—F]

enable © Web RAEHEREZ AT D
disable © Web iBAFRERE 2 NI D
[FIHIERE]

auth-web disable

[AJIE— K]

AP =T z—AF— R

[BLFA]

ﬂ%% \/57*‘7:1:*‘;( ;(ATLVC Web ntuuﬁ%;ﬁ‘)‘j —gﬂé

no FECTHEAIT LA, F7213, disable 265 € L7=5A 15, Web iRGEE Hah2 35
[/ —h]

$:7/kiumEWﬁ‘%%iO AHLA L H— T = — AT D IR E FTHE,

FEBRIT Web REEAEH T 2720121%, AT AR TH Web iiE 2 AN T H 0465038 5, (aaa authentication
auth-web =~ > )

< VFH T B b E— KU Tl Web iiiFHERRE 2 BN T 5 2 LT T EH A,
7 A N VLAN & OfFRIZTE £H A,

[B%E B

LAN 7R— |k #1 @ Web iBiEHEEEZ AT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #auth-web enable

53.11 A FE— FOHRE

[EX]
auth host-mode mode
no auth host-mode

[8F A—F—]
mode : 7J_\9“_‘ }\ RN HE@@J(E%V— v
BiEE—F B!
LR—=hHED 1T T YD FOBEEE
single-host PPl 5E— R T, mUNIFRAEZ /S A LTz
FFV I NDOREFATH
| R=FbHEEY 7 B FOdEE%
FFAT5EF— T, OO I FAR
multi-host E{J\?E’%/\Q’Xﬁ‘é L. RUAR—FMEFD Y
U7 MIFEREZ T/ < THBE N rhe
A
1 R= BTV EHY 7Y I FOdfE%
multi-supplicant AT A5E—RNTH7Y I MEIZHEED
Al - S ERIRET D
[WIHRRE]
auth host-mode single-host
[AT1E—F]
A H =T 2—AFE— K
[RLBA]

KRA L H—T 2 — AWK LT, R— FRAFOENEE— REZLET 5,
no JERTEIT L EAIT. PIHIREICR S,
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[/—}]
ARza< 2 RIXLAN/SFP A"— FEB X OGHELA ¥ — 7 = — AT D A E FHE,
Ka<wy ROBREEXZERT L L. RILRETWIHIREE
~NFH T A hE— RTHAF 7 VLAN %%IJ)?HT%S B, V) B FHEALT VLAN 258895 2 & 28]

HEo
VIVTHRANE— RTHAFT I v 7 VLAN 2FIHT 256, 2FBLUBEOY TV by MIKRAIOY 7V T2 kH3E
HA L7 VLANID N &S5,

RKavy REFEHT L7013, W5 A v F—7 2 —ATHR— MNEGHERRE AN T 20N H 5, (dotlx port-
control =~ N, auth-mac enable ==~ > | auth-web enable =~ >~ )

[BREH]

LANKR—F#l 2~ TH 7V H hE— RIZEET D,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #auth host-mode multi-supplicant

5.3.12 FRFEIER DR E
E3

Dai

auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[FF—TU— k]

dotlx : IEEE 802.1X #&GE /720
auth-mac © MAC #FEA
(IR E]

auth order dotlx auth-mac

[AFIE—F]

A H =T x2—RAE—F

[‘%‘Fﬁﬁﬂl

M ERRERERE . RGES XA OH L7e GG, RGEZ 1T O IRER 2R ET D,
no FECTEAT LG E IR, VIR EIZE S,
[/—H]
AR=a<> RIZLAN/SFP iR — F B L UGHEEA ¥ — 7 = — AT DO HFXE I HE,
Web FBREIL, ARFXEIZBIFR 72 < Web FBGEME i C ID/Password & AJ) L7 & ZITREAEETT 9,
IEEE 802.1X F¥iE, MAC ik, Web Rk DRE NN 25 G £ ORBGEST L FEh S 7wy,
AKa<r REFHATH72020F, SR A v H—7 2 —ATHR— NBIHEREE AN T D2HENH S, (dotlx port-
control =~ > R, auth-mac enable =~ > [, auth-web enable =~ > R)
[BREH
LAN R — b #1 OFBFESF X DNEZE %, MAC FR3E -> [EEE 802.1X FREDNETE TI1T 9 L 2 ITRET 5.

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth order auth-mac dotlx

5.3.13 HERIEDOHRTE
[EX]

auth reauthentication

no auth reauthentication
[#I3#3% 2]
no auth reauthentication

[AJ1E— K]
A E =Tz —RAE—F
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[@iA]
XNBRA VB —T =2 — A %t LT, Al Vg ]\mﬁ:umﬂ}%ﬁ)‘j
no ﬂ:/JCT %?? Lf: i ﬁ:wu DE%ﬁij jﬂ 5

AREEAMNZ LIZGE FRECERE L7270 B b &2 @R ERGET 5,
FRREDO[MEIL, auth timeout reauth-period =~ R TEHE TX 5,
[/—}]

ARza<> RKIZ LAN/SFP R — B L OGHHELA v Z— 7 = — RIZDO AR EFHE,

IEEE 802.1X FBAER X, HRGEDO X A 2 v 71272 b L, 7V 2 M EAPOL X7 v F&24E L C 22— —1EH %
FHUS L. RADIUS $— N—|ZFRREE R 24T 5,

MAC ZaEERIT. FEREED XA I v Wb e, YU B FOMAC T RL Ak a—H—4 BLO, N2 TU—F
& R72 LT RADIUS H— —{ZFRREER 1T 9,

Web FRGERF T, ﬁmwﬁ@&/]’ YWD E YU N ORGEREAE RRGHIER S D,

RKa<wy REFHATHDI2F, MRA L H—T =2— A TH— NEGEHERZ AN T HXLE N H S, (dotlx port-
control =~ R auth-mac enable 2+ R, auth-web enable =~ > )

[ EH]

LAN 7R— b #1 OFBIEEZADTT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #auth reauthentication

53.14 #A4} X v 7 VLAN OFKE
B

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

(IR E]

no auth dynamic-vlan-creation
[AJIE— F]

A B =T z—AF—FR
[@iA]

HRA L Z—T == ATKH LT, A4FIv7 VLAN 26T 2

no B TIAT LG AIX. A7 I v 7 VLAN 20295,

XA F I w7 VLAN BERNRA ¥ —7 = —ATiX, RADIUS %— \—Mn L I5E S 7z BMAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN ZEhiIC AR T 5,

[/—}]

A=z RILLAN/SFP AA— B X UGHEA ¥ — 7 = — AT D B E Al RE,

AKa~ s ROREEZERTDH L, BARIREEIIPHIIREICK 5,

SNVFH TV FE— RTHAF I v 7 VLAN ZFIHT 256, 77U 1 FHALT VLAN Z56ET 5 2 L8]
HEo

VL FHRA FE— RTHAF I v 7 VLAN ZHHT 2586, 2 BALUBEOY 7Y B> MOV 7Y 5> b avi
M L7 VLANID 23 H &4 5,

ARKa<wr REFHT L2010, SR A v ¥ —7 2 —ATHR— MRS AT D20 E N H D, (dotlx port-
control =< > R, auth-mac enable =~ > . auth-web enable =~ > )

[ EH]

LANR— bk #1 TH¥ A7 v 7 VLAN Z G T 2,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
B

auth guest-vlan vian-id

no auth guest-vlan
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X A—5—]
vian-id o <1-4094>
7" A~ VLAN H® VLAN ID

(AR E]

no auth guest-vlan

[AJIE— F]

AV H =T 2 —RAEF—FR

[RiAA]

KIGA B2 —T 2= AR I T WD T 7Y o FSRRRE, & 2 WId, GRAERR D & ZIZFTET 57 A k VLAN
EIEET D,

no JER THEIT LB AL, 7 A b VLAN OREZHIFRT 5,

[/—}]

Az~ RIXLAN/SFP A— h B X OGREES v ¥ — 7 = — R |Z @#%Eﬁ%o

Kavwy ROBREEXZERT L L. RILRETWIHIREE

RKa=wy REMFHAT L7202, HRAHF— 7:*‘2“C‘J‘ NRREHEREZ AN T DL N H D, (dotlx port-

control =~ | auth-mac enable =~ > )

21:3 ~ }‘bi\ Web [T nEiiVﬁijis? CE % EQH/IE‘VC% i’&/\/o
[BREH]

LAN K— | #1 TH 2 b VLAN #10 ZH57E3 %,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #auth guest-vlan 10

5.3.16 FRIEREE OMIEHAB DR E
EN

auth timeout quiet-period time

»L

no auth timeout quiet-period

[NT A —=HF—]
time 1 <1-65535>
AR, 7 v b & OIE RS T 2 B
[HH#AER E]
auth timeout quiet-period 60
[AJIE— F]
B =T z—AEF— R
[@iA]

XBRA o F—7 2= AR LT, RAERE ORBEMIE I 2 30E T %,

no JEXCTHEAT L7126 1E. FIHIERTEIZE S,

PGERN AR P2 LTy MIET R ChE#E T %,

[/—}]

A~ FIZLAN/SFP AR — M B X OGRBEA » F — 7 = — AT D HG& iE I hE,

Ra<r REFEHT L2012, SR A v F—7 2 —ATHR— MRIHEREEH T 2 0E N H D, (dotlx port-
control =~ K| auth-mac enable 2= R, auth-web enable =~ > )

(2]

LAN AN— b #1 OIEHFE OFRE 2 300 (ZET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth timeout quiet-period 300
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5.3.17 B8 EIRR DR E
[EX]

auth timeout reauth-period time

no auth timeout reauth-period

[7XT A—F—]
time : <300-86400>
BTV D b OFERRAERFRED)
(AR E
auth timeout reauth-period 3600
AA1%E— F)
A B =T z—AEF— R
B

;@%4 ?/5‘7*‘7:1:*‘;( ;(ATL/VC '3‘7 )ﬁ/b@ﬁmunﬁﬁﬁﬁl"ﬂ%ﬁﬁﬁgj«éo

no JIERCHEAT LI A1, W EICR 5,

[/— 1]

ARza< > FIXLAN/SFP A" — FEB X OGHELA ¥ — 7 = — AT D B E W HE,

Ko<y REMATH720ICE, FRA ¥ —7 2 —ATHR— MRiHEhE. 2o, FRIHEIEZ AT 5 LEH
5%, (dotlx port-control =~ > | auth-mac enable =~ > N auth-web enable =~ >~ . auth reauthentication =
< R)

[BREH

LAN AN— b #1 OFEBRERFR O E 2 1200 IS5 ET D,

SWX2310P (config) #interface portl.1
SWX2310P (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — N\—2{kD|5ERE B REE O E
E=Y

auth timeout server-timeout time

Il

no auth timeout server-timeout

[XTA—=H—]
time ;. <1-65535>
RBREZL RIS D REREY — =72 b DISERF H AR (F))
[FIHEE]
auth timeout server-timeout 30
[AF1E— F]
A VB —=T 2= RE— R
[FLHA]

KRA B —T 2 — A THR— NRAEEIT 9 & D, RADIUS — "—2{K0 5 DISERF LR 2 3% ET 5,

no JBERCHEAT LI=HA 1%, WHIRTEIZR S,

[/— ]

A< RIXLAN/SFP R— h B L UGRERA ¥ — 7 = — AT DB IE Al e,

NG Y]

(radius-server timeout =< > RDFREMH) x (radius-server retransmit =~ > KO EME + 1) x (RADIUS ¥—/3—%%)
PLEIZT 2R H 5,

Ka<wr REERTH0120E, B, v F—T 2 —ATHR— MliHEEEZ AN T2 LENH 5, (dotlx port-

control =~ > | auth-mac enable =~ > N, auth-web enable ==~ >~ )
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[ EH]
LAN R— b #1 OFEFAFERIZHKT D RADIUS Y — S —2 KD B 4 LI 2 180 MR ET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth timeout server-timeout 180

5319 %7 U v MEBRFLEEBORE
[EF=]

auth timeout supp-timeout time

no auth timeout supp-timeout

[/NT A —=HF—]
time : <1-65535>
BTV RS DINERE BRI (R)
(AR E]
auth timeout supp-timeout 30
[AJIE— ]
A HF =T z—AE—F
B

KRA L F—T7 ==K LT, A= FRREZAT O L EDOY T U I 2 R 9 b DISERF B 23R ET D,

no JIEITIAT L2 GA 13, WIHIREITR D,

[/—}]

A3~ FIXLAN/SFP A"— B X OGREEA ¥ — 7 = — AT D Bk iE I hE,

ARa<r REFEHT L2000, SR A v ¥ —7 2 —ATHR— MNRIHERRE F N T 20N H D, (dotlx port-
control =< > R, auth-mac enable =~ > [, auth-web enable =~ > R)

Bl

LAN R— M #1 DY 7V 2 b6 OISEFF B A 180 FMICERET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—K X F DFRE
EEN

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—TU—F]
auth-port : RADIUS $— N—DF8FEH UDP A — hEEARET D
timeout : RADIUS $— 3=~ DERIT S 5 BRI 2 5E %
retransmit : RADIUS $— R —~DESKRFEREEZRET D
key © RADIUS —/N— & OfERIZMEHA T 52T — RERTET S
[T A—F—]
host : IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 R L A(X:X::X:X)
IPV6 U 2/ — AT KU AREET HE O, WA v ¥ — 7 = — A BISET 2 LB S
% (fe80::X%vlanN DJEZF)
port 1 <0-65535>
FORIEA UDP A8 — M &5 (A SRR I WIME D 1812 2T 5)
time : <1-1000>

BRI (FD) (48 WS I 1. radius-server timeout =2~ > RE%E I 5 FIHZHE D)

count ;. <0-100>
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TSR 0L A1 (44 M BT radius-server retransmit =< 2 K% ERIHUE 3 [E)IZHE D)
secret DOPARET R IO, 7 AR 2R EAEL (128 SLFLIN)
HAH AT — REE IR radius-server key 2~ > REREIZHE D)

(IR E]

L

[AJTE— K]

Ja—\)ary7 4L — g E— R

[FREA]

utqu“ﬁ-‘—/\—) A ]\ ﬁ'_/*\“—%iﬁﬂlﬁ—éo

RT M) —iI8 TH D,

no B TCa~r REETLIEGAIE, BE LY — =% — =1 X s G HIERT 5,
[/—}]

X EMEIT. (radius-server timeout =~ > KO EMH) x (radius-server retransmit =~ > KO EE + 1) x (RADIUS
—/X—%0) OfEEiA3, auth timeout server-timeout =~ > KOFREMENIZ/2 5 L ) ICHHETI2XLERNH 5,

LLDP H #7% EREHE TR S N7 radius-server host 7~ ROKREICIL, —MARHRETHDL Z L2 #
F"dynamic"A 7' Y 3 UMTE &S, "dynamic"A 7 Y a UM E STV A A write 2~ REFITLTH A
A=K T v Tar7 4 JITRFES AR,

[BREH]

IP 7 R LA 192.168.100.100, J&EFFHEIFR] 10 B, BEOREFEREELS Bl & U CRRREY— 3 — U X MZIBINT 5,
SWX2310P (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP7 Rl A 192.168.100.101, FEFEH UDP AN— K 1645, L6 /3A U — R abede" & 7BFEY —/S— VU X MZBMNT 2,
SWX2310P (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

H— 71/ RADIUS —/N—ZG8FEY —"— U 2 MTBEINT 5,

SWX2310P (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS —1_— 1 EBb1- 0 OEEE LM ORE
(&R

radius-server timeout time

no radius-server timeout

8T A—F—]

time : <1-1000>
SORIGE R R] (7))

(AR E

radius-server timeout 5

[AS1E—F]

Jua—n"narz4 s b—varE —NF

B

RADIUS #—— 1 BH 7= OJSBE LI 2% ET 5,
n B Tavr FEEITLEZEAIL. VIHHREIIES,

[/ —F]

radius-server host =~ > R CH — R —[HH OERIGEFHEIF AR E STV SES . radius-server host =~ > N
DFREIHED

X EMIT

(radius-server timeout =~ > K DR EfH) x (radius-server retransmit =~ > KOREME + 1) x (RADIUS H—/3—%%)
D73, auth timeout server-timeout =~ > RO TEMENIC/2 S L 9 ICTHBTAINERH S,



[ EH]
RADIUS #— 13— 1 & 720 OISEFF LR % 10 B ET D,
SWX2310P (config) #radius-server timeout 10

5.3.22 RADIUS ¥ — N—~DERFIERE DR E
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[

radius-server retransmit count
no radius-server retransmit

[T A—F—]
count : <0-100>

SRR
(AR E]
radius-server retransmit 3
[AS1E— ]
Jua—m\)arz74 g b—varE— R
[FHA]
RADIUS #— =~ O ERF L & R ET 2,
no A Ta~y N FETLIELEIE. WIHREIZR D,
[/— k]

radius-server host =~ > N TH— X —[EHF OB R FIE[AE DGR E

EIZHED
[B%E B
RADIUS H—/N—~DHERFXEEE 5 FIIRET D,

SWX2310P (config) #radius-server retransmit 5

5.3.23 RADIUS ¥ — N—IF AT — RORIE

INTWBE4E. radius-server host =~ > KDFX

EEN
radius-server key secret
no radius-server key

[73T A =4 —]
secret o HEHERZT— R
AEHT B L, . AR— 2B LA (128 STFELA)
(AR E]
no radius-server key
[AJTE— K]
Jsua—nmnarz 4 b—va e —R
B

RADIUS $—/3— L OIRGEHRHIEA T 2GR T — REHRET D,

no R Ta~ o FEFETLEEEIL. VIHREICRES,
[/ — ]

radius-server host =~ > R CH— —[EHADOHHE AT — RRRESNTWDEE. radius-server host =~ KD

RN,

[BXEH]

RADIUS #—_— L D4/ 2 T — R & L C"abede" 5 R ET 5,
SWX2310P (config) #radius-server key abcde
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5.3.24 RADIUS ¥ — X —fit F{ | RE ] D% &

[EFX

radius-server deadtime time
no radius-server deadtime

[23F A —%—]
time ;. <0-1440>
RADIUS —/N— D A IHEIRER (47)

(AR E

radius-server deadtime 0

[AJIE— K]

Jsa—n"narz4 7 b—varsE —NF

B

RADIUS #—/R—=~DERNZ A L7 7 h Lo L &, &Y — S — O 2 i 9~ 2 R 2 50E T 5,
no JERTa~r REFATLIEGEIE. WIHREICRK D,

(BB

RADIUS H—/X—fli ISR 2 1 2R ET Do
SWX2310P (config) #radius-server deadtime 1

5.3.25 RADIUS % — —|Z#H19 5 NAS-Identifier DR E

[EFX]

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

[7XT A —%F—]
line CORRBISCE (253 SUFLIN)
NAS-Identifier JEM: & L CER T T DEE DO LFH
(#1132
no auth radius attribute nas-identifier
[AHE— K]
Jua—n"ppar7 4 J—yarE—FK
[ﬁ%]

FSRAEREREIZ B\ T, RADIUS H—/3—|Z NAS-Identifier B & L Tl 21EE O LA 2R ET 5,
Kﬁﬁ%bkﬁﬁi\mmws%wﬂﬂiMﬁMmﬁaEﬁkbf BENL ., BREEHIBR LIS TEma =R
Do
no B Ca~r REEITLELAEIE. PIHREIIED,

[ EH

RADIUS Y —/N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] &> F9d 5,
SWX2310P (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 A — FEREEIFB DR

E&y
show auth status [interface ifname]
[F—TU—F]
interface D BEDA L E—T 2= ADERDO B EFTRT D
[/3F A =4 —]

ifname LA —T 2 — AL
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7z — A

R RE DREIRTE, B L OBUEDRRREREZ F T 5,

BT DA H—
[AJ1E— K]
FEHFHE EXEC £— N, F§#E EXEC E— R
[
A=k
[ EH]
N— MR AR T D,

SWX2310P#show auth status
[System information]

802.1X Port-Based Authentication

MAC-Based Authentication
WEB-Based Authentication

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Authentication status
Clear-state time

Interface portl.4 (down)
802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Server timeout
Quiet period
Controlled directions
Protocol version
Clear-state time

5327 %7V b v MEBROFRTR

Enabled
Disabled
Enabled

Not configured

(port:1812)

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

Authorized

Not configured

Force Authorized
Disabled (configured:disable)
Enabled (configured:enable)
Multi-supplicant

Disabled

Disabled

Disabled

3600 sec

2 times

30 sec

30 sec

60 sec

In (configured:both)

2

Not configured

(configured:-)

[EX]

show auth supplicant [interface ifname]
[F—U— 1]

interface

BEDA v H—T 2 —ADEFERO LA FRT S
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[7%F X — & —]
ifname DA HE—T 2 — R4

FRTHA LB —T 2 —RA

[AF1E— K]
Kt EXEC £—
[FEA]
A= MRAECB T 297V B MERERTT S,
[BRE ]
LAN AR— R~ #1 OV 7V > MEHRERTT D,

SWX2310P#show auth supplicant interface portl.1l

Port MAC address User name Status VLAN Method
portl.l 0011.2233.4455  user Authorized 1 802.1X
5.3.28 FEHEBMOFT
&y
show auth statistics [interface ifname]
[¥F—TU—F]
interface BEDA v B —T7 2= ADHAERO I E FRT 5
[P85 A — & —]
ifname LA H—T 2 — AL
BERTHA L HZ—T =z —R
[AFIE—F]
FERFHE EXEC £— . %5 EXEC £— F
(@]
N— FRREICEB T 537 v P ORMEHERERTT 5,
[BXE B

LAN " — | #1 OFFHEREZFRRT 5,

SWX2310P#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version 1
Last EAPOL source 0011.2233.4455

Transmitted frames 11
EAP Request ID 1
EAP Request 9
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets 10
Access Request 0
Access Challenge 9
Access Accept 1
Access Reject 0

Transmitted packets 10
Access Request 10
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5.3.29 HEHEHRDO 7 VT

[EX]

clear auth statistics [interface ifname]
[FF—U—F]
interface D REDA L E—T 2= ADKEHERO A E T VT T
ST A—F—]
ifname DA E—T =4

BRI DA H—T =—R

[ASE— K]
FiHE EXEC £— R
[BLFA]
A— FEREICBIT 537 v hOREHEHREZ 7 UV T35,
[BREH]

LAN 7R— b #1 OfaHEwE 7 V73 5%,
SWX2310P#clear auth statistics interface portl.1l

5.3.30 RADIUS ¥ — N\—REFHMDE R

[ER]

show radius-server
[AJ1E— K]
¥iHE EXEC £ — K
B

RADIUS H—_—{ZT 5% EEHRER~T D,

FRREY—/N— U 2 MZEEE L Todh D RADIUS Y — S— D% EG (T —/N—AR R b §RFEH UDP A— &=, LA
RAT — R BRISEFHERER . BORFREREE, — N— IR 2 ZrT 5,

[ EH]

RADIUS #——IZHT 2R EFME LT D,

SWX2310P#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 2 3

Deadtime : 0 min

5.3.31 Web FREERRIHHE DU X4 L 7 b5 URL OFRE
BN

auth-web redirect-url ur/

no auth-web redirect-url
[/NT A —=HF—]
url DB R KUNEATRE S (oK 256 30F)
UKA L2 FJed URL
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[FIHEIERE]
no auth-web redirect-url
[AF1E—F]
Ja—)ar7 47—y g F— R
[RLBA]
Web BRERKEIIZY 44 V7 N3 2% URL #f5ET 5,
no JER CEAT LB AITRRIER DY X1 L7 MEREE T 5
[/— 1]
"M &G NAUIEURL ZHET D Z LIXTEEE A,
[BEH
Web FBRERR IR D U XA L7 AT http://192.168.100.200 Z 5 ET 5.

SWX2310P (config) #fauth-web redirect-url http://192.168.100.200

5.3.32 BIEKRED 7 VT

EV
clear auth state [all] [interface ifname] [supplicant mac-addr]
[¥F—TU— k]
all D BRTOV TV FORFEREEZ 2 U TS
interface CREDA L E =T 2= AR STV DT I FORGEREEZ 7 VT TS
supplicant D BEOY U NORFEREE S VT T3
[73F A =4 —]
ifname DA E—T 2 — R
VTS HA 0 H—Tz—R
mac-addr : hhhh.hhhh.hhhh (h (% 16 #£%)
KD MAC 7 R L&
[AF1E—F]
¥ EXEC E— I
B
V7Y bOBRERIEEZ 7 VT D,
[EE B

LAN R — M #1 IZHERE STV DT 7Y 1 b OFRGERIER 7 U T3 5,
SWX2310P#clear auth state interface portl.1l

5.3.33 BIEIREED 7 U 7T AL DR E(T AT D)

&

auth clear-state time time
no auth clear-state time

ST A—F—]
time 1 <0-23>
POREREEZ 7 U T D IR
(IR E]
no auth clear-state time
[AS1E— ]

Jua—nN\)narz 41—y arsE— R
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[RLBA]
VAT LRI T o P OFERERIEE 7 U T T A 2R ET D,
no BN THAT LG AL, RGERIEAE 7 U T 3 5L O EZHIFRT 5,
[/ — 1]
A LS =T = KSRIERIEE 7 ) T T HRARRE ST BHA, A v 5 =7 == ACTIE SI A TRAE
KEDOZ VT %179,
[BREH]
VAT LERTY TV A2 P OBIRREE 7 VT DR & 12 FRICERET D,
SWX2310P (config) #auth clear-state time 12

5.3.34 FBAEREED 7 V) 7 I BB DR EA v H—T = —R)
(&R

auth clear-state time time

no auth clear-state time

[T A—F—]
time 1 <0-23>
REREZ 7 U T D R
(AR E
no auth clear-state time
[AJ1E— ]
A =Tz —AE—F
B

RIGA B —T oA RZH TV B FORIEIRIEE 7 V) 7T DA 23R ET D,

no A TIAT L7, BARREEL 7 U 7§ DRI O E 2 HIBRT 5.

[/—}]

ARza< > RIZLAN/SFP AR — hEB X OGHELAS ¥ — T = — AT DB E A HE,

HRA L H—T 2 A ATV AT ARRICEIEREE 7 U T T 0RABRESNLTNTH, KRa~vy RTREIN
T-REZ CREGEIREED 7 U T &#4T 5,

[ E B

LAN R— b #lLiZERc SN 7 U > b ORREREEEZ 7 U 7§ 2054 % 12 FRZERET 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #auth clear-state time 12

5.3.35 Web SRFEEIE A A X ~A AAT7 7 A VORE
]

copy auth-web custom-file all src_config num dst_config num

copy auth-web custom-file filename src_config_num dst_config_num

[F—T—F]

all D E2TO Web BAERH I AL~ A A7 7 AV EaE—T 5
[/3T A—HF—]

filename DA L ONEARL

Web ZEEHE I AZ~A AHATZ 7 ANDT 7 A4 NVE
src_config_num D ab—gnar T 4 JEE
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dst_config_num

B FLEA
0-4 AE— T v Farr 4 r&kE
sd SD 71— K

av'—eoar T 4 IS EKE

B EE B!
04 2B = T v FarT 4 S&kE
sd SD /71— K

[ASTE— K]

HrbE EXEC £— R

ﬁ%]

Web #2 AN ﬁﬁx&74z\‘ﬁﬁo)77/{/1/%3to*"§—éo

[/—F]

SD 51— FMMBAA v F~ Web BAEEEI I A X~ A AT 7 A VEab —F 25513, SD 1— RN /FfE4/
startup-config/web-auth/ |24 7 7 A L EFHE L T 72 X0,

SD 1 — RB~< 7 2 F S TWRUVREETIX, SD #— RN® Config # X RIZL TARa~v L REETTHE=T—L
%,

(B EH]
TO Web iRFFEE A AL ~A A7 7 A NVESD H—FKNWHAX— R T v a7 4 7 # ~abt—3 5,

SWX2310P#copy auth-web startup-config all sd 0

5.3.36 Web BFFEE I A X~ A X7 7 A4 LV OHIER
[EF=R]

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[¥F—U—F]
all D 2T Web iRAEETE A A X <A AT 7 A VEHIBRT 5
[/ A —&—]
filename DA LONEARL S
Webuuu ﬁﬁx§’\74’f‘ﬁﬁ77/})/lx@774}/b%
config num a7 4 T
REE WA
0-4 AR—= N NT v T a7 4 V&S
sd SD #— K
[AF1E— ]
¥iHE EXEC £— F
[RiAA]
Web FBREH [ A A X~ A XA O 7 7 A NVEHIRT 5,
[/—}]
SD 71— KRB~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHEZT—L
25,
[ EH]

logopng # A% — N7 v a7 4 7J# O HIBRT 5
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SWX2310P#erase auth-web startup-config logo.png 0

5.3.37 EAP /R R R )L— DR E
[

pass-through eap switch

no pass-through eap

[8F A—F—]
switch : EAP /XA A L—D#EIE
REME 2

enable EAP /N A Z )L —Z 2T 5
disable EAP /XA A )L— % 523 %

[WIHIRRE]

pass-through eap enable

[AS1E—F]

Ja—\)ary74JL—y g T — R

[REFA]

EAP /XA A )L— DN BN 280 2 . EAPOL 7 L — ADERE AR &2 & ET 5,
disable #f58E L728%5H 1%, EAP 7 L — A2 WET 5,
no BN CTHEAT L7285 G. £721E, enable Z2$57E L7841, EAPOL 7 L — A% #5157 5,

[/—F]
802. 1X FRFEMEENH RN 72 A v ¥ — 7 = — AT DWW TIFRFEEEE A B/ L, EAP N A X)L —OREIT#EH S,
Bl

EAP /N A A )—Z BT 5,
SWX2310P (config) #pass-through eap disable

54 FR—hEXF2UT 14—

541 R—bEF2) T 0 —HEEORTE
B

port-security enable
port-security disable
no port-security

[F—U— K]
enable D A= hEX2 VT s —HREEAEDCTD
disable R — bR YT RN D
(AR E]

port-security disable

[AJIE— F]

A HF =T z—AEF—F

B

RRAH =T 2 —RIH LT, A= bEx2 VT 0 —EEEZHIZT S,

no B CTHEAT L7=HA. F2id, disable 2 E L7-HAIE. FHBA X —T =2—ATHR— X2V T 4 —HHER
T 5,

[/—}]

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al e,
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R—btFa T —HREEADNC LIERERT, BRINTORVEERITEFESND,
[BREH]
LAN R—h #1 OFR— b X2 VT ¢ —HEEZHENT D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #port-security enable

5.4.2 ZFF] MAC 7 R L A& é%

[F=

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—VU—F]

vlan : VLANID #4587

[NT A—=F—]

mac-addr : hhhh.hhhh.hhhh (h 1% 16 %K)
D MAC 7 KL A

action : mac-addr 56D 7 L — LI B EE
REE Bk
forward LTS B

ifname : LAN/SFP AR— M EiFfmdA v ¥ —7 = — X
XHHEDA X —T 2 — R4

vian-id  <1-4094>
%52 VLAN ID

(IR E]

7L

[AJ1E— K]

Ja—)ary 74—y g rEF— R

[RLEA]

R=btxa T4 —ZAMNLIAR— P THRIEZFAT D MAC T FLRAEREKT 5,

no A TIAT L7213, BERZHIFRT 5,

[BEH

MAC 7 R L & 00:A0:DE:00:00:01 2, LAN AR— k #1 OFF A7 KL R & LTRERT 5,
SWX2310P (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 X2 VT 4 —ERFEOBIEDOHKE

[EFX

port-security violation action

no port-security violation

[T A —&—]
action DA — b EX 2T —EKEOENE
B{EE— K A
discard VAV RN &

shutdown Nl N S N AV
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(AR E]

port-security violation discard
[AJ1E— ]

A HF =T z—AE—F
B

RGA A —T 2 — R ZH LT, R—bexa VT ¢ —EXFEOBET 7 v a VERET D,

no FECHEAIT LG AR, WIHIEREIZKE S,

[/—}]

shutdown E— R Ty ¥ v M U Iizdh— F&EHIES5E1E, noshutdown 2~ REHWS,
A~ FIZLAN/SFP A" — M B X OGRBEA » F — 7 = — AT D Ha& iE W hE,

B!

LAN R — b #1 OEXFOEELR— M F T NIEET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #port-security violation shutdown

544 F— X2 VT 0 —FERORT
EEN
show port-security status
[AFTE—F]
F#kE EXEC £— R
[
R—hEX=2 T 4 —lFREETT D,
[FE B
R—hEx2l 70 —HREETT D,
SWX2310P#show port-security status

Port Security Action Status Last violation
portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
5.5 = 7 —fRiigEee
5.5.1 errdisable JREED> & D B B)1E IHEEBE DEX TE
(]

errdisable auto-recovery function [interval interval]
no errdisable auto-recovery function

[F—U—F]

interval © BEVME IR O E
[2XT7 A =& —]

function : errdisable DJRK & 72 5 H e
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BRIEME il
bpduguard BPDU 7/ — RE&RE
loop-detect J— TR B RE

interval : <10-1000000>
HENME IR % £ TORBE)
[(WIHIRRE]
no errdisable auto-recovery bpduguard (BPDU # — RE&HE

errdisable auto-recovery loop-detect interval 300 (/b — 7" # HHF&BE

[AJIE— F]

Ja—r\)varz 4 —yarE'w—R

[

T T — R HHEREIC K o T errdisable IRREIZ 72 o 72 & S ICHBIRIICE IR T 28884 AN LT, AEMEIRT 2 £ CTORE
MaERET D,

interval 28 L725613. 300 BPOVERE S 415,

no JEATHEAT LG G13, HEVEIRMEED BRI L 72 5,

[/—H

Ko< Ra&FEITT HA1C BPDU #'— REEREIC X - T errdisable tRA&IZ 72 > 72 LAN/SFP AK— h Cld, ¥[a] BPDU %
M L7z & SITREDEEN RSN D,

[EEHl]

BPDU 7/ — KT errdisable JKE&IZ 72 > 7 & SO HEEIRZ AR L, EIFKFEHZ 600 #1235,

SWX2310P (config) #errdisable auto-recovery bpduguard interval 600

JL— 7R T errdisable IRREIZ 72 o 72 & O BENE B & ENICT 5,

SWX2310P (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHBEEDBERKT

[EX]
show errdisable

[AFTE— F]
FERFHE EXEC *£— K, F##E EXEC £— K
B
=T —RHEBEREDEREFTRT D,
UTFOHEENERIND,
o errdisable JREED & O HENVE H DA DG D
o errdisable JRAED A  H — 7 = — AR L O T —Z R L7-HfE
[ EH]
=T —RRHEREDIE R A2 FKRT D,
SWX2310P>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason
portl.1l BPDU guard
portl.7 Loop detect

sal Loop detect
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5.6 PoE

5.6.1 PoE #5 EEMERE DR E(R AT )
E&Y

power-inline switch

no power-inline

[/3T A —HF—]
switch © VAT LEROD PoE FEMTEDRRE
REME Gk
enable VAT LAERD PoE #aERKREZ AN D
disable VAT AEIRD PoE (A EMEE R NI B
[WIHIRRE]
power-inline enable
[AJTE—F]
sua—\)arz 4 b—varE' =R
[

VAT LERTO PoR FREMEEDF R - MW ERET D,
no T THEAT L= AT EIC R 5.
[/—F]

VAT LERD PoE M BAEREN A N2> TV ThH, fABIDOR— b Z L ICHBEENEDNICINTWDEGE, £
A— MIAEEREBEN LN 72D,

B&l]

VAT LK TO PoE MRERERE A H T D,

SWX2310P (config) #power-inline enable
AT KR TO PoE faBEIHRE & N2 T2,
SWX2310P (config) #power-inline disable

5.6.2 PoE #aBHERE DR E(M v F— T = —X)
[E

power-inline enable

power-inline disable [delay time]

no power-inline

[*—7—F]
enable D XA v H—T = —AD PoE #EMEEE AT D
disable D ORBRA H—T = —AD PoE #AEMEE BT D
[P35 A—%—]
time : <1-3600>

KRR I £ T OIRIER (D)
[FIHR ]
power-inline enable
[AS1E— K]

A E =Tz —RAE—F
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[RLBA]
KA 2 S —7 = — A0 PoE FAEIIEDATS) M ETET B,
no A TIHAT L7 A I3 EIC R D,
faEls I CORERM A FEE L7cHa, 2~ v FETHLIERFRETZ IZ power-inline disable 735% & S5,
F7-. LLDP (T X % BB EHHE(Idp auto-setting) 73 A 2N 70556, Ao malT (LB IEHIHRE O v~ IR AP 123 LT
WEEILOXY A I v 7R Emsh b,
[/— 1]
PoE R— MRS ClE A~y RETZ T — L0 %,
AP =T 2= AF— FTHREBENADNTR> TN TH, LITOLEIIHE SR,
© VAT LERD PoE MEMREN TN o> TWD S
XAR— R vy ME T RETHIREILG T 5,
eI IR TP IR B AR L WD T2, T =7 a7 ¢ 7 ETiE power-inline enable & L THibi 5,
(B E ]
portl.1 T® PoE #aEEMEREZ AN T 5,
SWX2310P (config) #interface portl.l
SWX2310P (config-if) #power-inline enable
portl.1 T® PoE #aEERERE 2 HNIZ T 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #power-inline disable

5.6.3 PoE " — K DT DR E

[EFX]

power-inline description /ine
no power-inline description

3T A—5—]
line D64 LN OBER T

[FIEIERE]

L

[AJ1E— K]

A B =T 2—AFE— R

[FLFA]

PoE A" — MIHE T 5 PD s DR LA R ET 5,

[/— 1]

% E L 72t 3CId show power-inline =~ > R TR/ R I 5,
[BREBH]

portl.1 [ZFE#E T 5 PD HEaR DR & L CT'API"2 R ET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #power-inline description APl

5.6.4 PoE N — N DR EBEILE DRE

[EFH]
power-inline priority priority
no power-inline priority

[/3T7 A—5F—]

=&

I

P

priority
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RIEE B!
critical a ]
high =
low {159

(AR E]

power-inline priority low

[AJIE—F]

B —Tz—AEF— R

(LA

HRA =7 == ADRFEEREZRET D,

BAR— F ORRUHEE I MG FTREE /) LR A BBl 725813 BEIRMLO S o & bIRVWAR— F~DIEEIF T D,
no A TIHAT LGB I3 EIC R

[/— k]

FA ML X show power-inline =~ R TERIND,

[ E ]

portl.5 DFFEMEIEE % high(F)IZT D,

SWX2310P (config) #interface portl.5
SWX2310P (config-if) #power-inline priority high

5.6.5 H— KAV ROHRE
(&=

power-inline guardband watts

no power-inline guardband

[73T7 A =4 —]
watts 1 <0-30>

H— KR ROE(W)
(IR E]
power-inline guardband 7
[AJIE— K]
Jsa—nmNvarz 47 b—va e —R
B

H— RN RERET D,

H— RNV Rk, REOBEEILZP SToOIZRET DU TREE ) EIRICH L To~v—T 0 Th D,
AR ATRETE N3 H — R RELF & 22 o 72354, PoE iR— MIHTT-IC PD BESR 2 Baft L CH MBS N2,
OW ZH57E LA, U— RNV RIZEMEL Zevy,

no I CTHEAT LI B IIHIMIRE IR 5,

[/—H]

[ EH]

H— RN RE30W 12T 5,

SWX2310P (config) #power-inline guardband 30
T — Ry REBENT D,

SWX2310P (config) #power-inline guardband 0
H— KA R % MR E IR,
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SWX2310P (config) #no power-inline guardband

5.6.6 PoE #aEIFHRDE R

EN

show power-inline

show power-inline interface ifname

[/XT A —F—]
ifname PoE &~ — k
[AJ1E— K]

FEFFHE EXEC £ — K, 45#E EXEC £— K

[FiA]

PoE " — M DB R EERTT D,
ifname ZARET D & FFED PoE R— N OFEMMIER A2 FKoRT 5,

[/ — P}
[ EH

PoE B F M A £ T 5,

SWX2310P#show power—-inline

PoE Status

Available Power 124000mw
Used Power 20500mw
Remaining Power 99500mw
Guard Band 7000mwW
Operation Status: Enable

PoE Interface
Interface Admin Pri Oper Class Power Max Description

(W) (W)

portl.1l Enable High* Powered 4 12000 29536* AP1
portl.2 Enable Low Standby n/a 0 30000 n/a
portl.3 Enable Low Powered 4 6800 30000 n/a
portl.4 Enable Cri Powered 2 1700 7000 n/a
portl.5 Enable Low Standby n/a 0 30000 n/a
portl.6 Enable Low Standby n/a 0 30000 n/a
portl.7 Enable Low Standby n/a 0 30000 n/a
portl.8 Enable Low Standby n/a 0 30000 n/a

* - Assigned by LLDP.

portl.1 DfFEEHRZ KR T D,

SWX2310P#show power—-inline interface portl.1l

PoE Status

Available Power 124000mwW
Used Power 20500mwW
Remaining Power 99500mw
Guard Band 7000mwW
Operation Status: Enable

PoE Interface portl.1l

Powered device type n/a

PoE admin Enable

Priority High*

Powering status 2-pair

Detection status Powered

Current power consumption 12000 mw

Powered device class 4

Powered allocated 29536 mW*

Powered pairs Signal (Alternative A)

* - Assigned by LLDP.
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 HERED
BN

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAEEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—\varz4 7 b—va e —R

[FAA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ B

MAC 7 N L 2 EEEREZ AT D,

SWX2310P (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI & I3 EICK 5,

[/ —F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWX2310P (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

E&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T FLAZIRET D
vlan : VLANID #f8ET %
interface DA E—T 2 —AERET D
instance D MST AV AF L AZFRETD
[73T7 A —=HF—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLAT =T Vinb B A F Iy 7w M) —&HIRT 5,

F—U— RFEEELLHEE. HERMHC—B Lz b =R EHIRT 5,
XF—U—RERELRWEEIEL, &2 TOXAF Iy 72 N —%HIBRT 5,
[BAEBI]

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWX2310P#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/RT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 KL A
action : mac-addr 56D 7 L — A% A ENME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 41— — R

[FREA]

MAC 7 VAT —TNVIZAZT 4 v 72 b)) —%5E5kT 5,

action \Z forward R E LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZBELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — A%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7238 1L. VLAN#l DR ESND,

[/—F]

action \Z discard Z 3R E LT, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A BETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.FFFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 35 & 9 Békd 5,
SWX2310P (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC & — R, 5+ EXEC £— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o TV MNU—OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWX2310P>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—&—]
ifname DRI HA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaE A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9% VLAN ID
[AT1E— K]
FERFME EXEC £ — N, ¢ EXEC E— I
[FHA

FDB = F VIZHHFINTWS MAC 7 RL A AEFRT D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
S,

[ E B

FDB = F V2B SN TWS MAC 7 RL A A F T 5D,

SWX2310P>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
sua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 12th D VLAN E— RIZBATT 5,
[/ —h]

VLAN E— b7 a—\var 7 4 7 b—v g — NIZRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWX2310P (config) #vlan database
SWX2310P (config-vlan) #

622 VLAN A L Z—T7 = —ADRE

1211

EEN!
vlan vian-id [name name] [state state]
no vlan vian-id

[F—TU—F]
name : VLAN OA4HIZRET S
state : VLAN OIREEZFRET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ORNEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REHE B
enable T U— LERET D
disable 7 L —AEEEE LR
[FIHIERE]
mL
[AJTE—F]
VLAN &— K
B

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT L2 EIL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 #70 VLAN ID)DSE%E S 5,
state M L7-855 1%, enable BERE I NS,

disable Z45E L7285 A1%, Mi% VLAN A V¥ — 7 = — A~OREIXETHIBRE L E T,
[/—}]

BEIZ name WFRTE SN TW25 VLANID 2% L T, name ZE M L TR~ RERELEZHEIL, BEICRE
% name DFEFEFINIRUN,

vian-id \Z#3D VLAN ID Z#$8E e, 7277 L., #H3 D VLANID 2T L7-8451%. name ZFEETH N TE 2

AN

BERET HE. UTFTO LI, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ T EIRT 5585 2-4

« VLAN#2 & VLAN#4 23R 5586: 24

[ EHi]

VLAN #1000 % Sales &\ 9 4RI CiXET 5,

SWX2310P (config-vlan) #vlan 1000 name Sales

6.2.3 77 A X— | VLAN OF&E

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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55 A —s—]
vian-id o <2-4094>
vlan =~ R CRE S 41TV % VLAN ID
type i 774 ~— | VLAN O]
REME A
primary 774~ Y — VLAN
communit EHUH Y —VLAN(Z S 2 =F ¢ —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHIRRE]
L
[ASE— R
VLAN &— K
[BA]

vian-id % 77 A4 X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 14— VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —}]

O32=2FT 4—VLAN ¢ LCRETDHE, 7794~V —=VLANDOD a2 I AHAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB L7 A Y L — k VLAN
WATBT AL v X —T 2 — AL ILRECTE 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDLBETLHIENTES
N, AI2=F A —VLANBLORT A YL — | VLANIZFTBTAMDA v 2 —T = —RA LI TBETE L5,

B!

UFD7Z A4 ~_X— K VLAN Z&ET D,

+ VLAN#100: 77 A~ U — VLAN

« VLAN#101:® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#102: ® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#103: 5> % U — VLAN(7T 4 Y L— b VLAN)

SWX2310P (config-vlan) #vlan 100

SWX2310P (config-vlan) #vlan 101

SWX2310P (config-vlan) #vlan 102

SWX2310P (config-vlan) #vlan 103

SWX2310P (config-vlan) #private-vlan 100 primary
SWX2310P (config-vlan) #private-vlan 101 community
SWX2310P (config-vlan) #private-vlan 102 community
SWX2310P (config-vlan) #private-vlan 103 isolated

624 774~ — VLAN IZX$BEH & U — VLAN OFERE
BN

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vian-id association

[F—U—F]

add © fEE L7 VLAN % B#AHT %

remove © fRE L7 VLAN OB T & HIBR$ 5
[/3T A —F—]

vian-id o <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET2HE. UToX oz, """ "2 fH+sZ L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FLAA]

FFIAX—=FVLANDZ T A<V —VLANIZX LT, B XU —=VLAN(T A YL —K VLAN, 23 =2=7 (—
VLAN)D BEAF T &2 3 ET 5.

add ZF8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTHEIT LeHalE. 774~ Y — VLAN ~O B 1T 2 X THIFRT 5,

(B EHI]
UFDOTZI7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U—VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: %5 >4 U — VLAN(7 A Y L — k VLAN)

SWX2310P (config-vlan) #vlan 100

SWX2310P (config-vlan) #vlan 101

SWX2310P (config-vlan) #vlan 102

SWX2310P (config-vlan) #vlan 103

SWX2310P (config-vlan) #private-vlan 100 primary

SWX2310P (config-vlan) #private-vlan 101 community

SWX2310P (config-vlan) #private-vlan 102 community

SWX2310P (config-vlan) #private-vlan 103 isolated

SWX2310P (config-vlan) #private-vlan 100 association add 101
SWX2310P (config-vlan) #private-vlan 100 association add 102
SWX2310P (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNEFTRLA— NDFRE

[ER
switchport mode access
(IR E]
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
WA Z =T 2= ZAOR— M EZT 7 E AR — MTRET D,
[/— ]

Kz~ FIE LAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N— F DRENER SN D,

A—RNERE T 7 R— 067 78 AR— MIEE LA 1L, switchport trunk allowed vlan =~ > KO E
k & O switchport trunk native vlan =~ > K D% E S #I IR E )qué

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
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[ EH]
LAN R— kN #1 27 7 B AR — MR ET 5.

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LAR— b)DFTE VLAN DRE

[F=

switchport access vlan vian-id
no switchport access vlan

3T A—5—]
vian-id o <1-4094>
FTJ&4 % VLAN ID
[FIHIERE]
switchport access vlan 1
[AFIE—F]
A H—T2—AF—R
[RLRA]
RGA B —T 2 —ANT 7 EAR— ML LTHTET 5 VLANID Z3%ET 5,
no JER THEAT L2 B3R E IR D,
[/— 1]
A3~ Rid switchport mode access =~ > RV E 4L TV 5 LAN/SFP AR — B L UGRELA & —7 = — R |ZD
HE% TE IR,
WA A — T 2= AERBLE L TR RERE LSRR, 2O ¥ —T7 = —RBT58TO
LAN/SFP R— F DRRENE L I D,

AR— MNERZ N7 7 R — MIEE LELAIE, Ka~vy FORENPYIHEEICKE D,
[RXEHI]
LANR— M #1 N7 72 AR — K& LTCHIRT 5 VLAN % VLAN #10 |Z3% 7 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #switchport access vlan 10

627 b7 I R— MNETFER— MNDORE

(BRI
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter AN T A —OEEERET D

[78T7 A —=F—]

action D AT v —0EE
BREME B
enable AT AN =TT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

mL

[AF1E—F]

AUH =T 2—AE— R
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[BLHA]

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
LEDH, TL—hElEET 5,

AN T 4 VB =BG EIE, TTOT L—AZiRET 5,

[/— 1]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA L H =T 2= AR E LTRAY Y FERELILSGAE, O =7 2= RAICFBRT22TO
LAN/SFP /R — M DR ENEHE I D,

R— MR ZET 78 AR— 5 T 7 A — MIERE L7z5ATL., switchport access vlan =~ > K O3 E 23 A%
EINZR D,

FZ > 7R — k& LTHET S VLANID |4, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[ E ]

LAN KR—hF#1 % b7 7 KR— MIRET 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #switchport mode trunk

628 T U AR— MNE TFHE R — F)DPTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all ¢ ovlan a7 FTHREIINLTWAHTNTO VLAN IZATE S5
none : 2TOVLAN OS5
add  FREL VLAN IZFTE S H 5
except © HEE L7 VLAN LSO, vian 22 RTREINTNDHTXTO VLAN IZFTE S5
remove : FBE L7 VLAN O iEXE 5
[3F A—F—]
vlan-ids o <1-4094>
vlan 2~ R TREIN TS VLANID
BERET 256, LT Loic, "R "2 HTHZ &
« VLAN#2 7»5 VLAN #4 £ CTH®RIRT 5545 2-4
+ VLAN#2 & VLAN #4 % RIRT 5355 2,4
[FIEIEXE]
7L
[AF1E— F]
A B =Tz —RAE—F
[RLBA]

SNBA LV HE—T 2—AN TR —FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID DN T X CHIBRS IV CAR— MNERINT 7 B AR — MIEFEIND,
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[/—}]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
TR TE AT HE,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
R— MER 2T 7 £ AR — MIER LEGEIE, Ra~y FOBRESYIHIREICR D,
all £721F except #FHE L TRE LIZGAIL, ZORICEE Lz vlan 2 v RONENFICKBEND,
all £721F except ZFHE L TRE LIZGAIEL, LTORELZITI &, FEV OFFE L TW% VLANID % add THREL

TEREICEEEND,

remove & f5E L CHT/E L T\ % VLANID ZHIfk L7 5%&
switchport trunk native vlan =~ > R CHT/& L C\\% VLAN ID #f5& L =556

except ZHHE L CaRE & 1T - 7%, add 257 L TR L Cu 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE L2 EICEE S5,

remove Z fEE L7 ICHTE L CWRW VLANID Z2f5ET 5 L =7 —IZ72 5.
Az~ R & switchport trunk native vlan =~ > ROREIL, BEELLE 2D,

Ko< R THE SE72 VLANID %457 L T switchport trunk native vlan 2~ > RZ % E L= E, fEEL-
VLANID 25k ESH 545,
switchport trunk native vlan =~ > N T E 41TV 5 VLAN ID Z 57 L CHT/ER S 72354, switchport trunk
native vlan none 23i%/E S 115,

switchport trunk allowed vlan add =~ > K C, vian-ids {Z"-"°" " 2l A G OE CTRE LHAE, ivwI—T g v
(Rev.2.00.08 LAFNIZIR T & aa~ o RRREICKRT 5, R e L TIIEFICHBETE R R WRErd 5, FERF:
switchport trunk allowed vlan add 101,103-105)

(B EH]
LANAR—h#l Z b T 7 R— MIERELTVLANR I &85,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport mode trunk
SWX2310P (config-if) #switchport trunk allowed vlan add 2

629 FT IR — MNFTHRER— M)DERAT 47 VLAN ORIE

[EFX]

switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : AT 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLAN ID
(AR E]
switchport trunk native vlan 1
[AJIE—F]
A B =T z—AEF— R
B

RRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZEE L72HAIE. XA T 4 7 VLAN BRENT/2 5, ZHICK VR A 2 —T =2—2ATIE, ZIELI=X V7%
L7 L —A5TET 5,

no B CHAT L7258 I3 EICE D,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
Fr R E W] e,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~vr FORENPVIHIREIZR S,
Az~ K& switchport trunk allowed vlan =~ > RFOFREIL, HEEL LD,
+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #f8E L TR~ RERE LHEG, BELL
VLANID 76t s ¥ b5,
« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHJE X ¥ 7244, switchport trunk
native vlan none 235X & S 415,
[ E ]
LANR— R #l % b7 7 R— MIRELTRA T 4 7 VLAN IZ VLAN#2 2R ET 5.

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #switchport mode trunk
SWX2310P (config-if) #switchport trunk native vlan 2

6.2.10 75 4 X— | VLAN OR— NEB|DOHE
[

switchport mode private-vlan port-type

3|

no switchport mode private-vlan port-type

[/3T A—HF—]
port-type © AR— hOBEME
R B
promiscuous 7' I AN AR— |
host RA RR—
[WIHIRRE]
L
[AJ1E— K]
A B =T 2—AE— R
(@]

WRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZ R ET D,

no R TEIT LA, MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN OREEHIFRT 5,
[/ —}]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z D AR E Al HE,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e FIFUIR—FPELTEIEL TS U F—T =2 — A

[B%E B

LANR—F#l 2702 I 2D AR— K, LANAR— F#2 KA FAR— MIRET D,

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #switchport mode private-vlan promiscuous
SWX2310P (config-if) #exit

SWX2310P (config) #interface portl.2

SWX2310P (config-if) #switchport mode private-vlan host

6211 54— K VLAN OF R F R— FOFRE
[EX]

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—T—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN 2% ET H
[78T7 A= —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TRREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L CREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE—FR
[RLEA]

MNPA L HE—T 2 —ANT T4 _X—=K VLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
&Y — VLAN ZBEfTT 5,

no WK TEIT LGS, JBA L H—T =2 —ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB LNk
H & Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— k& LT E I TV 5 LAN/SFP AR — M2 D&
B E P HE

pri-vian-id & 2nd-vian-id X, private-vlan association =~ > R CEHEfT T LN TV HMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N 5,

[BREH]

HBA L HE =T 2= AL FDOT T A ~_— | VLAN ZRET 5,

o LANKR—h#1: 7714 ~1U—VLAN#100, &5 > % VU — VLAN #101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &7 > % U — VLAN #103

SWX2310P (config)# interface portl.l

SWX2310P (config-if)# switchport mode private-vlan host

SWX2310P (config-if)# switchport private-vlan host-association 100 add 101
SWX2310P (config-if)# interface portl.2

SWX2310P (config-if)# switchport mode private-vlan host

SWX2310P (config-if)# switchport private-vlan host-association 100 add 102
SWX2310P (config-if)# interface portl.3

SWX2310P (config-if)# switchport mode private-vlan host

SWX2310P (config-if)# switchport private-vlan host-association 100 add 103

6212 5 A4 _X— K VLAN D712 I A H AFR— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add 774~V —VLANIZxT HEH &Y — VLAN 2% ET 5
remove : 774~V —VLANIZxT D&l &Y — VLAN ZHIkRT %
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE I TW% VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TV 5 VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254: 2,4

[FIEAER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN Z%E LT, EH % U— VLAN
& BT B,

R TCET LEES. MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X &Y — VLAN OBBEN T 28R 5,

[/ —H]

Az R switchport mode private-vlan =~ > RC7 R I AN AR — & L THEIN TS LAN/SFP A — h
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA A —Tz—R

pri-vlan-id & 2nd-vlan-ids %, private-vlan association =~ > R CRIH (T SN TWDHHERH 5,

B VH— T 2 — AR B L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TOH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > K CR— hOFERIN 7 1 I AN AR — NUAMIRE S NTHE, KRa<wr Fo
BOEITHIBRE D,

2Ia2=F7 4—VLAN L, B 7 I 2B AR— MU THEEMNITAZ ENTE S,
1OD7 7 A4~V —VLANIZX LT, HEDOTaIADAR— FERETE D,

TA YL —FVLANINDOA L HZ—T 2 —ZF. 1 O0 70 I AN AR~ EDBBENTRERT-D. 1 ODT A VL
— k VLAN ICBHESIT B D 71 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. BH % U — VLAN
#101, #102, #103 % BHEAT T 2,

SWX2310P (config) # interface portl.l

SWX2310P (config-if)# switchport mode private-vlan promiscuous
SWX2310P (config-if)# switchport private-vlan mapping 100 add 101
SWX2310P (config-if)# switchport private-vlan mapping 100 add 102
SWX2310P (config-if)# switchport private-vlan mapping 100 add 103

H

6.2.13 "A A VLAN D& E
[E=X]

switchport voice vlan #ype

no switchport voice vlan

[7NT A —=HF—]
type AT
R EME i
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged 2T LT L—LEMHT S
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[FIHIER E]
L
[AJIE— F]
A H =Tz —AE—K
[RiAA]
RAAVLAN O EET D, TI7EAR—NMIRELIEYEA X —T7 2 — ADHFKETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANVLANID (20 T, CoS ENFEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— b #1 2784 A VLAN & LT VLAN #100 [Z%ET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDRE

[EFX

switchport voice cos value
no switchport voice cos

P87 A—g—
value o <0-7>

BRI CRR ET 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLF® & &2 LLDP-MED CHEEGias (Z5% & 2 4 5,

o HWIR— FTARA A VLAN BEEIN TS,

o F4WR— [T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7"— k #1 THA A VLAN & LT XE CoSE%E 6 (IR ET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

[EFX]

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AFTE— F]
A H—T 2 —AE— R
B

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7V VLAN 7 /L—7 1D
BEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[FIEIRXE]

7L

[AS1E— F]

A H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI N—TZIRE LB, #8A v ¥ —7 =—ATiE, v F 7V VLAN 7L —7 730
CA v H—T 2 —AMORTEETE S, [M L VLAN ThH, w/LF 7L VLAN 7 —T7R3E S 45, @B T/
|

MBS L =T 2= A VI TN — v a Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no G THEAT LI2GEG . PIMIRREICR S,

[/—H]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V —va w2 —T7 2 — AR S5 R — O~ /LF 7L VLAN 7 —F 3R —I2 T D0 E
Nd 5,

~/WVF TV VLAN Z N —7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y MIwALF 7L
VLAN 7 )V— T RIE DB Z T IR0,

~IVF TV VLAN 3 E L TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—0T a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \IZ3&ET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport multiple-vlan group 10
SWX2310P (config-if) #exit
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6.2.17 < )L'F 7 )L VLAN 7'V — T DL HIDRE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id ¢ <1-256>
~/VF 7V VLAN 7 /v—7' ID
name D OPRAEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 /7D 7 /L —7" ID
[AJTE— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 V—T 4R &R ET D,

no JZTHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4Hi1lZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHNCHRET S,
SWX2310P (config) #fmultiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch ;. ¥/VF TV VLAN ZERED YMPL 7 L — A GiEHRE O B
REE B!
enable IR EEZ AN T D
disable TR 2 3 5
[WIHRRE]
multiple-vlan transfer ympi enable
[AF1E—F]
srua—arr 4 L—va E—R
[FLBA]
~NVF TV VLAN RERFI, ¥~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ A NERT 7B ARA L BN EL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E 7~
ITHRRLAN = b — T — A FIH L7-WIEA, ANCT 08’5 5,

no I CTHFAT LGB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 Mshic 5,
SWX2310P (config) #fmultiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#F7:7 % VLAN ID
[ASTE— K]
JERFHE EXEC & — N, %7 EXEC £— F
B
F8E L7~ VLAN ID O A2 FRT 5,
IFTOEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHEET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWA A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE— )
e (O): FTUIR—=MNEIFER=])
[ E B

2 VLAN 1§ £ T 5,

SWX2310P>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID
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HAH GIL]
tH 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS VH—T = —R
[ EH]

7'Z A X— k VLAN Oz &R 5,
SWX2310P>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 v /VF 7 )L VLAN 7 /L — FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v —T DR E KRR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %7# EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWEL IV —TFTRTEFRRT D
YMPI 7 L — A BBEEE DR EIRRE b £ T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWX2310P>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUP0O001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(ANN=" 7Y U —71 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4L —yg T — R
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[RLBA]
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—h]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWX2310P (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (FD)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[

RSB IERF R 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—F]
AKa< s ROBREITLLTOFRMELZTIZTHENH D,

2x (NE—H A L+]) S RRT— VU T = 2 x (IRRIRERFRH - 1)
AT — 7 HE#IZ, spanning-tree max-age =~ R CHETX 5,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 ICERET D,

SWX2310P (config) #spanning-tree forward-time 10
633 ZRT—V LV JIREDRE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Ju—nmnarz 4 b—va e —R
[BLBA]

RRT—V U TRHERET D,
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no JEATHEAT LI B3I E IR D,
[/— 1]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIHET ORHTH D,
Ko<y ROREFLLT ORMEZEWTZTHER D D,
2x (N —=H A h+1) = RRT—V 0 ZHEEE = 2 x (EREELERRE - 1)
HADE R IEIF[#] 1T, spanning-tree forward-time =~ R CXETX 5,
=LA NI 2T, BETLHZLIETTERY,
[B% E 5]
I RT— 0 T % 25 IICRET D,
SWX2310P (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—F

[FHA

TV VT ITATYT 4 ZBET Do BEN/NS VI EBILEDE,
no JE A THEAT LIE GBI EIZR D,

[/—}I]

MSTP DAL CIST(A > A X v A #OWIK T HRIE & 72D,

[BREH]

TV TTTAFYT 4 & 4096 (Z&IET D
SWX2310P (config) #spanning-tree priority 4096

635 AV FZ—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y U —OENE
B EE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

A B —T 2 —AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGRELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET L LILTE RN,
[BXEH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree disable

636 A EZ—Tx—ADY I EATORE

E&
spanning-tree link-type type

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV WY —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB =T 2= ADY) I B TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZD AR E HE,

B X — 7 = — RZFTE LTS LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &Galli A % — 7 = — R S AT1E. M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
PR EITR D,

B!

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree link-type shared

3|

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 OEME
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REMHE B
enable BPDU 7 A V&2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

A~ RIX LAN/SFP R — M L OGRERA ¥ — 7 = — AT D Ha& & I hE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— b ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR~ ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree bpdu-filter enable

63.8 4 —7 = —AD BPDU H— KOHE

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —F—]
guard : BPDU #— FO#EE
BRIEME Bl
enable BPDU — & {5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FFA]

WA VA —T = —AD BPDU H— RERET D,

no FECEAT LG A& IIWIHIRR EITR 5,

[/—F]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T7 2 —AZHTB L CWA LAN/SFP iIR— M L TARa~ L RERETH Z LT TE 2R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S B 725613. Hi% LAN/SFP A — NIt AR~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & > T shutdown S 1L7285E1%, HUi% A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TITDHZ L THIATE 5,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&SLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree bpdu-guard enable

639 AL F—T—AD/INAITA FNDERE

a2 KU 77 LA | Layer 2 #RE

1229

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/XT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—ADY 7 HEIE T T, LTOEEFEHT 5,
YT 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

WHBA L —T =— AD/NRAAR N ERET D,

no G CTHAT LI BB IIREICRE 5,

[/— 1]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%TE Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LT TERL,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ A5 AR~ ROFTED.

*)]:H;LJX/E \—)j:%éo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree path-cost 100000

RIE

(]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[R5 A —&—]

priority 1 <0-240> (16 DfE%R)
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R
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[FEHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
ARz~ RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = —RZFTE LTS LAN/SFP AR — MIXf L TARa~ Y RERET D Z LIFTE 20,
LAN/SFP R — M &Galli A % — 7 = — R S 5A 11X, M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
WIHIEREIZR D,
REH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree priority 64

6311 f V2 —Tx—ADT vy R— FDEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

B =T z—AEF—FR
[@iH]

MHBA VA —T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg& iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlilA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktT AR a~ 2 ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l > UR— MIT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGm A ¥ — 7 = — ADA R
FRT DALV H—T 2 —RA
[A1E—F]

FEHHE EXEC B — I, 454 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, BTOA ¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y Y —7a k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AKE,

Root Port N—hrT Vo TDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFEFTERRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERJERE ] R EE

Hello Time N— TV DO m—HF A LREM

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHER SN D

Bridee Id TV VA, TV v T T A AT T ¢ (16 EHEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu 7z BPDU Otz =)

last topology change

BRIC MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A NREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EECTE 4 M) & MAC 7 RLATHERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL AT S D

Message Age Ayt — Ut

Hello Time Na—F A LNFEE

Forward Delay His 15 AL PR [ AR fiE

Forward Timer

FEBROHRERIE X A ~—

Msg Age Timer

A v H—T = — AN BPDU DIFRAMWIEST 5 % 4 ~—,
WIHEARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—OFFIHENT 524~ —, 012725 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDK A
Ty VR — N O EM & BIEDIRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ Ny *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V v THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BiAE DR AR
. A B=T=2—=ADY 7 ZA T OREMEBHEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
Bl

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWX2310P>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27V J—® BPDU OFEERDOFER

[EX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH



ST A—F —]

ifname

[AJ1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FRA]

A= 7 U —® BPDU OFEGHERDFE R T D,
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LAN/SFP iR — F E 72 135HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. B TOA UV H—T7 =2 —ADIRERFRRIND,
Batil]

LAN 7"— k #1 ® BPDU OfieHE#HR A2 TR =T 5,

SWX2310P>show spanning-tree statistics interface portl.l

o o o 00 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KO VT
EEy

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRA BT o —AERETD

[78T7 A —=F—]
ifname : LAN/SFP AA— M E 70 idGimBlilA v ¥ — 7 = — A D4
IVTTHA A —T = —R
[AS1E— F]
M EXEC E— K
B
STP AT — RTCTEIEL T\ A v ¥ — 7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA U HX—T7 =—ADREN T VT b,
[/ —F
STP @ BPDU % %5 L7=35A, %5 LA v ¥ —7 =— AL STP EME— RCTEET 2 L9122 5, LirL, T0
#% STP @ BPDU 25 L2 2o T, YA v ¥ —7 = — AL STP At — FTEMELKET 5, 2D X5 RBE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE S,
[BREBH]
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWX2310P#clear spanning-tree detected protocols interface portl.1l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 41—y g T — R
[FREA]
MST A vV AZ L ARLMST U — 3 VOBREZITI 12D MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—)Lary 74 7 Lb— g 0 — RIORAICIT exit 2~ 2 RE2fEH L. ¥ H#E EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEHI]
MST &— RIZBITT 5,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #

6.3.16 MST A ' A X L ADAERR
[

instance instance-id

no instance
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[78T7 A= —]
instance-id o <1-15>
A VAL A ID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AR A& AT 5,
no FECTEAIT LA L, MST A v A X AZHIBRT 5,
[/— 1]
MST A A% o ADA[LE VLAN & OBHEAT T X, instance vlan 2~ > R TRET D,
[BEH

MST AV AZ A #]1 T 5,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—F—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
[HIHARR E]
mL
[AJIE— ]
MST &£— R
[RLBA]

MST A A X 2 A|Z%F LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A AKX A2k % VLAN OREEAT T 2 HIRT 5, BIRL7-fE%E, MST A > %
B R xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &It 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A VA X ADAERKRBITHON S,
[/—F]

o> MST A > A% o AZBAEAHT 5 CuvD VLANID 25895 Z L IXTE /R0,

(% EH]

MST A > A& o Z #1 12 VLAN #2 % BIEfF T 5,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[78T7 A= —]
instance-id ¢ <1-15>
A AL A ID
priority © o <0-61440> (4096 DE4R)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
[BA]

MST A VAR ADTZAF VT 4 HRET D,

BIED /NS WZEELRERE LS, MST AV AX U ANOIL— KT Y v DI272 5 alietE 3 m < 72 5,
no JERCIAT L= AI3VIIR EICE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 |ZHET D,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #instance 2
SWX2310P (config-mst) #instance 2 priority 4096

63.19MST J —T 3 VADRE

[EFX
region region-name
no region

[/NT A —=HF—]

region-name DO ATEUT R L OVEMAEE (32 SUFEEAN)
V—T a4

[WIEARRE ]

region Default

[AJTE— F]

MST E— K

B

MST U — a VAERET D,

no FECHAT LG A IIWIHIR EICR 5,

[BRAEBH]

MST U — 3 U4 % Testl IR ET D,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #region Testl

6320MST V—T a3 DY BV 3 U BEEDORE
[EFR
revision revision
[R5 A—%—]
revision 1 <0-65535>
Veva  &E
(AR E]

revision 0
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[AF1E— K]
MST E&— K
[BLAA]

MSTVU—> a3 EYa v BELXRET D,

no B TCEIT LA ITVHBREIZR S,
Bail]

MST VU —Ya3>Dlela rBEra 2R ET S,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #revision 2

6321 A VH—T =—RIZKTDHMST A VARE LV ADHEE
[ER]

spanning-tree instance instance-id

no spanning-tree instance

[/XT A —F—]
instance-id oo<l1-15>
AERRENTND MST AV AX U AD ID
[WIEIRRE]
7L
[AJ1E— K]
f B =T 2= AF— |
[FHA

KA B =T 2= A L TCMST AV AX L AERET D,

no B TEIT LB AL, MST A v A XV ADREEHIRT 5,

[/—h]

ARa=<> RiZLAN/SFP iR — M B L UGHEEA > ¥ — 7 = — AT D AR E I HE,

FEEA v H—T7 = — A ZFTB LT D LAN/SFP AR — MIxt L TR~ RERET D Z LT TE 720,
LAN/SFP AR — F i@ Bl A > % —7 = — R TR S ET25AIE. 4i% LAN/SFP R— MIX oA =< FOBEN
MR EITR D,

REHI

LAN R—F#1 ICMST A L AZ VA # ZRET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree instance 2

63.2MSTA LV AEZLVRIZBITFAA L EZ—Tx2—RADTFF3AF VT 4 DHRE
[E=]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
WRA A —T 2= ATRE SN TND MST A Y AHX 2 AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE]

spanning-tree instance instance-id priority 128
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

MST A VAR L AZBITDRBA LV Z—T 2 —ADTTA XV T 4 ZRET D,

no JER TFEAT LB A I3 EICE S,

[/—}]

A=z~ RILLAN/SFP R — M B L OGREA ¥ — 7 = — AT D HFRIE AT HE.

A v H— 7 = — AT LTV D LAN/SFP AR — MIxt L TR~ RERET H Z LIETE 720,

LAN/SFP "R— M & A ¥ — 7 = — R ZFTE S 5A 1, Y% LAN/SFP AR — NI4T 5 AKa~ 2 ROREDN,
MR EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT 4% 16 IZRTET D,

SWX2310P (config) #interface portl.1
SWX2310P (config-if) #spanning-tree instance 2
SWX2310P (config-if) #spanning-tree instance 2 priority 16

63.23MST A VAZVARIZBITAAVHF—T =2—AD/NAIARA D

R
frl

&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —%&—]
instance-id o <1-15>
WRA LV H—T 2= ATRESNTND MST A LV AX L AD ID
path-cost : <1-200000000>
IRA 3 A ME
[WIERRE]
AVE—=Tx2—ADY) I HEEIZE U T, LFOEEFEHT 5,
Y7 HRE INA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMEA X —T7 = — A, FTB LTS LAN/SSFP AA— h DU v 7 HEZ G LA JtIc, S22 X MESRE
Do
[AS1E— F]
A4 =T x—AF— R
B

MST A VAR LV AIBITDHHMBA VA —T 2= AD/NAT A NERET D,

no IR CELIT LIS ITHHRTIIRE S,

[/ —}]

A~ FIXLAN/SFP A" — M B X OGRBEA » F — 7 = — AT D HG&E I hE,

B X — 7 = — ZICHTE LTV D LAN/SFP AR— Mt L TR~ RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZTE SE728613. H% LAN/SFP AR — MIxd o AR a~ 2 ROBREN,
IR EIZR D,

[ EHi]

LAN R—k #1 D MST A > A X > Z #2 D/8ZA 3 Z k% 100000 [Z#ET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree instance 2
SWX2310P (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — ¥ 3 VfFROFE R
[EA
show spanning-tree mst config
[AJIE— F]
FEREHE EXEC E— K, FfHEEXEC E— K, / V¥ —T7 = —RE— K
[BBA]
MST U — a v OBERE R =T 5,
[EE B
MST U —2 a v OBEREZ R =T 5,
SWX2310P>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 D FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERET D
[/NT A—F—]
ifname : LAN/SFP AR — M E72IEGml A v ¥ — 7 = — ADA R
RKRT DAL H—Tx—A
[AF1E— F]
JERFHE EXEC £ — R, FFMEEXECE— R, f V¥ —T7 = —AE—F
[

MSTP DIE#R = FrT 5,

HHFIIMST A v AX AL VLAN BE S V¥ —7 = — AT IE#RE R RT 5,
detail Z¥EE LT AIE, A1 v F—T7 2 —ABLUMST A v A X o ADFAME R E FRT D,
interface ZE{ Mg L7=HE1E. T _XCTOA v X —T 2 —ADERBPERIND,

[/—F]

ifname |2, FRERA L H —7 = — AT LTS LAN/SFP AR — R Z24RET 5 Z LixTE 0,
(B EH]

MSTP O1E#H = FK T D,

SWX2310P>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£f2300110
Default: CIST Reg Root Id 8000ac44f2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ® MSTP DFEMIE %z £RxT 5

SWX2310P>show spanning-tree mst detail interface portl.S8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AERDFIR

[E
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA —T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2D ID
ifname : LAN/SFP AR — b E721E5mBA ¥ — 7 = — ADAH]
FRTAAL L H—T 2 —R
[AJ1E— ]
FEFHE EXEC T — R, $HEEXEC E®— R, f V¥ —T = —ZAE— R
B

FRE LI MST A v ARV ADIEREERT S,
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interface M L72HA 1L, FEE LT MST A V AZ U ARREINTNDTRTOA V¥ —T = — ZADIERPER
Sho,
[/—H]
ifname \Z, FHEREA X —7 = —AIZFTE LTV D LAN/SFP AR — R & HET 5 Z LT TE 20,
[BXEH)
MST A VA X U R #1 OIF#HELRRT D,
SWX2310P>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L — 7 BRHBEREDRER AT L)
[E=]

loop-detect switch

no loop-detect

[T A—=HF—]
switch D VAT AEERON— TR RE DR E
RIEE B
enable ZX?AéW®w~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AS1E—F]
Jya—r)arz 4 r—y g rE'w—NR
B

VAT ARERON— TR EERE A A D E T IX NS T B,

no JEITIFAT L2 G A I3 IIER E IR T,

[/ —}]

VAT ABIRTANR= 7Y ) —iie L L — TR RE R O T & B,

N—THRHEEREE AN T H720100F, Ka~r RIgzxa T, £ v ¥ —7 =—ATHL—7 e A0+ 2

VENH D,

N—THRHERERENEDRBETH, LTDA V¥ —7 =2 — AT — 7RIS REIZEE L 20,

o ANR=27Y U —HERENENME L TV 5 LAN/SFP AR — R B X OGeEEA > ¥ —7 = — A, 7272 L, Forwarding /" — b
TIXLDF OEZIEEIT O 120, BRI L 0 L— 7 N8 A LBEEa1T. v—7RHEEENEIET 5,

e X7V UIUHREDOI T —AR— h& LTEMEL TUW5 LAN/SFP AR— k
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[BREH]

VAT AR TA—T R AT D,
SWX2310P (config) #loop-detect enable
VAT ARR T — TR RE A T D,
SWX2310P (config) #loop-detect disable

6.4.2 )V —RHREDRE(AL v X — T =—R)

[EFX]

loop-detect switch
no loop-detect

[/XT A—F—]
switch DR A —T 2 — ADNL—TRHRE DR E
BEME B
KA B —T 2 — AD ) — T B
enable T 5
. KB A B —T = — ZAD ) — T H G
disable T
[ 2]
loop-detect enable
[AJIE— K]
A H =T 2 —RAF— K
B

RGA B —T 2 — A —T SRR AR £ 7 IX T 5,

no I TIFAT L2 GA I3 IR E TR T,

[/ — 1]

N—TRRHBEREZ BT H7-DI2F, AKa~<wr RigMa T, Y A7 AR THV—THmHEREEZ BT 2038

N b,

RKa<y RORENTR/2D LAN/SFP AR — MIGHHEHA L HX —T7 =2— AL LTHNRD Z EIITERWY, 7272, AF—

Ny 7ar7 4 7 EOwEA X —7 =2 —AIZFTE L TV 5 LAN/SFP AR — F OFREIL, &R — b DR E I i

A —T 2 — R ZHEAINAS,

FRERA X — 7 = — AZFTR LTS LAN/SFP AR — MR I~ ROFATIXTE 220,

N—TRHEBERENAE 2 GETH, LTOA ¥ —7 = — ATV — 7 BRHEREITENME L 72\,

o ANR=2 7YY —HREDENIEL TV 5 LAN/SFP AR — b K OGRS ¥ —7 = — A, 7272 L Forwarding 78— b
TIXLDF OEZEEITO 120, BB LV L— 704 L, v—7RIEEENEIET 5,

e X7V VTHREDI T —FR— & L TEEL TV D LAN/SFP A — h

A= 7 U —RERE(STP)E L UL — 7 R HASHE(LPD) DR EARREIZ R LT, EB L OEEN AN D ELLT

DFEITRT,

A B =T z—R
LPD %) LPD A%
STP 47 STP %) STP #£%) STP H%h
STP %) - - - -
LPD %)
STP A% - STP - STP
AT I
STP 4% - - LPD LPD
LPD A%
STP A% - STP LPD STP
[RXEH]

LAN AR — |k #1 O —TRHEREZ A2 5.
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SWX2310P (config) #interface portl.l
SWX2310P (config-if) #loop-detect enable

ART 4 VAV H—T = — R #] ON— TR RE A H T 5,

SWX2310P (config) #interface sal
SWX2310P (config-if) #loop-detect enable

LACP #¥EA v — 7 = — A #1 O/ — R BT 5,

SWX2310P (config) #interface pol
SWX2310P (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 HSRE 2 NI+ 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #loop-detect disable

6.4.3 )L — 7 HRHKFD Port Blocking DEXIE

E&
loop-detect blocking switch

no loop-detect blocking

[T A—=HF—]
switch D XA v H—T = — AD Port Blocking D% E
RUEfE B
XfGA v B —T = — A D Port Blocking % H
1
enable Ele
L. N . - . M
disabl iﬁ%% > #—7 = —AD Port Blocking %
B Il
[WIHIRRE]
loop-detect blocking enable
[AFTE— ]
A H =Tz —AF— R
[@iA]

KRA LV H—T 2= AT, —TEMH L7=85A O Blocking A% F 72130245,

no FECEAT LG A& I3WIHIR EICRE T,

[/ —F]

Ka< o ROFENE LD LAN/SFP AR— MIGHBIA V4 —T 2 —R L LTHRDBZ LIZTE R, 7272 L, AZ—
NT a7 4 O A v F—T = —ZIZATE LTS LAN/SFP iR — F DR EIL, IEHER— N ORED i
B —T 2 —RZHEAEND,

FRERA X — 7 = — RZFTE LTV D LAN/SFP iR — M IR~ ROFATIZTE 220,

[ EH]
LAN 7R— |k #1 TL—7 %M L728A12 Blocking 25 X 5127 %,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #loop-detect blocking enable

ABT 4 TiREA v H—T 2 — A #1 TA—T % L7255 12 Blocking 75 L 51275,

SWX2310P (config) #interface sal
SWX2310P (config-if) #loop-detect blocking enable

LACP fwBiA % —7 = — A #1 T/L—7 % L7255 12 Blocking 35 X 9127 5,

SWX2310P (config) #interface pol
SWX2310P (config-if) #loop-detect blocking enable

LAN A" — | #1 TAL—7 %8 L7284 12 Blocking L72W &L 512§ 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #loop-detect blocking disable
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6.4.4 Port Blocking D)\ — 7 f#{H % —EHfR CHER T 5
[ER]

loop-detect blocking interval interval

no loop-detect blocking interval
[/3T7 A —=F—]
interval 1 <10-3600>

Jo— TR O ERRIE ] (B))

(AR E]
mL
IASIE— F)
Ja—nnarz4 7 b—varyE—F
[@iHH]
. L— 7 BRI S RB &, BT Blocking IRk S5,
Zoawy RERETHE, —EMBETL—7BIEINTWD0ERT L L9225,
Jo— T DMETE AU TUWALE Blocking & fg#BR T2 23, — 7 BEE S LTV iRiT L, BEZ ORI RE T 5 F T
Blocking ZifikfEd 5.
no JEATHEAT LG BT, AIHIREIZRE T,

[/—}]
Port Blocking JREED AR — kAU > 7 #' o Lizi54 . Port Blocking (FRIFFZfEER S5,
[BREBH]

Port Blocking 0> /L— 7 i {8 D M FRIRE [ & 300 FYIZRRET 5,
SWX2310P (config) #loop-detect blocking interval 300

6.4.5 V—7RHKREDO Y £~
[ER]
loop-detect reset
[AS1E— K]
¥5#E EXEC £— K
[
BETDOA Vv E—T 2— A0V —THREEZ )y 45,
[/—h]
Kavwr RiE, VAT LABERONL—TIREEREDERIGECORIATTH I LN TE D,
[ E ]
N—TRRREZ Y By T 5,
SWX2310P#loop-detect reset

6.4.6 )V — 7R R EE D IRREZR N

(&

show loop-detect
[ASTE—F]
FEFFHE EXEC &— R, FftE EXEC E— K
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FTRNRITUTOLED,

o VAT AEEKRDON— TR EE DR E
+ Port Blocking @ /L — 7 i {2 D [ FREFRE ("auto” F 7213 "N seconds")
« LAN/SFP A— FBLUGHEA v ¥ —7 = — A T L O —T Rt Ok EE
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o AU H—T x—A%(port, sa, po)
« LAN/SFP R"— R B X UGHEEA % — 7 = — ADb— 7 fr HEERE D 3% E (loop-detect), /L— 7 T HHFSREASENE L
TWLHEEE. P fFEEnD
«  Port Blocking ® 3% K RE(port-blocking)
o Jb— 7 O K RE(status)
[/— ]
B v H =T = — AZHTR LT D LAN/SFP 7R — MME#ER L,
[EXRE B
N—TRHIRE OB 2 FR T 5,
SWX2310P>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable 0 0—----—-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5 DHCP AX—t° >

6.5.1 DHCP A X — ¥’ L 7 DEZESRE (VAT b)

[EFX]
ip dhcp snooping switch
no ip dhcp snooping

[7X3TF A —&—]
switch © VAT ALRIRD DHCP A X — b VHEBE DR E
BIEE FiEA
enable AT AAED DHCP A2 X — v JHERED
REEHMITD
disable VAT LEROD DHCP A X — ¥ JHERED
B & N B
[FIEARR E]
ip dhcp snooping disable
[AF1E— F]
Ja—x\)ary7 41— g T — R
[FREA]

VAT LERD DHCP A X — Vv JHEBEDRR T & A0 F 1133 5,

no JEX THAT LG A I3HIIER EICRE T,

[/ — B

DHCP A X — b FHERE 2 AT 5= 01213, Az~ RIZIMA T, VLAN A > #—7 =—AT% DHCP A X —
v IR E RN T AMER D D,

Z 512, ip dhep snooping trust 7~ > K C DHCP H— =3 SN TWHHR— R ERET HLENH 5,
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[BREH]
VAT AAKTDHCP A X — ' ZHREE H T 5,
SWX2310P (config) #ip dhcp snooping enable
VAT AA{RTDHCP A X— B> 7 e & e+ 5,
SWX2310P (config) #ip dhcp snooping disable

6.5.2 DHCP & X — v 7 DA RN/ERE (VLAN)

[ER]
ip dhep snooping switch
no ip dhcp snooping

[R5 A—&—]
switch DML H—T = —AD DHCP A X — B JHE DR E
R P
enable WA H—T = —AD DHCP A X —t
THEREDREZ A NTT D
disable WA B —T = —AD DHCP A X —t
7 HEREDRRE & BN T 5
[ E]
ip dhep snooping disable
[AF1E— K]
Ao HF—Txz—AF—FR
[RLBA]

XtgA L H—7 2 —AD DHCP AX— Vv VHRE DR E & HNE I3+ %,

no B CHEAT LG & I3 MHIR EICRE T,

[/—F]

RKa<w KIZVLAN £ VX —7 2 — A ZDOIHRETE B,

DHCP A X — bt v JHREZ BN T H1-0101%, Ka~r FIIA T, Y AT ALK TH DHCP A X — B 7V HkE
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ > K CDHCP ¥ — _—REFH SN TWNWDHR— NERETLHILERD D,
[ E R

VLAN1 T DHCP A X — b FHsRE 2 H 4 5,

SWX2310P (config) #interface vlanl

SWX2310P (config-if) #ip dhcp snooping enable

VLAN1 T DHCP A X — b JHERE &2 24 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if)#ip dhcp snooping disable

6.5.3 DHCP A X— b FDR— FNERIRE

EN
ip dhcp snooping trust
no ip dhcp snooping trust

(AR RE]
L

[AJTE— K]
AR =T 2 —AEF— R
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[FEHA]

KGA v H—T 2— A% DHCP A X —t L 7' ® Trusted IR — MMIRET 5,

no FECEAT LG & I3WIHIREICRE T,

HIRAE TIZ TR TOAR— 2 Untrusted A"— MR TEI N TS,

[/—h]

A< RILLAN/SFP R— b L OGHEEA v ¥ — 7 = — AIZDOHRFHKETE D,

FRERA X — T = — A ZFTE LT D LAN/SFP AR — MMIFRE TE 220,

Trusted 78— N TIZ DHCP /X7 > b D7 4 V& U 73 ToivT | (B I 4172 DHCP h— =034 S LTV H AR —

ICRET Do

Untrusted R— b TiX, A RO DHCP X7 b7 4 )V Z ) o THBNEITIND,

[B%

DHCP #— "=/ 5% &5 DHCP X7 v F &2 E3ET 5,

NAVT AT T—=HR=ZAZMAC 7 RUARBFEINTNT, DOBERA v X —T = — AL [FR D4 %
— Tz —ANBZIE LI IP 7 KL A fif 2k (DHCP RELEASE) B X OVIP 7 KL A &K H@% (DHCP
DECLINE) Zf¢3Ed 5,

MAC 7 RV ARRIENFZIOEA . DHCP /N7 v hDIRFEIEMAC T RLVAE T FTA TV bN—Ru =77 KL XA
(chaddr) ZLb#EZ L, —E L72RWIGAIE Y% DHCP X7 > N & EEET 5,

Option 82 NHZN DA, DHCP 7 74 7> k65245 L= DHCP /3% » MZBEIZ Option 82 fH#HAMS 5 LT
H L&, YU DHCP N7 v hEMEET 5,

TEH]

portl.5 % Trusted A" — MIFEET D,

SWX2310P (config) #interface portl.5
SWX2310P (config-if) #ip dhcp snooping trust

6.5.4 MAC 7 KU R REEDHLh/BENHRE

[EFX

ip dhcp snooping verify mac-address switch
no ip dhcp snooping verify mac-address

[73F A =4 —]
switch : MAC 7 KL ARFEDORE
REHE B
enable MAC 7 R U ARREDRREZ AT 5
disable MAC 7 R L A RFEDHR E & T2 35
[WIHIRRE]
ip dhep snooping verify mac-address enable
[AFTE—F]
sa—\)varZ 4 S L—varE— R
[

Untrusted "— k TZA{5 L7 DHCP X7 v FDEETLMACT RLAE I FA T o= R =77 KLU A (chaddr)
L, —E L 2WSA 13 DHCP N7 v h & EH#ET 5,

no JEATHEAT L7255 E BHIHIRE ISR T,

[3

TEB]

MAC 7 R L ARRRED R E & T2 3 5,
SWX2310P (config) #ip dhcp snooping verify mac-address disable

6.5.5 Option 82 DA %N/ TR E

E&

ip dhcp snooping information option switch
no ip dhep snooping information option
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[78T7 A= —]
switch : Option 82 DFXE
BENE 53
enable Option 82 DR E X AN T 5
disable Option 82 DFEXIE % MHZT 5
(AR RE]
ip dhcp snooping information option enable
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
(@]

DHCP /37 v @ Option 82 1FHRDOAHIN, B, HIBROA RN/ DR EEIT o
no JE A THEAT LI BI3AIIEE IR T,
Option 82 2N AN D54, Untrusted 78— " CDHCP 27 7 A4 7 > k22535 L7 DHCP /3% » hZ Option 82 f&# &
5L,
DHCP #—/3—=725 DHCP 7 7 A 7 > i CDO R Y /3% > kD Option 82 i # Z Hlkk L THikd 5,
Option 82 {HHIZLL FD & B0,
* Remote-ID
« T 74N BNTIE, KD MAC T RLUARFEISND,
« ip dhcp snooping information option format remote-id =~ > K C, Remote-ID (ZALE D74 CHA TR
FOCEHTLE) & 5T 5 LATE D,
» Circuit-ID
« 7 7%/ FTIE DHCP 7 74 7 > it DHCP /37 v F&%f5 L72 VLANID & A v ¥ —7 = — AF S )M
s,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
2747 "3 DHCP 37w b &%ZE L7 VLANID & AR — FESICALT LI ENTE D,
* Subscriber-ID
o T 7V ETIEfHE SRR,
« ip dhcp snooping subscriber-id =~ > KT, XIRAK— kD Subscriber-ID I[TEEDLFHN AR ET H 2 & TG

o,
%72, Untrusted 78— bk TREIZ Option 82 1§23 5- S 4172 DHCP /X7 v b % %(5 L7c¥4& . £ DHCP X7 v M &
RHES 5,

ip dhep snooping information option allow-untrusted =~ >~ K C, Untrusted 78— K |Z331F % Option 82 % & ¢» DHCP /¥
7y FORRER AT T HZLINTE D,

[BREH]

Option 82 D IE Z TN T 5,

SWX2310P (config) #ip dhcp snooping information option disable

6.5.6 Option 82 £} & /3% > k@ Untrusted A" — N ZAZFHF IR E
EEN

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIEIRRE]

7L

[AS1E— F]

ra—r\var7 4 b—varE—F

[BLAA]

Untrusted 78— I "C Option 82 [H# 23+ 5- S 4172 DHCP /X7 v b DRk Z H T 5,
no JEATHEAT L= B3R E IR T,
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[BREH]
Untrusted 78— I T Option 82 {f# 23 F 5- S 4172 DHCP /X7 v b D¥REAZ AT 5,
SWX2310P (config) #ip dhcp snooping information option allow-untrusted
6.5.7 Option 82 ® Remote-ID DFXE
[#FX]

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XFSIZEET 5

hostname : REMOTEID (2K A " 2R ET D

[T A—F—]

remoteid D ATRE OS] CEARET R L OCEATE S 63 SUFLAN)

[FIEARR E]

L

[AJTE— K]

A H—T 2 —AET— R

[FEHA]

Option 82 @ Remote-ID (ZAEE D LT 25925 Z LN TE 5,
2720, EEOLFIN" MG D Z LIXTE R,

no JTE, TEIT L7858 1%. Remote-ID IZAED MAC 7 KL AR HEEN %,
[/ —}]

RKa<w RIZVLAN £ VX —7 =2 — A ZDOIHRETE B,

[ E B

Remote-ID (ZAEE DO LFH % 595,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E
[EF=]

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[F—T— K]
vlan-port : Circuit-ID type 0 VLAN ID, Module(A % 7 ID), R— h &S &5
string : Circuit-ID type 1 fEE O CFHNZ T 5

vlan-ifindex ¢ Circuit-ID type 2 VLAN ID, ifindex % H 4%

[/XT A= —]

string D ATRE OIS CEA T K OCEA LS 63 SUFELIN)

[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

Option 82 @ Circuit-ID TEEMT 2 FHAEZIEET D,

vlan-port Z 45 € L723A 1%, DHCP 7 74 7> k76 DHCP /N7 > b &5 5 L7 VLANID &, A% v 7 &5, K—
NESEM 5T 5,

string 45 7E L 72 B 13, AEEOXFINEMET 5, 12720, fEEDOXFINI" M EEDH T LT TER,
vlan-ifindex Z# f§E L723%81L, DHCP 7 7 A 7> k5 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMHT 5,

no JTEITIAT L2 GA 13, WIHIRREITR D,

[/—}]

RKa<w2 RIZVLAN AV H—T7 = —RIZOHFRETE D,

[ E B

Circuit ID (Z DHCP 7 7 A 7 k736 DHCP /"7 v & %f5 L72 VLANID &R — FE S5 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DFXE

&
ip dhcp snooping subscriber-id subid
no ip dhcp snooping subscriber-id

[XF A—5—]
subid D ATE O CEA T L OEAEE S 50 SCTLIN)
(WX E]

7L

[AF1E—F]

A B =T 2 —AF— R

[FHAH]

KGR — b D Subscriber-ID (TR D SCFFN(1~50 L) E /X ET D, 722 L, LFHNI"MEEZHDH T LILTERU,
no JEITFAT L7235A 1. Option 82 15 # (T Subscriber-ID 23 G- S 41720,

[/—}]

ARz~ FIZLAN/SFP R— FB LGS 7 —7 = — ATDHRETE D,

A v F— 7 = — ZZHTE LTV D LAN/SFP AR — MIERE TERLY,

[ E B

portl.1 @ Suscriber-ID % ET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #ip dhcp snooping subscriber-id a room

3

6.5.10 DHCP /X% v {5 L — MHIRDFRE
ESN

ip dhcp snooping limit rate /imit

no ip dhep snooping limit rate
[/3T7 A —5F—]
limit : 10-125
1 B & 72V 1255 A BE72 DHCP 347 v M (pps)
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[WIHIRRE]
L
[AS1E—F]
ra—\var 747 b—va E— R
B!
VAT LER TS VITZIETEE/ DHCP /N7 v M A RET %,
ZELV— o ERAZEE LZGE, ZfELV— FE#E A 7%(E DHCP N7 v MIBEET 5,
no A TIFAT L7245 1%, DHCP X7 v h DX L — MHIRZATH 220,
[BEH]
AT LAERO DHCP /37 v b32{5 L— b & 100pps (IS ET Do
SWX2310P (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP ¥/ v NEZERF SYSLOG /1 DE L/ SR E

[EX]
ip dhcp snooping logging switch
no ip dhcp snooping logging

[2XF A—&—]
switch : DHCP /3% v MEFHERF SYSLOG Hi ) D% E
R EE A
DHCP /X7 v MEFERFIZ SYSLOG (2 )7
enable %
di DHCP /3% v MEFEREIZ SYSLOG (ZHH 7 L
isable
VAR
[FIH13R 2]
ip dhcp snooping logging enable
[AFTE— R
Ja—\)ary7 4l —g s — R
B

DHCP /37 v MREERFICREERL 2 SYSLOG (ZH )4 %,

no JEATHEAT LI B3R E IR T,

[BXRE )

DHCP /~% v Mig#ERFIZ SYSLOG (ZHI T3 5%,

SWX2310P (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— U T DV AT AR EFBRDOE T
E&y
show ip dhcp snooping
[AJ1E— ]
FERFHE EXEC E— I, %5 EXEC E— I
B
DHCP AX—E VT DV AT AREFREFTRT D,
Bl
DHCP AX—Y 7T DV AT AREEREFTRT D,

SWX2310P>show ip dhcp snooping
DHCP Snooping Information for system:
DHCP Snooping service ............. Enabled
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Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit .......iiiiiiiineennnn. 100 pps
LOGgINg & oo v i i e ettt et ettt et e e Enabled

6513 DHCP AX—Y 7T DA v F—T7 =z —AREBFTHRDOERT

E&y
show ip dhcp snooping interface
[AJ1E— ]
FEHFHE EXEC E— N, ke EXEC £— R
B
DHCP AX—¥ T DA v H—T 2 — AREFERETZRT D,
[EX B
DHCP AX—VE T DA U H—T 2 — AREFHRERTT D,

SWX2310P>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlan2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-1ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané4:

DHCP snooping ... Enabled

Remote-ID ....... yamaha

CleeulE=ID oooooo torakusu

Interface Type Subscriber-ID
portl.8 Untrusted e room
portl.9 Trusted

6514 XA VT 4 T T — B R— ZADFR

E

show ip dhcp snooping binding
[AJ1E— K]
FEHFHE EXEC E— N, F#tE EXEC E— I
[FHA]

NA VT 4 T T = R=RAIRGFEIN TN DY N —IEHRERRT S,

T M —ERIILLTFTO LB T,

« DHCP 7 747> k)5 DHCP A v & —%%/5 L7z VLAN ID

« DHCPZ AT ;6B DHCP A vt —V2Z G LinA v ¥ —7 = — A
« DHCPZ A4 7> hDMACT FL %

« DHCPZ A7 hDIPT LA
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[BXRE )
NRA VT AU T T —=HR=ZAONEE R RT D,
SWX2310P>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address
1 portl.l 0000.1111.2222 192.168.100.2
1 portl.2 0000.3333.4444 192.168.100.3
2 sal 0000.5555.6666 192.168.200.2
2 portl.1l0 0000.7777.8888 192.168.200.3

6.5.15 DHCP A X — b 7 D HERFE T
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Expires (sec)
259170
112000
100000

infinite

EEN

show ip dhcp snooping statistics
[AS1E— ]
JEEFHE EXEC E— K. ## EXEC £— K
[FAA]

DHCP % 3 — &> 7 O e 21 %,

AHE—=Tx2—AT LT, %G LIZDHCP /N7 v b EFES 1172 DHCP N7 > RO AERRT 5,

[/—H

DHCP % v FEZEL— MHROREIZ L > THRESNT- 7y MIT T FERZRu,

Bail]
DHCP 2 X — V' VO EHE M A2 ForT 5,

SWX2310P>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4 VT T —=ERXR—=ZADI VT

[ER
clear ip dhcp snooping binding
[AJIE—F]
FiHE EXEC £— R
B
NA T AT T—=ER=2 %7 V7T 5,
[EXRE )
AT 4T T—=ER=2A% 7 VT T 5,
SWX2310P#clear ip dhcp snooping binding

6.5.17 DHCP R X — b2 V' DOiFzHEHD 7 V7

[EF=

clear ip dhcp snooping statistics
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[ASTE— R

et EXEC B— R

B

DHCP A X—Y¥ v 7JOfeHERE 7 UV 795,
[ E B

DHCP A X — v > 7 OfaHERE 7 V79 %,
SWX2310P#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pvd 7 RL ADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A —F—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AF1E—F]
AU H—T2—AE— R
[

VLAN f 2 —T7 2 —ZAIZX LTCIPVE 7T RL A LRy h~ AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T x2— A2, T34 <V —T KL REZ1fHé, AL F)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETHEDICIE, HONTDT T4~ =T RLAZRETIHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACRE—Y T %y hOIPVAT RLAZEID Y THZ LITTEXR,
Batl]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ip address 192.168.1.100/24
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71.21Pvd 7 R L ADFERR

[
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
[
A H =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ K> TERJIZIPvA 7 R LR MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RABKERIZ IPv4 T R L ADRFRIE SILTWRWGE (Y — S 5E) 13, "searching” &
FRT D,

+ ip address =< RETE S TWRWIGE T "unassigned" & FRd 5,
o WEE OIREE
« T2 TEDOIRNE
AU H—T 2 —AEEELFEEAIIEOA L —T7 2 —ADIEREY . B LTEHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/ — 1]
FBELIA L E =T == ARIPVAT RLZZEID B TONRNEDTHLILEITTT =T D,
Bt
ETHOVLANA VA —T 2—ADIPv4d 7 KL A EHRRT D,
SWX2310P>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
[

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #r—/"—DHRA NERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIHEIRRE]

7L

[AS1E— R

A B =T 2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP v — = bft5E XN 1Pvd 7 KL A% VLAN A —7 = — R LT
BRET D,
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DHCP $—"—%4RET 5 & . Discover/Request A v & — 2 HostName 47> a2 > (A7 ara—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFEITT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/ " —(Z3£ %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no JER CHEAT LI=HAIL. DHCP 7 74 7 hOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Txf L CERT 2 U — A MIRNT 72 BRI CREE &+ 5, 72720, EBRICY — 2 Sh 5 HifHI1% DHCP %
—N—DRENNEATT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I N D,
Ko<y FaEHFELTSH DHCP H— 23—/ 5 [Pvd 7 R L ZANEG TE 204, Auto IP H#RENS A 4)72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,
AH s TREREINE N IO AL 7 AR— F T Auto IP BEREZ M L TV BE. Ko~ FIZEHATE 20,

B&l|
VLAN #1100 [Z DHCP 7 A4 7> M X > TIPv4 7 L A&t 59 5,

SWX2310P (config) #interface v1anl00
SWX2310P (config-if) #ip address dhcp

714 DHCP 27 54 7 F DIREBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— K, F#E EXEC E— K
B!
DHCP 7 74 7 v hOWREERTT H, LFTOHERRRIND,
« DHCPZ A7 FELTEIEL TS A X —T = — X
o EDYTHNIZIPVE T KL A
o U—ZHR
o U — ZIERFERIIR
o U — AHBUSHIR
« DHCP % ——%
« DHCPA7v a & L CHSGL-EH
« Xy VR
s TITHNITF—bFT A
o U — XIFRH
+ DNS H—/3—
« DHCP % —/3—1D
s KAAU4
[/ —}]
By TR AE N GG, Ka~vr RIFEHTE 20,
[ EH]
DHCP 7 74 7 > FDIREEEFIRT D,

SWX2310P>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1
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dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A= —]
switch © Auto IP #EEEDENE
R EE B
enable Auto IP #EEEZ AT 5
disable Auto 1P HEREZ EZNIC 5
(IR E]
auto-ip disable
[AS1E—F]
A H =T 2 —AF— R
[BLFA]

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HENAE KT 2 Auto 1P BEHE
BHhT 5,

Auto IP #§HEIZ. ip address dhep =~ > F& R EH (T, DHCP #— 3=/ 5 IPv4 7 R L ARG TERWGEITD I
HEET 5,

Auto IP BEBEIZ. 1 DD VLAN A > Z— T = —RICOBENTHZ LN TE S,

no B CHEAT LG & I3 EICRE T,

[/ —F]

IPvd V7 a—h)7 RUANRE LT2IZ DHCP h— =5 IPv4d 7 RLADREETE 7285458 1Pv4 V) 7 o —
HIVT R AZBEHEEL T, DHCP ' — =00l &L IPvd 7 RL AT 5,

ALy THEREMN B NINDOAL v 7 R — T Auto IP BEREAfEH L TW O 56, ARa~vr NIIEHTE 20,

[ EH]

VLAN #2 @ Auto IP #RE % 402 T 5,

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #auto-ip enable

7.2 IPv4 R &I

7.2.1 IPv4 FHHIR KR E
[ER]

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number)

ip route ip_address netmask gateway [number)

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|

no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[¥F—U—F]
null Ty FEBEETIOEET D
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ST A—F—]
ip_address . AB.CD
IPv4 7 KL X
TITFNET = U = A ZET DL X1X0.0.00 &T5
mask c <1-31>
~ A7 By MK
TIHNVIT = =2 ZHETHLEIT0LTD
netmask : AB.CD
7 RLAERDOR Y b~ A7
T AN DT T A ZHRET D L 130000 £T5
gateway : AB.CD
T—=HFT=ADIPv4 7 FLA
number 1 <1-255>
EELEREE (RRESERIEFOBE) ERLIESE 0D
TED/NE VT EBIEE D m,
(AR E
mL
[AJ1E— F]
Jua—N\)arz 4 L—varE—FR
[RLBA]

IPv4 DFHIREEE 2B IN3 5,

no B CHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

TI7ANVNTF— U =A% 192.168.1.1 LT 5,

SWX2310P (config) #ip route 0.0.0.0/0 192.168.1.1

BV DN 172.16.0.0/16 DIFED T — N7 = A % 192.1682.1 L35,
SWX2310P (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip_address[/mask]]
P85 A —%—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

B

IPv4 #5157 (FIB: Forwarding Information Base) % #1795,

IPv4 7 R L RAEEME L2551, FIB ONEEZ T XTRRT D,

IPv4 7 RLVRAETIIFRy hU—2 7 FUVRZIEE LTSE, siEnEn D & —ET DT b Y —OFEME# %
TR D,

[BREH]

IPv4 BRIA R 2§ ~TRRT D,
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SWX2310P>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 58 CD/X 7w b &% D & S IHEH SN 2R &2 FRT D,

SWX2310P>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R DOER
[ER]
show ip route database
[ASIE— K]
FEFrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #2153 (RIB: Routing Information Base) %3/~ 9 5,
[ E 5]
IPv4 R ERTRT D,
SWX2310P>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
8 *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPv4 BRBEEICBEFHEIN TWVWARE= N —DY < —DFIR

E&N!
show ip route summary
[AJ1E— K]
FEHFHE EXEC & — N, ke EXEC £— R
B
IPv4 #%#% 7 (RIB: Routing Information Base) IZH Gk SN TV AR N —DHh~ ) —%2RKR-T D,
[BREH]
IPv4 RRER I SN TV DRE= M) —DHh~ ) —%2RKR-T D,

SWX2310P>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3

Total 5
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7.3 ARP

7.3.1 ARP T — 7 VDFRR
[E=X]

show arp
[AF1E— R
FERFHE EXEC & — R, %7 EXEC £— F

[FREA]

ARP F v v v 2 %R T 5,
Bl

ARP ¥ v v ¥ 2 2R 1T D,

SWX2310P>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

732 ARP 7 —7 NV DHEE

E&y

clear arp-cache
[AJ1E— ]
FiHE EXEC E— K
[RLBA]
ARP ¥ ¥ v o2&/ U7 ¥2%,
Bl

ARP X v a2k 7 U775,
SWX2310P#clear arp-cache

7335 ARP =2 b —DFRE
[EF=

arp ip_address mac_address interface

no arp ip_address

[/NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WMBRA =T = A A4
(AR RE]
L
[ A1 — ]
su—\)arz 4 b—varE—R
[@iA]

By 7 —7 ARP = b U —&2{ERT 5,
no B TEITLIZEEIE. BE L= MY —%2HIRT 5,



262| =2~ KU 77 L A | Layer 3 #&HE

[ EH]
portl.1 IZHEfE S 4172 IP 7 R L % 192.168.100.100, MAC 7 L Z 00a0.de00.0000 D) ARP = b U — & {3
50

SWX2310P (config) #arp 192.168.100.100 00a0.de00.0000 portl.1l

734 ARP Z A LT 7 NDRIE
[ER]

arp-ageing-timeout time

no arp-ageing-timeout [fime]

[R5 A — 5]
time : <1-3000>
ARP > b U —LREFIFR] (F))
(AR E]
arp-ageing-timeout 300
[AFTE—F]
A BE—=T2—AE—F
B

KR VLAN A » #— 7 = —R|ZBI1F 5 ARP = b —{RFIFAZ AT 35, Z ORFFANIZZE S h - 7= ARP
T b —iTHIRE NS,

no JER TEIT LA 1E. ARP = U —fi 4 300 #0294 %,

[ EH]

VLAN #1 ® ARP =3 [ U —{REFRERI % 10 2ICEET 5,

SWX2310P (config) #interface vlanl
SWX2310P (config) #arp-aging-timeout 600

735ARP ZA L7 7 REED ARP V 7 = X FEEFRORTE
[E=]

arp-ageing-timeout request mode

no arp-ageing-timeout request

ST A—F—]
mode : ARP U 7 =X MEEHA
RIEE B!
nicast ARP % A L7 7 MEFIZIA(ET S ARP U 7 =
A h&a=%x A FTKEETD
broadcast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
A&7 u— Xy A NTEETD
(AR RE]
arp-ageing-timeout request unicast
[AFTE— ]
AVH =T 2—AE— R
[
X VLAN A > Z—7 = — A2V T ARP £ b U —ORFFIFRHINN T L7z & SICE(FET %5 ARP U 7 =X h D5
KERET 5,
no FE CHAT L5 A 3R EIC R T,
[EE B

VLAN #1 ® ARP = F U —ORFFIFHEN T L7 & ZICEETHARP V7 2 A M &7 v— ¥y X2 FTEET
%o
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SWX2310P (config) #interface vlanl
SWX2310P (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiEH 4

7.4.1 IPv4 B3R E
[

ip forwarding switch

no ip forwarding [switch]

[/3T A —HF—]
switch o IPvA Ny b DERIEREE
REME A
enable IPv4 /3y N OEREE N T D
disable IPv4 /Xy s DRRE A N T 5
[WIHIRRE]
ip forwarding disable
[AJ1E—F]
sa—\)varZ 4 S L—varyE'— R
[RLBA]

IPv4 /X N DEREEF N E I35 5,
no FECHEAT LG & I3 EICR T,

7.4.2 IPv4 Bk iR E DFR
[EFR]
show ip forwarding
[AS1E— K]
FEFFHE EXEC £ — R, #§#E EXEC £—
[
IPv4 /37 > N DERERRE X RAT D,
[BRE ]

IPva /377 b ORREBRE & £ T D,
SWX2310P>show ip forwarding
IP forwarding is on

7.43 MTU OHE
BN

mtu mtu

no mtu
[/3T A =4 —]
mtu 1 <68-9216>
KEATRER IR/ N T R A X
(AR E
mtu 1500

[AFIE—F]
A =T 2—=AFE—F
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B
VLAN A V% —7 = — AL EEARER 37 v h YA O KMEMTU H) &2 5% ET S,
AL EETE 7 v b BIOKRBEN L3 #8550V —T 4 )T 537 v MRS E 20 . KL AN L2 #i5%
(AA v F o I)VTHA—H T L —ATG4h LD,
IPv4 ~ % —® Total Length 28 MTUEZ X /37 v N & L3ERET D56, IP 77 7 A F SN TERFEIND,
IPv6 ~~ > % — @ Payload Length 75 MTU fEZ# 2 5 /37 v b % L3 #5259 2555, ICMPv6 =7 — 3Kk S AL T/N7
v MIE#EIN D,
mru 2 R CRESNTEA =V T L —LRIINEDL A XDONRTy NBNV—T 4 VT OB LR D7D, Vv
K7L —LEN—T 4 7T 55 Emu 2~ RCZEMRERA -V 7 L—LAEEZRETILEND D,
no JEXTHAT LG A I3HIHIER E IR T,
[/ —}]
Ko< RIZVLAN A V& — 7 = — AT DBHREARE,
MTU fE1Z. WIEAZBRWTRR T T OE TRAAEEZRETDHZLENTE 5D,
ipv6 enable 3% E S 472 VLAN A > # — 7 = — AT, MTU D% E Al RERLPH T <1280-9216> & 725,
MTU fEAS 1280 £V /NS <BRE IV TS VLAN A ¥ — 7 = —ZZxf L Cipvb enable =2~ REAET 5 Z
LlxTERY,
[ E R
VLAN A > X —7 = — A #1 |[ZATBT 5 LAN R —h #1 £, VLAN A > X —7 = — A #2IZFT/ET 5 LAN &~ — b #2
T, 10240 XA FETOY YU RT7 L —LEHE L. MTU % 2000 /31 Mt 5,

SWX2310P (config) #interface portl.1-2
SWX2310P (config-if) #mru 10240
SWX2310P (config-if) #interface vlanl-2
SWX2310P (config-if) #mtu 2000

7.5 1Pv4 BRIERERR
7.5.1 IPv4 BEERER
[EF]
ping host [repeat count] [size datalen) [timeout timeout] [source ip_address)
[F—TU— K]
repeat DOEITREERET D
size : ICMP 7 — 2 DR S (N MR ZRET D
timeout DO FHTIEHUY D Echo U 7 = A R & K(E LIt DISERF DR Z R ET 5
source : ICMP /N7 > FOEEILT RLAEZRET D
[T A—2—]
host : ICMP Echo % {59 5505k
WA NG, ET20E, 58kD P T L A(A.B.C.D)
count DT (AEELISA 1 5)
REME G|
<1-2147483647> fRE L7 mIEEEITT %
continuous Ctri+C W AT E N5 £ THFEATZM Y KT
datalen 1 <36-18024>
ICMP 7 — X DR S(3 b)) (Bl L7255 56)
timeout . <1-65535>

ISERF BRI (AW LTSS - 2)
EAITEISR % continuous IZ L7 AITEHR IS
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ip_address : ABCD
IPvd 7 KL A

[ASTE—F]

Kt EXEC E— K

[FLBA]

ICMP Echo #fi7E L7274 A MZiEH L. ICMP Echo Reply D& & F5,

EERDHIIE. ZOSEETFT D, avy ROK TRICHIHERE £RT 5,

[FE B

IP 7 R LA 192.168.100.254 56 CIZT — & 1 X 120 /31 b, FEATEHBUT 3 B CHIBMRZT O,
SWX2310P#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms

128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 BRI
[EX]
traceroute host
[/3F A —&—]
host DR A MRS D ek
RA N4, F720%, 56580 IPvd 7 KL A(A.B.C.D)
[ASTE— R
ke EXEC £— R
B
FRELTZARA M E TORKIFERE £RT 5D,
[ EH]

192.168.100.1 & TORBEHEREZIT 5,

SWX2310P#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

4
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms
3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms
4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms
5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms
6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6IPv6 7 KL A &H

7.6.1 IPv6 DX TE
B

ipv6 switch

no ipveé
[NTA—F—]
switch : IPv6 OEIE
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REMHE B
enable IPv6 Z T %
disable IPv6 Z N 5
(IR E]
ipv6 disable
[AJ1E— F]
AVH =Tz —RAE—F
[FFA]

VLAN A ' Z —T7 = —RZKLTIPV6 Z AN LY 7 u—h T RL 2 Z HBERET D,
IPv6 13 F K 8l ETH VLAN A > X —T7 = — A THIZTDH I LN TE D,

IPv6 Z N L= a . BET 5308 b RIRFICHIBR S D,

no JEATIHAT L7 B I3 EIC R D,

[/—}]

HERRESNZY 7 a—Hh /LT KL AL, show ipv6 interface brief =~ > R TR TX 5,
ALy JHERENA R e e, Aa~ v RIIEATE R,

[ EH]

VLAN #1 @ IPv6 223 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ipv6 enable

7.621Pv6 7 R L ZADHRTE

&3]
ipv6 address ipv6_address/prefix_len

no ipvé address ipv6_address/prefix_len
no ipvé address

[T A—=F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len : <0-127>

IPvV6 7'V 7 4 v 7 AR
AHE— K]
B =T z—AEF—FR
B

VLAN £ 4 —7 2 —RZxt L TIPv6 7 RLRET LT 4 v 7 AREHRET D,
IPv6 7 K L A% ipv6 enable =~ > RAFHEZIL TS VLAN £ VX —7 = — R IHET DH I ENTE 5,
K=< RiZ. ipv6 address autoconfig, ipv6 address dhep. ipv6 addresspd =~ > R LA TE 5,

IPv6 7 KL AL 1 DD VLAN A v X —7 =—A|Z, 7B —/3 L7 R L A(RA %%, DHCPv6 7 A 7> b, DHCPv6-
PD ZfiH L72IPv6 7 RLADBIEL G Z SHETE, Vo7 u—hAT VA% L HRETE D,

VAT AR THERETEDLIPV6 7 RV A IR K SHETTHH(EEICEH Y Y Tond Vo Z7ua—L7 KL A
ZFR<),

no B CEIT LG EIE. FEE L IPv6 7 KL A EHIBRT 5, IPv6 7 KL A EE LA h-> iGaid, &2 TO IPv6
7 RUARABRE., DHCPv6 7 74 7> b, DHCPv6-PD Z{#ifl L7= IPv6 7 K L ADFREZ & i0) 2 HIBRT 5,
[/—F]

B DA L H—T 2= R[]V T %y FOIPv6 7 RL AZEID Y THZ L TEAR,

AL PSRN A2 G. Ao~y RIFEHTE 220,
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[BXE B
VLAN #1 [Z IPv6 7 R LA & LT 2001:db8:1:2 Z & ET 5.,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31Pv6 7 KL AMD RA &RIE
[EF2

ipv6 address autoconfig [stateless]

no ipv6 address autoconfig
[F—T— k]
stateless : A7 — kL A DHCPv6 #EifESH 2
(AR E]
mL

[AFTE— ]
Ao H =T 2—AF—FR
[RiAA]
RA ZfH LT, VLAN A v X —7 = —RZIPv6 7 RL A& & ET 5,
RA [T ipv6 enable =~ > RFRE SV TS VLAN A U ¥ —T7 = —RIIRETDH I ENTE B,
A=< RiL, ipv6 address, ipv6 address pd =~ > REJFHTE %,

ipv6 address dhep, dhepvé-server (DHCPv6 H— X —%HGET /L DOR) a <2 KRBT TIZREIN TS VLAN A
B —7 = — AT ETE R,

KRa~y REFNIZ LI, Router Lifetime 3G %072 RA 2518 LT-85A . RA 265 LToHEROT KL AR, 77
LAl V= G ABT=V) | FV g N

£ 7~. Router Lifetime 7 0 D RA ZZE L7285 E1E, T 74NV T — b2 A5 RAZEELIEROT KL AR
HIFRS N5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 E SN TV DAL, RAICESLS T 74/ M7 —h
U = A OBITATHOIZR,

stateless Z# F57E L 72354, DHCPv6 O Inoformation-request % 155 L C, DHCPv6 A7 — h L A& — R CEIET %,
stateless Z 57 L7255 1%, ipv6 dhep client pd =~ > R T TIZERE STV D VLAN A ¥ — 7 = — ATITRE
TERY,

1 ©2?D VLAN A ' #—7 =—Z|Z, DHCPv6 A7 — F L AT 1 DTETRETE D,

stateless ZFEE LA~ RIFRK T8 D VLAN A U F —T7 = —RIZRETE D,

ipv6 address autoconfig stateless =~ > K& 3% E L7-1%. ipv6 address autoconfig =~ > KT EE X L7=44, DHCPv6
AT — h L AE— RHfEILT D,

no JER TEIT LA L. RA ORELZHIRT 5,

[/—F]

ZIELIERADO 7T NA L ThHDHNAT7 ThHMNIERZ <, stateless f8E T 5H &, DHCPv6 D AT — KL &
IENH IR D,

AT — b L AEERF, DHCPv6 ¥—/3—(Z%f L C, TOPTION DNS SERVERS| (#7'v 32— R23)&,
TOPTION DOMAIN LIST| (A7 3 v a— K 24) #ER9 5,

DHCPV6 H— R—n LB OA4 7 v a ViR » T&E 72 E &, DNS r— =334, FAA U X ME6MHF TG
T& 5,

AT — h L AEERF O BRI L > THAS L7z DNS H—/3—_ R XA > U & hX, show ipv6 dhep interface =~ >
THERTE %,

BSELEZRAAL VDA MDD RAAL CEAOKRREIZ T BNang&it, [ BMfF5E3ns,

ARa< RIZEY DHCPv6 — 3=/ 5 DNS Hh— 3— R KA A U 2 &R L7284 T8, dns-client name-
server. dns-client domain-list =~ > ROFZREDIT 5 NEHLEIN D,

VAT LIIERTEINT DNS — 38— A AU Z M. show dns-client =~ > R TR TX 5,

AB THREBAERNRGES, Ao~y RiEEHTE RN,
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[ EH]
VLAN#1 12, RAZHEHLTIPV6 7 RL A RET 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ipv6 address autoconfig

e
gl

7.6.4 DHCPv6 7 5 A 7 v MZ L BEMIPV6 7 KL RADE

E&

ipv6 address dhcp
no ipv6 address dhep

[FIHIER E]

L

[AJ1E— F]

AH =T 2—RAE— R

[FAA]

DHCPv6 7 74 7 > F & LT, DHCPv6 %h— —n bt 53372 IPv6 7 KLU A % VLAN A ' &Z— 7 = — ATxf
LCRET D,

AKz< 1 RiL, ipv6 enable =~ > R3FRIE STV D VLAN A HZ—7 = — AR ETE D

1 OO VLAN A U F—T = — Al Ra~v L NI 1 DLRTRETE D,

AK=a<> FiL, ipv6 address, ipv6 addresspd =2~ > R L TX 5,

Ka< Rz, K TS8DVLAN A VX —T = —AILRETE D,

ipv6 dhcp client pd, ipv6 address autoconfig, dhepvé-server(DHCPv6 — X —%HEET /L DRH) 2~ RINT TITER
JESHITUVD VLAN A V¥ — 7 = — R TIERRE TE 20,

IPv6 7 R L A ZHif% L72IRHE C no ipv6 address dhep =~ > RZFE(T4 25 & B L TWZ IPv6 7 R L A Dfiffig A
> & —% DHCPv6 th—/"—I|Zi% D,

no I CTHEAT L72HE1X DHCPVG 7 74 7 > N ORRIEZHIBRT 5,

ipv6 =~ > K73 disable IR E I NT2E, Ko~y RbHIBREND,

[/—}]

AKavw RTIPv6 7 RLAZHERET 256, 7V 74 v 7 ARIE 1/128) L7,

ZELIZRADOM 77 7B F L THDINA 7 ThHNCERRL, Aa~vyr FERET 5 &, DHCPv6 D AT — b
T IVENE(IA NA)BHNZ 725,

DHCPv6 7 7 A 7> ME, DHCPv6 #—/ 3—(Z%f LT, TOPTION DNS SERVERS| (# 7'+ a > a—K23)&,
[OPTION DOMAIN LIST| (47 3 v 21— K 24) 28R+ %,

DHCPvV6 = =N OEHDO AT a PRI TEL & DNS ==X 3 FAA U X M6 £ TR
‘(“% 50

DHCPv6 7 7 A 7> b DERIZ L - THAF L7= DNS #—3—_ KA A > U A KX, show ipvé dhcp interface =~ >
R TR TE D,

BAFLIERAAL YA RD RAL CHORREIS T BRWEEIE T BMfiEshs,

Kz~ FIZEY DHCPv6 #—/3—7» 56 DNS = 3— K R A A U X P2 HifF L725%A T 6. dns-client name-
server, dns-client domain-list =~ ROREDIT O NEHL I D,

VAT MIFRE ST DNS —/s3—_ KA A U & ML, show dns-client =~ K CHERTE 5,

Ao~ REAHIZ L%, Router Lifetime N H 272 RA 225 L7284, RAZEXE LMD T RLAR, 57
NN —= U oA IZBIEND,

F72. Router Lifetime 73 0 ® RA #%A5 L7258 1E, T 74/ M= b0 =406 RA #3545 L72HEROT R AR
HIBR S5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 E I N TV DAL, RAIZESS T 74V 7 — b
U = A OBIIATOIR,

AH - THRBEDRBENRGE ., Ao~y RiEfEHTE 20,
[ E R
VLAN #100 {Z DHCPv6 7 7 A4 7 > MM k> CTIPv6 7 L A %1595,

SWX2310P (config) #interface vlanl00
SWX2310P (config-if) #ipv6 address dhcp
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7.6.5 DHCPv6-PD Z{Eff L7 IPv6 7 KL ADERE

EEN
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

[/3T A —HF—]

pd_prefixname : DHCPv6-PD 7 74 7> b (ipv6 dhep clientpd =~ > R) TRELZT LT 4 v 7 A4
AT By MO A T2 T F—3—() (32 XLFLIW)

pd_ipv6_address  :  X:X:X:X
DHCPv6-PD 7 7 A7 R TG LT LT 4 v 7 AZH L3S IPv6 7 R LA
DHCPV6-PD 7 7 A4 7> hCTHAG L7 L7 4 v 7 R LT, FAL(FED) Oy 2R ET
)
DHCPV6-PD 7 A4 7 > N TG LT V7 4 v 7 ZERGPITxE LTI, [0) Z4a7E T 2 BN
HD

prefix_len : <0-127>
IPV6 7'V 7 4 v I AR

[WIHRRE]

7L

[AJ1E— ]

f B =T 2= AFE— |

[RLBA]

VLAN £ 4 —7 2 —RZxtLTIPV6 7 RLARET LT 4 v 7 AREFRET D,

IPv6 7 R L AL ipv6 enable =~ > RNRFEEINTND VLAN A > X — T = —RITHETHZ ENTX D,
DHCPV6-PD 7 74 7 > MEREIC K > THAF L2 T V7 o v 7 ZAZHESE IPv6 7 R L A& LT 5,
R E A7 IPv6 7 K L AL, show ipv6 interface =~ > K CHEFR CTX 5,

ARK=a<> KiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ KEGFHTE 35,

IPv6 7 RLAIX 12D VLAN A V' H —7 =—RA|Z, 72— LT RLUARARE. DHCPv6 7 741 7 M &&Te)
ZSMEETE, Vorm—ALNT RLA% L HERETE S,

VAT LR TRETEDIPv6 7 RLAIRKSHETTHL(HEIWIZEH VY ToND Y 7 a—a LT RLA

ZBER<),.
no B CHEITLIZHAIE., FBE L IPve 7 KL AZHIERT 5,
[/ —F]

DHCPv6-PD 7 A4 72 MERET, L7 4 v 7 AEREIIFGTE TR WEGEATL, IPv6 7 R L A ITAERKR S U720,

TVT 4 v AFERE TALT FLADHMBAEDLENELL BRWNWHEERL, A V2 —T7=2—ABTYH 7 %2y bOEEL
78548, IPv6e 7 KU AITAER S L2,

2By JHERENAE NG G, Ra~y FIIEHTE 20,

[ E B

VLAN #100 C DHCPv6-PD 7 7 A4 7> ML TIPV6 'L 7 4 v 7 AT 5,
BfFL7=7Vv>7 4 v 7 A4 [PD VLAN100) %M\ T, VLAN#200 (2, IPv6 7 KL A ZFHET 5,
Z 2Tk, [PD_VLANI100) (2T, [2001:db8:1:aaf0::/60) % HfG L 7= LARET .

PITF D% T VLAN #200 (2, [2001:db8:1:aaf2::1/64] 235X E S D,

SWX2310P (config) #interface v1anl00

SWX2310P (config-if) #ipv6 dhcp client pd PD VLAN100

SWX2310P (config) #interface v1an200

SWX2310P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

7.6.6 DHCPv6-PD 7 54 7 2 N DORE

[EFX
ipv6 dhcp client pd prefixname
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no ipvé dhcp client pd
[T A —F—]
prefixname D FETENET LT 0y 7 RITAHT D NER 22 4 i

MBI Ry B A T () T o Z—3—( ) (32 TFLLW)

[FIHEIERE]
7L
[AF1E—F]
f B =T 2—AE—F
B
gigy&—7;~X?DmywyD7?47V%%%%ﬁ%mbqfv74yﬁx@ﬁbﬁf%%ﬁﬁéiimﬁ

ARz~ R, ipv6 enable 2~ RX3FRE I TS VLAN A V¥ — 7 = — AR ETE D,

AKa~< RO prefixname TR LI V7 4 v 7 A%, LFCEHTE %,

« ipv6addresspd =~ NIZCT, BfGL7=T V7 4 v 7 ZA&FEH LT, IPv6 7 RLAZRET 5,

« DHCPv6 E— KD range 2~ > NIZ T, BGLZ7 V7 ¢ v 7 2%&fH LT, DHCPv6 H— N—TEIIZE D 4
THIPv6 7 R L AD#IHZRET D, (DHCPV6 Y — 3=t T T /LD 7r)

« DHCPv6 E— R ® prefix-delegation =~ > NIZC, BfG L7V 7 ¢ v 7 2%l LT, DHCPv6 H—/3—T~7
V7 4y 7 ADOHEID M TERET D, (DHCPVO Y — N—XfISET /L D)

1 OO VLAN A U H—T = — A2, Ravwr R 1 2R ETE D,

ARa< FIIKT8D VLAN A U H— 7 = —AZHETX D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPv6 H— /N—%F ST T /LD H) < R8T
TIZRRE EALTVD VLAN A V¥ — 7 = — AR E TE 2R,

IPv6 7'V 7 4 v 7 AZEf% L72IREE T no ipv6 dhep clientpd =~ > RZFETTH L, BELTW=T L7 4 v 7 A
DS A > & — % DHCPV6 — "—(Zik 5,

no IHE THAT L7285415 DHCPV6-PD 7 7 A 7 > N O EZHIBRT 5,

ipv6 =~ > R73 disable ICRE S NG, Aa~vr FHHIREND,

[/—}]

ZELTZRADM 77 VI3A L ThDHMNA 7 ThHNIBRRL Ka~vy FERET 5 &, DHCPv6-PD D X7 —
k7 VENMEIA_PDY AN /2 %,

DHCPv6-PD 7 A 7> Rit, DHCPv6 #—/S—{2%t LC. [OPTION DNS SERVERS| (47 a1 a— K 23)&,
[OPTION_DOMAIN _LIST] (47 3 v 2— K 24) 28R 5,

DHCPV6 — —Inb DA T v a U PNIR->TE 7oL & DNS = "= I3 FAA U X M6 % THS
T&E 5,

DHCPv6-PD 77 A 7> N CHEAF L7 DNS — 3—_ KA AU X ~ZE, DHCPv6 E— K@ dns-server, domain-
name 2~ N CTHIH$ 5 Z L3 T& %, (DHCPv6 H— X=Xt E T /LD )

DHCPv6-PD 7 74 7 R OERIZ I - THFSG L7z DNS h—/3—_ R A A U X N, show ipv6 dhep interface =
< RCHERTE %,

BARLIE AL YR RD RAL HORREIZ [ B0WEEE T B35S s,

AKa<> FIZL Y DHCPv6-PD $—/ 3=/ 5 DNS Hh—_"— R KA A U A M 2EELEZSEAETYH, dns-client
name-server. dns-client domain-list =~ > FOREDIT D> DB I N5,

VAT BIIEREINTZ DNS = 3—_ KA AU A MiZ. show dns-client =~ > K TR T 5,

Ko< REFZ L7=%. Router Lifetime 3B %N72 RA ZZE L7256, RAZXE LIS OT RLANR, T7
FIN RN — T oA ITBIER 5,

F7-. Router Lifetime 230 ® RA 2ZE LG /IE. T 74V M F—bu oA 05 RA Z5E LIZEROT KL AN
HIFRE D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > 23X E SN TWAEFEIL, RAIZESS T 74/ M7r—h
¥ = A OB iﬁ?bihiib\

AR JHSREDARNIGE. Ao~ v RidEHTE 220,
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[ EH]
VLAN #100 C DHCPv6-PD 7 74 7> M L5 TIPV6 'L 7 4 v 7 AZHHET 5,
BfsL7=7Vv 7 4 v 7 A4 [PD VLAN100) %M\ T, VLAN #2002, IPv6 7 KL A ZFHET 5,
Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:aaf0::/60] %Kit L7z L RET D,
LU OF%E T VLAN #200 12, [2001:db8:1:aaf2::1/64] 235%E SN D,

SWX2310P (config) #interface v1anl00

SWX2310P (config-if) #ipv6 dhcp client pd PD VLAN100

SWX2310P (config) #interface vl1an200

SWX2310P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

76T RAWCEDT 74NV 7 — b= A DBEENBRERE
E=N

ipv6 nd accept-ra-default-routes switch

no ipvé nd accept-ra-default-routes

[/XT A —HF—]
switch D RAWCEDT 740V N — MU = A BEIEREGEE
REME S
enable RAIZEDT 74/ b7 — U = A BEPRGR
BEE NS %
disable RAZE DT 74/ 57— b7 = A ABIEE
RE & BN T2
(AR E]
ipv6 nd accept-ra-default-routes enable
AHE— K]
B =T z—AEF— R
(A

GEDA B —T 2 —ATZIE LT N—F—RERA)DIMERT RLAIZH ESL, IPV6 DT 74 /W " — R = A
O HEPRER DA BNER 2R ET D,

A=< RiL, ipv6 enable =~ R3ERE S TUVND VLAN A ¥ —7 = — A TRETE D,

no I THEAT LI GG IR E MBI =T,

ipv6 =~ > R7% disable [ZRXE S NT2HE, Ka~vr FHHIBRESN D,

[/— 1]

ipv6 address dhcp, ipv6 dhcp client pd. ipv6 address autoconfig =~ > R ERF RA 225 L7c & X, Ka~v F
DOFEDEH S D,

INHDAT Y FRRESNTORNWERIE, Kavy FRENCREEINTNTS, T774V = U= D
HEPRERITIT O R

2By JHERENAE NG G, Ra~y FIIEHTE 20,

[BE ]

VLAN#100 TRAIZE DT 740 M7 — FU = A BEVREERE 2 BT D,

SWX2310P (config) #interface v1anl00
SWX2310P (config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 K L A DFKR

[EX]
show ipv6 interface [interface] brief
8T A—F —]
interface : VLAN A V' F—7 = — A4

BRTAA B —T 2 —RA
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[AF1E—F]
FRFME EXEC £ — N, b EXEC E— K
[
A H =T 2 —RFEDIPV6 7 KL ABFRRT D,
« IPv6 7 KL A&

 ipv6 address dhcp =~ > RIZ L > TEIIIZ IPv6 7 RV AMERE SN TWAEAIL, IPv6 7 K L ADR{IZ "*"
AL CERRT 5,
* ipv6 address dhep =~ > RZFHERIC IPV6 7 R L AR E STV WA (P — ¥ H148)1%, "searching"
LFIRT D,
* ipv6 address pd =~ > NC pd prefixname VW TERIE LT RLADLGAEIL, IPv6 7 K L ADHN "*" & ff
ML THERT D,
o IPV6 7 R U ADGHRE SN TWRWIEA L "unassigned" & 725,
o WEEORRE
« T—X U EOREE
A B =T 2 —AEEBE LR EITEDA 4 — 7 = —ADERE, B LEBAILIPVe 7 FLARRE SN2
TOA B —T7 = —ADEREFRT 5,
[/— 1]
RELIA VH =T 2= ARIPV6 7 RLAZE D B THNRWEDTHLIGEIETT —ITR D,
ALy JRERENE NG E . A<y RIIEHTE 20,
[EE B
ETOVLAN A V' H—T 2 —ADIPV6 7 RV A%ZFRT 5,
SWX2310P>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 54 7 2 F DIRBOETR
&

show ipv6 dhcp interface [ifname]
[/XT A =5 —]
ifname : VLAN A VX —T = — R4

[ASE— R

FEFFHE EXEC £ — R, F#tE EXEC £— K

[FHFA]

DHCPv6 7 74 7 > N OIRBEER £k T 5,

ifname ZIEE LI o 128568, T XTDO VLAN A U ¥ —7 = — ADFERELXRT D,
[/—h]

A By TR A N2 GG, Ka~r R TE 20,

[ EH]

F_TD VLAN A X —7 =—AD DHCPv6 7 T4 7 b DIREER FR"T 5,

SWX2310P#show ipv6 dhcp interface
Interface vlanl

Client Type : IA NA

Address : 2001:db8:1:aal0::dd2d

IAID : 0£28924a

DUID : 000100010000000000a0de000000

preferred lifetime : 604800



valid lifetime
expires

Interface vlan2
Client Type
DUID
DNS Server
DNS Server
Domain Name

Interface v1anl00
Client Type
Prefix name
prefix
IAID
DUID
preferred lifet
valid lifetime
expires
DNS Server
DNS Server
Domain Name

ime

2592000
2023/4/19 07:25:48

Stateless
000100012ce737dbac44f284efdd
2001:db8:1:bb10::100
2001:db8:1:bbl10::200
example.com.

IA PD
PD_VLAN100
2001:db8:1:aaf0::/60
0£28924a
000100010000000000a0de000000
604800

2592000

2023/4/19 08:08:04
2001:db8:2::100
2001:db8:2::200

example.com.

7.6.10 DHCPv6 7 AT b Uk b
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[

clear ipv6 dhcp client ifname

[T A —=F—]

ifname

[ASIE— K]
HrbE EXEC £— R

[@iHH]

SHEBDA B —T 2—ATENELTWS DHCPV6 7 5A T > ha 7 ) 745,

VLAN A ' #—7 = — A4,

RKa<wr REETTHE, RHBOA ¥ —7 =2 —ATHEAE L7z DHCPv6 DIEHRN—EHEIND,
ZOLEIC, BELTWEIPVG 7 KL RADRKA v —3 % DHCPv6 H—/—~% 5,

Z D%, DHCPY6 #—/\—~OERNFTEREE S, DHCPVG 7 74 7 > hOFREETT .,

DHCPv6-PD 7 7 A 7 > & L TV o84, ipv6addresspd 2~ KT, B L7 L7 4 v 7 AZHEHL TN

=&,

BEL TN L H—T2—ADT FLALFEREIND,

DHCPv6 H—/3—HEEEIZ T, DHCPv6 E— K@ range =~ > K, prefix-delegation =~ > K, dns-server =~ K,
domain-name =~ > RN C, BfF L721EHMAZEH LTz & &, DHCPv6 — "—BERE B s & S 415, (DHCPv6
— R =% T L D Fr)

[/—

ALy JERENADN G E ., Aa~y RIIEATE 20,

[ EH]

VLAN #100 ® DHCPv6 7 AT s& 7 VT T 5,
SWX2310P#clear ipv6 dhcp client v1anlO00

7.6.11 DHCPv6 7 7 A 7/ k

W

U

S ERHICZETAND DS VT 4 v T ADRE

[EFX]

ipv6 dhcep client nd-prefix prefix len

no ipv6 dhcp client nd-prefix

[/3T A —=F—]
prefix_len

<1-127>

ZIETAHAND DS LT 4 v RAE
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[FIHEIERE]
mL
[ASIE—F]
A E =T 2 —RAE—F
B!

ipv6 address dhep =~ > RIZK S5 TIPVv6 7 RV A(F V7 v 7 A /128))S HEIRXE S 472 VLAN A > X — T = — A
TlX, FEEFICIPV6 7 K L A0 599X T ND(Neighbor Discovery)/ 37 v k& 5%(57 5,

Kavwr REFRETDHEND ATy MERIZUTOWMEZ, RELLZT VT 4 v 7 ZAOHMTHK L, F—&7
AL FDOEGEIIZZDND Ty b aeZfET 5, FA—k 7 A FTIERWEEIZIE. £DOND Ty h BT D,
* ipv6 address dhep =~ > RIZ L > CHBEERE S/ IPv6 7 K LA

o ZI[ELIEND /N7y FOREILIPVE T R LA

A< RiL, ipv6enable 2~ RBFHEIINTND VLAN A VX —7 = —RAIHRETH L ENTE D,
RKa<r FOxtg L 725 ND /3 v ME, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D % T 5,

no JEATHEAT L7c5A1E. DHCPV6 7 74 7 & FREFFITZETHND DT V7 o v 7 ZAzflRT %,

[/— 1]

ipv6 address dhep =~ > NIZE S TIPv6 7 RV A(F L7 v 7 A28 HENEEE S 4L/ VLAN A V' F — T = — R
TOREEST D,

ALy THRENA Y6, Ao~y R TE 20,

[ E B

ipv6 address dhep =~ > FIZE > TIPv6 7 R U AN AENERE S4L72 VLAN#1 T, 7 %> K /64 725D ND /37 v
FNOHBZETEDLXLIITT D,

SWX2310P (config) #interface vlanl

SWX2310P (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % B4

7.7.1 IPv6 FHIR X TE
E=y

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[¥F—U—F]
null Ty NEREREETICKIET S
X A—5—]
ipv6_address X XeXeX
IPv6 7 R LA
T AN N = U oA ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DERETE) &35
prefix_len o <1-127>

IPv6 7'V 7 4 w7 A

TI7FNMT— U= ZRETHEEIT0ETD
gateway X XXX

F—hUxADIPv6 7 KL A

IPv6 U/ a—HhT RLUAZIEET DL EE, A V¥ —T7 =2 —ALEETLHILERD
5 (fe80::X%vlanN D)

number o <1-255>
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EELAE (REEEINEROMEILE) (B LSS 1)
/N E VT EEEE N E D,

[AS1E— F]

rua—Narr 4 L—va R

[FLFA]

IPv6 DEFRIFEES 21BN 5,

no JEATHEAT L7c i ald, € LT ZHIRT 5,

[/— 1]

TIHNET = U oA OFET, RAICEDOHEELY &, FAURKIC L ORENREBILE IS,
APy JRREN AR o6, Aa~ v R TE e,

[BEH]

KV SED 2001:db8:2::/64 DIGH D — N7 = A % 2001:db8:1::1 & T 5,
SWX2310P (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

F 7 F IV =R = A R VLAN #1 L £e80::2a0:deff:fe:1 &35,
SWX2310P (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 Enikx R DEIR
EEv
show ipv6 route [ipv6_address|[/prefix_len]|
[/XT A —=HF—]
ipv6_address DX XXX
IPv6 7 N LA
mask o <0-128>

IPv6 7'V 7 4 v 7 AR (AlE LTSS 1 128)

[ASIE— ]
FEHHE EXEC E— I, #5H EXEC £— R

B

IPv6 557 (FIB: Forwarding Information Base) % #/~9 %,

IPv6 7 R L A ZEME LT25E1E, FIB ONEEZ T XTRRT D,

IPv6 7 L AETR Y U =27 RLAZRE LIZGE, ENRENL & —ET R KT M) —OFEMiEHRE
FoRT D,

[/—}]

ALy JERENA DG E ., Ao~y RIFEHTE 20,

[ E ]

IPv6 Rk K 2§ ~THERT D,

SWX2310P>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

S ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08

C 2001:db8:1::/64 via ::, vlanl, 00:01:10

S 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
C fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nr y h kD & XA SN AR E2F T D,

SWX2310P>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl
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7.7.3 IPv6 #R TR DR

[EX]
show ipv6 route database
[AS1E— F]
FFrHE EXEC £ — N, %M EXEC E— N
[BLFA]
IPv6 #%i#%3% (RIB: Routing Information Base) % #/x9 %,
[/ — 1]
APy JHREENA R 26, Aa~ v RIIEMATE e,
[BREH]
IPv6 K 2 FRT D,

SWX2310P>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

7.7.4 IPv6 RERIZBHEIN TWVWEIRK= M) —DY < —DFER

[EX]
show ipv6 route summary
[ASTE—F]
FHFeHE EXEC E— N, %54 EXEC E— N
[REA]
IPv6 #2355 (RIB: Routing Information Base) 2Bk SN TWVAHRBE T N —DH < —%2FRRT 5,
[/— k]
ALy JHRRENA R e e, Aa~ v RIIEATE e,
[BREH]
IPv6 KDY~ U —2FRKRT 5,

SWX2310P>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor % v =

7.8.1 # ) Neighbor ¥ ¥ v ¥ 2= b J —DFE

E&

ipv6 neighbor ipv6_address interface mac_address interface
no ipv6 neighbor ipv6 address interface

[NT A —=HF—]

ipv6_address D XeXeXeX
IPv6 7 R LA

interface : vlanN

VLAN A & —7 = A A4,
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mac_address . HHHH.HHHH.HHHH
MAC7 FL A
interface : portN.M

WA S —T = A AH,

[AJ1E— K]
Ja—x\)ary7 4L — g E— R
[FREA]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 2384 %,

no LA CTEAT LG EIE, FBELH = Y —Z2HIBRT 2,

[/— "}

AL JHERENANREE . Aa~r FIZEATE 20,

[BXE B

VLAN #1 @ portl.1 IZd& %, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFET D,
SWX2310P (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.l

7.8.2 Neighbor ¥ ¥ v ¥ 27—V DFIR

[EF
show ipv6 neighbors
[AJ1E— ]
FHHFHE EXEC & — N, FrkE EXEC £— R
B
Neighbor & ¥ v v a7 —7 NV EERT D,
[/—H
APy JRREN AR 26, Aa~ v RIEMATE e,
[BXE B

Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWX2310P>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22f£:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 VDHEE

EN
clear ipv6 neighbors
[AFIE— F]
K¢bE EXEC £— R
[FHA]
Neighbor ¥ v ¥ =247 U7 4%,
[/ —}
ALy JERENA Y6, Ao~y FIFEHTE 20,
B!

Neighbor ¥ ¥ v > 2% 27 U T 5,
SWX2310P#clear ipv6 neighbors
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7.9 TPv6 Hr 3% il 4

7.9.1 IPv6 B535EERTE

EEN!
ipv6 forwarding switch
no ipvé forwarding [switch)

Gl

IPv6 /3r >y h DERIEEHHCT 5

IPv6 /Ny N DERIE & NI T 5

[/XT A —F—]
switch o IPV6 NT Y b DHAIEERE
REMHE
enable
disable
(AR E]
ipv6 forwarding disable
(ASE— K]
Ja—nN\)arz4 g L—varET—FR
B

IPv6 /N > b DIRIE ZF N E I3 Ehic 35,
no FEUCHEAT LG A IR HIRR BT,

7.9.2 IPv6 BRiEFR E D KN

[ER]
show ipv6 forwarding
[AJTE— K]
FERFHE EXEC & — R, %7 EXEC £— F
[FRHA]
IPv6 /37 v b DERIEFEE & FoRT 5,
[ E R
IPv6 /37 > b DIGIRERTE & £RT 5,

SWX2310P>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 IE;E Eﬁmu\

7.10.1 IPv6 BREHER
[F=
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address)
[F—TU—F]
repeat DO FETREEAERET D
size : ICMPv6 7 — X DE S (A N EZRET D
timeout D ST D Echo U 7 = A F & X[E LI DOISER DR 2R ET 5
source : ICMPv6 /N7y FDR[EILT RV AZRET D
[P35 A—F —]

host R A N, ERE IPve 7 R L A(X:X:XX)
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ICMPv6 Echo % 14{59 % 465E
IPv6 Vo7 a— T RURAERET 25613, BHA v ¥ —T7 = —ZAbEETHLERD
% (fe80::X%vlanN D)

count BT B LTSS 0 S)

R P

<1-2147483647> € L= RIS TT 5

continuous Ctrl+C WASI EN D FTEITEMD KT
datalen . <36-18024>

ICMP 7 — Xy DES(N b)) (Bl L7255 56)
timeout o <1-65535>

INEFEDIRERE (B L7256 1 2)
FZ24TA¥ % continuous (2 L7=GA X ER SN D

ipv6_address D XeXuXeX
IPv6 7 N LA

AHE— K]

K¢kE EXEC £— R

[FAA]

ICMPv6 Echo Z##87E L7278 A Ik L, ICMPv6 Echo Reply 2315 51T 5 D EFED,
EOLNTEEDL, TOFEERTDH, a~v2 RBPKTT D EHHERRHERE R RT D,
[/—}]

APy JHRRENA R e e, Ao~ v RIIEMATE ey,

[BREH]

fe80::2a0:deff:fe11:2233 6 CIZBUBAMEE AT D .

SWX2310P#ping6 feB80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%v1lanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=1l ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

—-—— feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 R IETHERR
[EX]
traceroute6 host
[7XF A—&—]
host D R ARERT Dt
RA NG, Fl2lE, 58580 IPv6 7 K L A(X:X:X:X)
[AJIE— K]
FiHE EXEC £— R
BN
FELERA M ETORKBIEREZFFT D,
[/—F]

ALy JRERENEN GG, A<y R TE 20,
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[BREH]
2001:db8:1::2 £ TOMRMBMELRZIT 9.

SWX2310P#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 10.413 ms 7.681 ms

711DNS 7 A4 T~ b

7.11.1 DNS ~OR W& O EBREDORE
(&
dns-client switch
no dns-client
[/NT A —=HF—]
switch : DNS 7 747 FO#E
REE B
enable DNS 7 A4 7 v NI T 5
disable DNS 7 74 7 v & HhZT %
(AR E
dns-client disable
[AS1E—F]
Ja—nm"narz 4 b—varE—F
Bk

DNS ~DO W& b re &2 A3 £ 72133 %,
no JERCHEAT L= AT BT 5,

[ EH]

DNS ~D W& b HEREE BT 5,
SWX2310P (config) #dns-client enable

7.11.2 DNS —X—1U 2 F DR E

E&

dns-client name-server server

no dns-client name-server server

[/XT A—=HF—]
server : AB.CD
DNS #—/"—®D IPv4 7 R LA
X: XXX
DNS % —/3—®D IPv6 7 K LA
IPv6 U > 7 m—0VT RLUAZEET DHEIF, A v 7 =7 2= A EETOLERDH
% (fe80::X%vlanN D)
(AR RE]

L
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[AJJE— K]
Ja—nm"Nnarz 4 b—va e —NF
[@i ]
DNS #—/3—=U 2 MZH—_—ZBIT 2,
Y= N—IRKRIMFETRETE D,
no JEATHEAT LIcHald, $8E L2 —/3—% DNS —"—U X E DB HIRT 5,
[/ — ]
ip address dhep. ipv6 address dhcp, ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > R{Z J > T DHCP #
—N—n B DNS H—— U 2 R A S LA . Ao~y ROZEMER XN,
7212l A== FIZL % DNS —s3—U 2 F ORI 3 R OSH AL, A5 3£ TY 2 FOFKJRIZ DHCP
P =B HG L7 DNS $—"— U X F 25804 %,
[BXEB]
DNS #—/3—U X MZIP 7 KL X 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 #BH1¥ 5,

SWX2310P (config) #dns-client name-server 192.168.100.1
SWX2310P (config) #dns-client name-server 2001:db8::1234
SWX2310P (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TN3T 73V N RAAL VEZDRE
BN

dns-client domain-name name

no dns-client domain-name name
[/NT A—F—]
name D FAA % (K256 XXF)

[FIHAER 2]

L

[AFTE—F]

Jsa—n_pvar 74— g T — R

[RBA]

DNS WA DOERHIEHT 2T 74V N RAAL VA ERET D,

no B TCEAT LG AT 74V b RAAL VA EHIBRT 5,

[/ — 1]

ip address dhep 2~ > RIZ X5 TCDHCP — =BT 7 4V k RAAL VAT v ara— R 15 LY
f. Ka~v s FRORENBLEIND,

dns-client domain-list =~ > R CHE FA A U A MRRESNTWDLEAIT, Kavr RTRELLT 74/ KR
AA 4, BEON ipaddressdhep 2~ NI K> THERESNZT 74/ b RAA AT S0,
[BREH]

T 74V N RAA 4% example.com ([ZFRET D,

SWX2310P (config) #dns-client domain-name example.com

TINMABRBRAAL ) A NORE
E=N

dns-client domain-list name

no dns-client domain-list name
[P35 A— 4 —]
name D RAA 4 (K256 XF)

(AR E]
mL
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
DNS BIWEDOEIHHEHAT 2B R AL U A MT KA AL & %BINT 5,
BMBERAALA Y AMIKKO6MEETRAL VEBETE B,
n B TEITLIZGAIE, BELIZRAAL VAEZMBRAAL U A MO LHIRT S,
[/ —F]

Aa<w FTHRERAA Y A RBRESNTWVSEEA. dns-client domain-name =~ > K CHE LT 74/ K R
AA %, BEO ipaddressdhep =~ RIC K> THERE SN2 T 7 44 N RAAL CAIMERH S8,

ipv6 address dhcp. ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > NiZ J - T DHCP H—/ Y= G R
RAAL VA RNERGLIZSG, Ka~y FOREMELENLD,

T2 L, Ravwr FIZEDBEBE R AL U A FOBEIDN 6 hRmOGEIX, A6 FE TU X FdREIZ DHCP

P N=OHIG LR R AL U R M2 BN %,

[BRAEBH]

R A A 4 examplel.com, example2.com % fR5E K A A U 2 MZBINT 5,

SWX2310P (config) #dns-client domain-list examplel.com
SWX2310P (config) #dns-client domain-list example2.com

711.5DNS 27 54 7 MERDOFER

&3]
show dns-client
[AJ1E— K]
JERFME EXEC £ — R, ¢t EXEC E— 1
[FLBA]
DNS 7 74 7 v MElwERTT D,
KRBT TO LB,
HH B
DNS Client is enabled DNS 7 74 7 > 3G %)
DN Client is disabled DNS 7 7 A 7 > k)32
Default domain T 74N RAAL 4
Domain list MBERAAL DA B
Name Servers DNS #—/X—1U Z K(IP 7 K L &)
[BREH]

DNS 7 74 7 v ME#REFRRT D,
SWX2310P>show dns-client

DNS client is enabled

Default domain : example.com
Domain list : examplel.com exampleZ2.com
Name Servers : 192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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HE
IP = /L F % ¥ A ~MEIHE

8.1IP v /L FF ¥ R MEAKFRE

811 KRAD~NLFF¥ AT L —LADUHEFTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME il
discard (€ B pra)
flood 7I9TATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE R
B
MAC 7 RL AT =T BRI TR LT F X 2 7 L— L0 IEEZRET D,
Bl

RKHDO< VT F v A NEIET 5,
SWX2310P (config) #12-unknown-mcast discard

812 KRHDTNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)
[EFX]

12-unknown-mcast mode

no 12-unknown-mecast

[/$F A—5—]
mode D I TF XY AR T U —AONLER G E
REME S

discard e )

flood T7I99TA4ITTD
[F1EIER ]
L
[ASE— K]
AR =T 2—AF— K
[FRHA]
VLAN A v Z—T7 = —ATZELI-MAC T RL AT —TILZBEEESN TR LTFF ¥ A N7 L—ADUHET;
EEFRTET D,
no B CTHEAT LGS IR EICEY . VAT AREKORMO~ LT X v A 7 L— LM FIEOBREICHE D,
[/ —F]

A~y RIZVLAN A ¥ 5 =7 = = AIZOHRETE 5.
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RKawy RIZT AT ALEORMOLTF Xy XA N7 L— LB FIEOREL VEBEINS,

[ EH]
VLAN #1 T%fE L7= MAC 7 RV AT —T VZBEIN TV W LT F v A N7 L—AEHIET D,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #12-unknown-mcast discard

813V v rua—hN~<NFF¥ A N7 L —LDERERE

EEN

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[FIEIER E]

L

[ ASTE—F]

Ja—pary7 47 b—vg =R

[FRHA]

12-unknown-mecast discard Z5X EL TWA L&, Vo 7o —hL</LFF ¥ AT RLADT L — A ZEEECis
KT D,

no B CHEIT LG E1E, BE LERELHIRT 5,

[/—F]

Ka<wr RieBITA, Voza—hA~<wAFX3y AT RUVRIZLLTOHEL 45,

» 1Pv4:224.0.0.0/24
» IPv6: f102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTEIESNTZ, ZOBXBREEND 2T 4 T EFHRAALTEGAITE
BIAYIZ 12-mcast flood =~ > RIZEXH X b,

(B EHI]
Vo 7ua—An=LFXxx AT RLADT L—LERMOZILF Xy 2 b & L THESTICIESET S,

SWX2310P (config) #12-unknown-mcast discard
SWX2310P (config) #12-unknown-mcast forward link-local

814 ~<v/NLFX¥ AT L —ADEEERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[/3T7 A —5F—]
ipv4_addr : AB.CD
IPv4 /L FF ¥ A hT KL A

[FI8AE% €]

L

[AFTE— K]

A HE—T 2 —AF— R

B

VLAN A A —T7 2 —ATZE LT~V F X ¥ A MBREOT CTHENEELZIPVE~ILTF XY A RNT RLADT
V—L%ET7 T T 4TI D,

RKa<y RV AT LALET 100 HE TREN T B,

n R TCET LEEASIE. BELEIPUM VLT XY A T RLADOREEZYIERT 5,

/2. IPVA L TF XY AT FLAZEK LA IE, TRTCORELHIRT S,
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[/ —F]
RKa<w KIZVLAN £ V2 —7 =2 — A ZDIHRETE B,
Ka<w RTHESINEZIPVM LFXRY AT RLAZIGMP A X —E L T ORI E 725,
Bl
VLAN #1 TZAE L7235 IPvA 7 KL AN 239.0.0251 D7 L—L%ET7 T T 47T 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if)#12-mcast flood 239.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEDE D), BB E
EY

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—=HF—]
time . <1-30>
IGMP/MLD 2 = V) — %515 H IR (7))
[WIERRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—n)arz 4 —yarE'w—R
B
AR 7Y =28 D AR V=TT, 72U 77— IGMP/MLD 7 = U — % (5 HBREOBIE 2 3% E
Do

no JERCEIT LA IT0REITR 5,
IGMPMLD AX—¥E 7 L A= 7 ) =20 LRI, PR Y —ERICL > T T X v X MBEES—FF
BN 2 Z ERNH L0, AREEZ AT VEZ oMM 28T 52 LN TE 5,

A LTEGEIEL, MR Y —ER 2T 5 &, fAE SN 72& L IZ IGMP/MLD 7 =V —Z X575,
BN LB EE, PR Y —ZEENH > TH IGMP/MLD 2 = U —Z 45 L7220,

[ AEBI]

AR w = HIED IGMP/MLD 7 = U =X E 2 AN L, FFbIFfZ 5 FICBET 5,

SWX2310P (config) #1l2-mcast snooping tcn-query enable 5

AR E =KD IGMP/MLD 7 = I —i&(5 & W5hic 4 %,

SWX2310P (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1IGMP A X—t° L 7 DOEL)/ HWEhRE
E=N

ip igmp snooping switch

no ip igmp snooping
[NT A —=F—]
switch : IGMP A X —E» 7 OBE

R EM LA
enable IGMP A X — b 752/ T 5

disable IGMP A2 X — > 7 Z i+ 5
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(AR E]

ip igmp snooping enable
[ASIE—F]

U HF =T z—AFE—F
B

A B =T 2—ADIGMP AR —t v JOBELRET 5,
no JER TEAT LA IR EICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BEH

VLAN#2 @ IGMP A X — ¥ > 7 2G5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2851 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping disable

8.22 IGMP R X —t° L J @i B D} &
E&N|

ip igmp snooping fast-leave [auto-assignment]

no ip igmp snooping fast-leave
[F—7— K]
auto-assignment  :  LAN/SFP AR — ML FIZ A A » F0EEE S AL TV D5 A mdl iR e 2 501235,

[FIEIER E]
L

[AJ1E— ]

B =T z2—RAE— K

[AA]

AL H =T 2—ADIGMP A X —t" > 7k &2 H0d 5,

no I THEITT 5 &, IGMP A X — ' V& iR 2 hc9 5,

auto-assignment 47> 3 U MEE SN2 AL, LAN/SFP 7R — RELFIZA A v T RER SN TV D 5E, TOFR—
T A H BRI e s R B R A 85 ﬂ“éo

LAN/SFP 7R — ML I A A v F BB STV D ENOHIEICIE, Y%A — hT%/F L2 LLDP 7 L — A DA
EH TLV [System Capabilities] & [Bridge] 238 N TV EENTHIET S,

[/—}]

A< RIZVLAN A VX —7 2 —AZOHRHFKETE 5,

Az~ RiX, LAN/SFP R — MIBEE DR A F D STV D VLAN A ¥ —7 = — A TlX, auto-assignment 4
Tva rEAIITT D0, EEBURERE B IR A BT Z L,

[ EH]

VLAN #2 @ IGMP A X — ' 7 @i B 2 A0+ %

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & WMz 4 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping fast-leave
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823 v F X ¥ X ML —F —DEHIEORE
[EX]

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname

[/3F A—&—]

ifname : LAN/SFP R— DA VB —T = — A4,
RETDHA v H—Tz—RA

(IR E]

L

[AJ1E— K]

AH—T2—RAE— R

[FFA]

T X xR ML—F — D ERE S LTV D LAN/SFP 7R — R & IICERET 5,

no JERCHELITT D L, RELMWIET D,

[/— 1]

A< RIZVLAN f VX —7 2 — A IZOIRFEETE D,

E L7 LAN/SFP AR— MZIZ, ¥V TFF ¥ XA M—FZ =PRI Tn5H T &, Ly —3=nb IGMP LAR— &

Zfg9 5 &, R L7z LAN/SFP 7R— hMZHEET D,

[BXE ]

T X v A ML—F — O LT LAN A — b #8 A% ET D,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping mrouter interface portl.S8

VIVTF Xy A NL—F — OGRS LAN AR — k #8 2449,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping mrouter interface portl.8

8.24 7 U —XGHEEE DR TE
B

ip igmp snooping querier
no ip igmp snooping querier
(AR E
L
[AJIE— F]
A B =T z—AE—FR
B
IGMP 7 = U — A {EHBE 2 AN T D,
no P THEAITT 5 &, IGMP 7 = U — A EHERE 2 NI T 5,
[/—H
ARKa<w2 FIZVLAN A V' H—7 = —RAZDIHHETE D,
ARREEZ AN LIEEEIP T FLRAZEE T 5L ERRIZIELWIPY FLATZ 2 Y =2 E LR R 5D THE
HIoZ L,
[BXE )
VLAN #2 OEEHEREZ A0S 5.
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping querier
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VLAN #2 OXEHRE T N4 %,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 =V —E[EHIRBORE

[EX]
ip igmp snooping query-interval interval
no ip igmp snooping query-interval

[73F A —4F—]
interval : <20-18000>
7 ) —&E HEE)
(R E]
ip igmp snooping query-interval 125
[AFTE—F]
A E =Tz —AFE— R
[FHA]

IGMP 7 = ) —DOFEMREZ R ET 2,

no BN CHEAITT D & IGMP 7 = U — DX RG2S,
[/ —h]

Ao~ RIZVLAN A VX —T 2 — A ZDOBHFETE 5,

[BREH]

VLAN#2 7 =) —ik{EHMRE%Z 30 IR ET D,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping query-interval 30

VLAN#2 © 7 = — %R %2 PIHEICRE T,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if)#no ip igmp snooping query-interval

8.2.6 IGMP /X4~ @ TTL {HWEFSRE DR E

EEN
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

[/RT A —F—]
switch : IGMP /37w k@ TTL fEfERERE
R EM A
enable BT B
disable BN T %
(IR E]
ip igmp snooping check ttl enable
[AJ1E— K]
A B =T z2—AE—F
[RLBA]

IGMP /X%~ ~ @ TTL fERGFERE 2 3% T 5,
no B, CHAT LB A IR EICE 5,
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B LEEHEIE, TP~y X —O TTL EAARIE( LISM72 IGMP /37 v k2 ffEEd 5,
BN L7258, U v MAEEEd, TTLEA 1 ICHHIE L Tk T 2,
[/— 1]
AKa< RIZVLAN A VX —T =2 —AZDIHHFRETE D,
[BREH]
VLAN #2 T IGMP /3% k@ TTL fEMRGEFERE Z AT 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34 b O TTL [EMFFHERE 2 2224 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E
E&N|

ip igmp snooping check ra switch

no ip igmp snooping check ra

[78T7 A —=F—]
switch : IGMP /%7 > kD RA FaaiFHERE
BEE 24 HH

enable BT 5
disable L9 s

[FIEAER E]

ip igmp snooping check ra disable

[AJTE— K]

A H =T 2 —RAF— K

[FRAA]

IGMPv2/IGMPV3 737 v k@ RA KA RE A 7% E T D,

no IERCHEAT LI A I3 EICK b,

BN L5813, IP~v Z—IZ RA (Router Alert) 7> = v INEEN TV IGMPV2/IGMPY3 /347 v | ZigEE
T3,

N L EAIT. YNy y FEEYET, P~y ¥ —ICRA ST a &5 L ClEXT 5,

[/—F]

Ka<w 2 RIZVLAN A V Z—T = —AIDBHRETE D,

[B%E B

VLAN #2 T IGMP /34 v k@ RA BFHEREZ AN D,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check ra enable

VLAN #2 T IGMP /4 > b D RA MiiFHSBE 2 21 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check ra disable

8.2.8 IGMP /34 > b D ToS RRIFHEBED R E
B

ip igmp snooping check tos switch

no ip igmp snooping check tos
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[78T7 A= —]
switch : IGMP 2347 > kO ToS HiFIFRERE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check tos disable
[AJIE— F]
AP =T 2 —AF— K
B

IGMP /37 > k@ ToS MiFERE A X ET 5,

no IERCHEAT LI A I3 EIZK b,

AT LT2BE1E. TP~y ¥ —0 ToS @ IP Precidence (3 &' M)ZSARIE(B'110 LASM) 72 IGMPV3 /37 > b 2 RHE L |
ZFHLSME ToS & 0xc0 12 FEX LT ET 5,

BN L7 AT, IGMP X7 v N 3R, ToS % 0xc0 |2 BEE L Tkt 5,

[/—}]

Ka<2 RIZVLAN A V' H—7 = —RAICDIHRETE D,

[B% &5

VLAN #2 T IGMP 737 ~ ® ToS Wit RE 2 AN T %,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check tos enable

VLAN #2 T IGMP /37 kD ToS I iFt¥RE 2 LN 24 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check tos disable

829IGMP X—T g LV DHRTE

E&
ip igmp snooping version version
no ip igmp snooping version

[/3T7 A —F—]

version 1 <2-3>
IGMP N— 3

(AR E]

ip igmp snooping version 3

[AF1E—F]

AH =T 2—RAE—F

[

IGMP DR — 3 VAR IET D,
no JERX THEITT % &, IGMP N— 3 o Z IR E(VIITRET,
[/—}]
A< FIZVLAN f V¥ —7 = — R |ZOHFEETE D,
REEL BRI DHN—=a VD IGMP Xy M afE LIca, WFOEEE 2%,
. V2 RIERF
s V372V —%ZELLSGA, V272 —L LTHRk
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o V3 LAR— FEZELEEA, EE
o V3 RERF
s V27V —%ZF LA, V2 7= —& LRk
s V2UAR— | EZEFE LRSS, V3 LAR— k& LTk
[ EH]
VLAN #2 TIGMP N— 3 U & 2 IZHRTET 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping version 2

VLAN #2 T IGMP "— 3 » 2 HIH1EIC =,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping version

8.2.10 IGMP L 7R — hHIHERE DR E
[E=]

ip igmp snooping report-suppression switch

no ip igmp snooping report-suppression

[78T7 A —=F—]
switch : IGMP LR — RmifilHAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMP L 7~"— MfIRSRE 23X E T 5,

no IR CTHEAT L= E 13 EICE D,

BN LTZBAIE. %15 L= Report A v E—3% Leave A v B —U b EERE S &2, RNRDOA v E—T%
I F X A ML —F—FR— F~3EETH,

BN LT a 1, %15 L7z Report A v E—UX Leave A vE— UV EZFR~ /LT F v A ML—H —R— h~HZkd
50

[/—F]

AKa<w 2 RIZVLAN A V Z—T 2 — AIDBHRETE D,

[ E B

VLAN #2 T IGMP L 7R— IS RE 2 B Zhc 4 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if)#ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~MfIRERE 2 #4hi2 4 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if)#ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MEEHEBEDHRE
BN

ip igmp snooping report-forward switch

no ip igmp snooping report-forward
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[78T7 A= —]
switch © IGMP LA — MRAHERR
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-forward disable
[AS1E—F]
AP =T 2 —AF— K
B

IGMP LR — MREHEREEZ R ET D,

no IR CTHAT L7288 3R EICE D,

AT LIEHEIE, AT F ¥ A b—F —R— MIMA T, LAN/SFP R— ML FIZAA v TR SN TN L5
AT, EDOR— FIZxt L TIGMP Report A v — X Leave A v — Y & H51%ET D,

N LGB, vV FF v A Mb—F —R— NMID&H, IGMP Report A v —X Leave A vt — Y & #iikd
60

LAN/SFP R— M TIZA A v F G SN TWADNE DO TEITIL, B4R — FTZ{E L LLDP 7 L—ADHAK
BEE TLV [System Capabilities] (2 [Bridge] & L TWDNENTHIET 5,

[/ —F]

RKa< 2 RIEIVLAN A VA —7 =2 — R ZORIHKETE D,

AMBEZ N T HEE1T. IGMP L AA— FdlsRE 2 LT 5 2 &,

[B%E B

VLAN #2 T IGMP L 7R — MEGEHERE 2 A3 D,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & hi2 3 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping report-forward disable

]l

8.2.12 W VF F ¥ A h—F —H— h~DF — F iR AR DR
[ER]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[P35 A—5—]
switch D AT X ¥ A M—HF —R— b ~DF — Z iRk GE
REE SiHA
enable BAINZT S
disable BN T %
[FIHER E]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— R
A VB =T 2 —AE— ]
[FHA]

YT F ¥ R M= —R— h~OT — ZEEMGIERE R ET D,
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no JE TIAT LGB I3HIIER EIZE D,

B LIEBEAIE, vV FF v A Mb—HF —K— hTReport A v —L%%E LIBADOLENT —F &~ /LFF

¥ A ML—HF —R— b ~EEET D,

N LB, WO R— K TReport A v E—T %% E L TOIUE, 4T — X~/ FF v A ML—H
—R— MIbEEEIND,

[/—}]

ARa<2 RIZVLAN A VX —7 2 —AZOHRFKETE 5,

Bl

VLAN#2 T/ FF ¥ A h—F —KR— h~OT — X EREMGIEE 2 AT %,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN#2 TV /VFF ¥ A f)L—F —R— b ~O7 — Z ik il iee 2 iz 92,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L' F ¥ ¥ R h)L—F —EEHHR— MEROER

[F

show ip igmp snooping mrouter ifname
[T A =5 —]
ifname © VLAN A v ¥ —7 = — 24

BRTHA I =T =2—2R

[AS1E— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[FLEA]
%j]é/ﬂ:?;;g Nz, £72 Li%%ﬂ’]&:%&ﬁ L7z~ /LFFv A ML—F —PfgAR— b ‘l%iﬁ!%i%ﬂi\‘@—éo
[XEH]

VLAN#2 D~ VT F v A hb—F —§kiR— N O EE£RT 5,

SWX2310P#show ip igmp snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.14 IGMP 7 )L —F A LR —3 v FIREHDFR
BN

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—TU—F]

detail D R

[NT A—=HF—]

A.B.C.D D WATFFXFXY AR A—TT R R

ifname © VLAN A V¥ —7 = — A4,
FRTAAL L H—T 2 —R

[ASE— K]

FEFFHE EXEC £ — R, $§#E EXEC £— N

[BLAA]

IGMP 7/ /=7 A 2 3=ty e Fowt %,



294| 2<w > KUY T77 LA |IP /LT F v A Nl
[BREH]
IGMP Z v —F A v n—3 y FORER A FRT B,

SWX2310P#show ip igmp snooping groups
IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version

1 239.255.255.250 portl.5 R 01:06:02 00:03:45

192.168.100.11 V3
IGMP 7 /L—"T A 8=y T OFEMIE A R 5,
SWX2310P#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 ' ¥ —7 = — A D IGMP BE{FH % K

[ER
show ip igmp snooping interface ifname
[XT A —=HF—]
ifname : VLAN A V' H—T = — R4
RRTHA VA =T =—R
[AJIE— K]
FEFFHE EXEC £ — N, F§#E EXEC £— N
[@i ]
VLAN A > % —7 = — 2O IGMP B#fF#R % F R T 5,
[EAEBI]

VLAN #1 ® IGMP Bl # & £~ 5,
SWX2310P#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.2

F - Fast-leave auto-assignment is enabled
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R - Report forwarding is enabled

8.2.16 IGMP 7 /L —F AL _R— v IOy b Y —HI&
BN

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname

[F—TU—F]
group COHIBRT AV AT XY A NI —TT RLRAERET H
interface © HIBRT D VLAN A X —T = —RAEZ4RTET D
[/XT7 A—5—]
A.B.CD DRATFRXY AT T LA
"I AT R Y —
ifname © VLAN A ¥ —7 = — 24,
HIbRd 24 v 4 —7 = — A
[AF1E— F]
F¢HE EXEC E— K
B
IGMP /' V=T A o=y 7Dy ) —ZHIERT 5,
[BREH]

VLAN #1 @ IGMP 7 /L —F A o= T O b —% BB 5,
SWX2310P#clear ip igmp snooping interface vlanl

83MLD AX—t°

8.3.1 MLD XX —V > F DAL/ 1EBSh&RE
B

ipv6 mld snooping switch

no ipv6 mld snooping

[NT A —=HF—]
switch : MLD A X—E» 7 Ok
REME B!
enable MLD A X —VE > 7 &= /T 5
disable MLD A X — V> 7 % B35
[(IHIRR RE]
ipv6 mld snooping enable
[AJ1E— K]
A E =Tz —RE—F
[@H]

A H =T x2—ADMLD AX—t 7 OEEZRET S,
no I CTIAT LI B3I E IR 5,

[/ —}]

AKa<2 FIZVLAN f VX —T7 2 — A ZDOIHRETE D,
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[ EH]

VLAN#2 O MLD A X—E > 7 ZHNT 5,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2

SWX2310P (config-if) #ipv6 mld snooping enable
VLAN#2 O MLD A X — ' 7 %2845,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping disable

832 MLD A X—V o JEHEBEDHE

[EFX]

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEIER E]

L

[ASE— K]

AR =T 2—AF— K

BN

A B —T 2 —AD MLD 2 X—t L FEREBIEE AT 5,

no FERTHEITT D &, MLD AX— V> 7 ml iR 2 M4 %,

[/—}]

Aa<w U RIXVLAN A VX —T7 2 —RAZOHKFKETE D, £7o, MLD AX—E U I NERN G EDAHRETE D,
Ko< KiZ, LAN/SFP iR — MIBEEDOHE R "REFE SN TS VLAN A U H— 7 = — A TIEAME Lgnz &y
[ E B

VLAN #2 O MLD A X — B> 7 & ik & e+ 5,

SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping fast-leave

VLAN #2 ® MLD A X — ¥ 7 E5d iR % 29 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping fast-leave

8.3.3 v /I TF ¥ X M—F —DERRICDEIE

[EF2

ipv6 mld snooping mrouter interface ifname
no ipv6 mld snooping mrouter interface ifname

[T A—F—]

ifname : LAN/SFP R— hDA » H—T = — A4
RETHA LV H—T =2 —A

[FIHAER E]

7L

[AJ1E— F]

AVH—T 2 —RAEF—FR

[RiAA]

< IVFF ¥ A hb—H — ) STV D LAN/SFP 7R— h & HHICRET 5,

no B THATT 5 &, RELMWIET D,
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[/ — 1]

Aa<w U RIXVLAN A VX —T7 2 —RAIZOHKFKETE D, £7o, MLD AX—E U I NERN G EDAHRETE D,
S¥E L7 LAN/SFP R— M2, =L FF v 2 M —F =S N TS T L, L — =5 MLD LFR— R %
Zf{59 5 &, BRE L7 LAN/SFP 7R — MZH& AT D,

[FREHI]

VI FF v A RL—H—DORHEE LT LAN AR— kN #8 X ET D,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping mrouter interface portl.8

< VT X A ML—H —DOEEHG S LAN " — b #8 245,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping mrouter interface portl.8

(]

8.3.4 7 VU —XERERE D E
B

ipv6 mld snooping querier

no ipvé mld snooping querier
[WIHIRRE]
7L
[AJIE— ]
A BF =Tz —AE—R
[
MLD 7 =V — & {EHEEZ AT D,
no LA TIHIT9 5 L. MLD 7 = U —iXEHRE 2 BENIC T 5,
[/—H
Ka<y FIIVLAN A v F =T 2= R IDHFRETE D, £l MLD ARX—E U I NENRGEEDHBETE D,
AEERE &3 55551347 ipvé enable 71~ > RZWTNDD VLAN A ¥ —7 = —RTRETH 2 L, ipvé
enable 7~ 2 FAAREINTWRWEA, MLD 27 = U —3XE SNRVOTEET D 2 &,
Bl
VLAN #2 @ MLD 7 = U —XfEHREZ AT 2,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping querier

VLAN #2 @ MLD 7 = U —X{EH#RE & AN 32,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipvé6 mld snooping querier

8.3.5MLD 7 = ) — X (ERIRDRE
E=y

ipv6 mld snooping query-interval interval

no ipvé mld snooping query-interval

ST A—5—
interval 1 <20-18000>

7 = ) — =B HEED)
[WIHIRRE]
ipv6 mld snooping query-interval 125
[AJ3E— K]

s —T 2 —RE—F
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[REA]
MLD 7 =V — DX EMBEEHRET 5,
no R TEITIT AL, MLD 7 =V —DO X EMIREZ PR EICET,
[/ —H]
Ko< RIZVLAN f V2 —T7 =2 — R CDHBRETE D, £72. MLD AX—E U I RENBRBEDHRETE D,
Bail]
VLAN#2 O 7 = J —%EME % 30 RIZERET 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 © 7 = 1 —%E M 2 JHEICRE T,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N"— 3 VDORTE

BN
ipv6 mld snooping version version
no ipv6 mld snooping version

[/3T7 A —5F—]
version o <1-2>
MLD "—3 3 >
(R
ipv6 mld snooping version 2
[AFIE— K]
A HE—Tx2—RAE—NK
[FAA]

MLD O —2 g U ERET D,
no X TEITTH L, MLD N— 3 U AR E(V2)IZFE T,
[/ —}]
AKa<w U RILVLAN A V¥ —T 2 —RAIZOBRFKETE D, £72, MLD AX—E U I NEN G EDAHRETE D,
BRELHIHNN—2 a3 D MLD N7y bEZE LTS AE, LFOEEL 25,
o VI RERE
e V27V —%ZELESEE, VI /) —& LTiik
« V2L R— I EZELELE, K
o V2 RERE
e VI —%ZELESE. VI 7 —& LTk
« VI VAR—=FEZELELGS, V2 LAR— & LTk
[BREH]
VLAN#2 TMLD N—Y 3 v & 1 IZRET 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD N— 3 > A IHHEIC R T,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping version
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8.3.7 MLD L R— ~fI#RE DX E
EEN

ipv6 mld snooping report-suppression switch

no ipv6 mld snooping report-suppression

[/$5 A—%—]
switch : MLD L7R— b il Bng
REME B!
enable B+ %
disable i) R
(IR RE]
ipv6 mld snooping report-suppression enable
[AJ1E— F]
AH =T =2—AF—F
B

MLD L AR — MHIEEEZ R ET D,

no IR CEIT LI A IR EICE S,

B L72GEE, %18 L7z Report A v E—UR Leave A v —U D OELE#RE D L2, /BOA v E—T%
2L F X ¥ A ML—F— R h~EET B,

SN Lo A 1E, 515 L7z Report A v E—UR° Leave A v E— VBRIV TF F v A MLb—F —HR— F~#5kT
60

[/—F]

AKa< RIZVLAN A V2 —T7 2 — A TDRRETE D,

[ EH]

VLAN #2 C MLD L 7R— MIIRERE 2 B34 5

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 C MLD L 7R— hIfHIRERE 2 5hiz 4 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping report-suppression disable

8.3.8 ¥ /L F X ¥ X ML —&F —EFER— MEROER

[E

show ipv6 mld snooping mrouter ifname
ST A—F—]
ifname : VLAN AV H—T = — A%

FRTAL A —T o —R

[AJ1E— ]
FEREME EXEC £ — N, FiHE EXEC £— F
%FEEFJ]
I E SN, ERIEFHICERE LT~ LT F ¥ X bL— 2 —Hi AR — MEREERT D,
Bl

VLAN#2 D~V FF ¥ A P —F —fgR— P OERE TR T 5,

SWX2310P#show ipv6 mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2£f£:£e30:291 00:01:04
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8.3.9 MLD /' )L — 7 X L\ —3 v FIEMDOFRR

EEN
show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X:.X:: X.X [detail]
show ipv6 mld snooping groups ifname [detail]

[F—T7—F]

detail D REHEE R

[/XF A —5&—]

XX XX DR TFXXYARNTN—TT KL A

ifname : VLAN A V¥ —7 = — A4,
BRTHA L F—Tz2—R

[AF1E— K]

FEFFHE EXEC £ — N, 45#E EXEC £— K

B

MLD 7 )V—TF A o™=y TR ERRT D,

[BRE ]

MLD V=T A = T OIEREFRT D,
SWX2310P#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface
Reporter
f£f15::1 portl.3

fe80::a00:27ff:fe8b:87e3
MLD 7 )v—7 A =3y T OFEMME R E2 FoRT D,

SWX2310P#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )

Source Address
fe80::221:70ff:fef9:8a39

8.3.10 1 > % —7 = —AM MLD EEEFR % FoR

Uptime v2 Exp
00:00:03 00:01:06

Uptime

00:00:44 00:01:07

Fwd
Yes

R

Expires

Flags

Last

EEN!
show ipv6 mld snooping interface ifname
[/$5 A—%—]
ifname : VLAN A > ¥ —7 = — A4
TR THA L H—T = —R&
[AS1E— ]
HHrtE EXEC £— R, %M EXEC £— I
[RLBA]
VLAN A >4 —7 = — A D MLD B#fEH % £rT 5,
[BEH]

VLAN #1 ® MLD B#{E#H &2 F T 5,

SWX2310P#show ipv6 mld snooping interface vlanl
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MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: 0O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2

8.3.11 MLD ZV—F A _"— Oy MY —YI&
[

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—T—F]

group COHIBRT AV AT XY A NI —TT RLAERET S

interface © HIBRT D VLAN A X —T = —ZAE4RTET D

[73T7 A —=HF—]

XX X:X DA FRY AT NL—TT KL R
AT R Y —

ifname © VLAN A VX —7 = — A4
HIbRd 24 v &4 —7 = — A

[AS1E— ]

F¢HE EXEC E— K

B

MLD Z V=T A=y TOx s b — 2R 5,

[BREH]

VLAN#1 O MLD 7 /L —7 A 3= 7Oz b Y —ZHlRT 5,
SWX2310P#clear ipv6 mld snooping interface vlanl
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A

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol IZ tep ZHRE L72HE. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 7 & AU Z F® ID

<1-65535>

=l U ARG, MBET 7RV A MAICBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICT Y M) —RBinsnd, oL &,

BEFORBRTY N —I2 10 ZNE LI2ERHHTY ) —0&F S L LTHERES D,
WO = o AR/ SR LTEBMLESES, = ) —0F 1L 101274 5,)

T 7R ARMECH T DEMEELRET D

RIEME B
deny FHEES"T 5
permit LM F IR B

HRLTLH7m barf@plzfiES S

REME 2 EH
<0-255> IP~yXO7a faLEs
any T_TO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 b

ST AERETIPVE T FLABFHREHRET D



av RU 77 Ly R T T 4w 7 #3303

R IEME s

T4 RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 EMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—DIPvd 7 KL A(AB.CD)RIEET D
any TRXTOIPVE T RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T 0 ME LR — FEEH<0-65535>%fET 5. A&
3252 &b Ahe
BEHE B
eq X R— MEZX)EEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info DR LE T A IPVA T LU AERAERET D
R EE LA

J AV KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L72 e, =& T 250088 — M 5<0-65535>%fRET 5, Ak
THZ L bR

BESIE B!

eq X R— FEEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
2L
[AS1E— F]
Ja—x\)ary7 4L — g T — R
B

IPvd 77 A A NEAKT D,

AR L7778 AU R MCiE, BEMAX256 D&M ERETDH I ENTE 5,

AR LTZIPvd 772 AU A MEBHASELHAT. A % —7 = —AF— FT access-group 2~ > K& 5,
no XA T action LI 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N &HIBRT 5,

no U C action LARRZFRE L7e o728/, 778 AV A RO ID BN —ET51IPvd 778 AU X R ZHIRT %,
[/ — 1]

LAN/SFP R — FB L OGRHA v ¥ —7 = —ACHA L TWAH7 78R Y A NI, no B THIBRT 5 Z LixT& 72
W, ST Z R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFHAVNIEE TEZ A0, ZO X ICHFAZIE L IPvA 7 78 A U X NI AT ALK
T—2721F access-group 2~ R TA U H—7 = —AZ#EHTX 5,
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[ EH)
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWX2310P (config) #access-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWX2310P (config) #no access-1list 1

9.1.21IPv4 77 &2 Y 2 ~ OFHAIGEAN

[

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[/3F A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
[FIERRE]
7L
[ASIE—F]
Ja—nN\)ary7 4 L—varE'E—FR
[BLAA]

R LTHDIPvE T 7R Y X MIEBSTEBENT 5,

o FERTHEIT LIS, IPVA T 78X Y A NOFAEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHEASE-H# S, Kavwr RCHAZBENT 5
ZLIEETHE, (BRAEDOTUHAXN EEET D)

(B EH]

PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ERR L, #RBISC
[Test] #i1BINT 5,

SWX2310P (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWX2310P (config) #faccess-1list 1 description Test

913IPvd4 77 ERU R ~DEHA

EEN
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T Z7EAY A RO ID
direction D M7 L—A0FmERET S
R EM A
in ZE7L—AIx L CHEASED
out EEZTL—AIXLTCHEAZIES
[FIHIER 2]

L



A R 77 LA BT T 4w 7l | 305
[AJ1E— K]

AR =T 2—AE—F

[BA)

LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

ZREAEETLV—LBT 7 RY A MDOREL B LEHE, T/ EAV X MOT 7 v a v BHYS T L—LICHT 5
7 7 3 a v (permit, deny) & 72 B,

no X TIAT LA, WHLEZT Z78AU A % LAN/SFP R— F B L OGREA ¥ —7 = — A LHIERT 5,
[/—}]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET7 V=BT 57 78 A U A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFEEIXLL T 0@,

N— hFE SHPH(range X Y)ZFEE LTZIPv4 77 A Y A ME, 257 L — L (out)lZili il TE 720y,

ZET LT DT 78 AU A RRERE S U7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTAET 7R R MIHREA VX — 7 = —R|ZHB L TVWA LAN/SFP R — Mok L AT
R, 2L A= T v ar 7 4 BB A A —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L —
DT BT I BAV A NRED D DHE. ABZR— FOREDHEA VA —T7 =2— A CHA SN 5,

B&l|

LANKR—F#l DZET7L—LIZX LT, 778 AU R #l Z#HT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #access-group 1 in

91.41IPv6 7 7B AU R N DARR
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[NTA—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 EAY X M@ ID
seq_num 1 <1-65535>
V=l ARG, RMBET 7B AV A MAICBIT L N —DNEEZRET D,
= U AFFEE LGS VA MORERRIZZ M) —RBINEhD, 2D E,
WAFORZRT ) —I2 10 ZIHE L7ZENHH#HT S R —0FK 5L L THERESN D,
(RN —r o AF SR L TEBIMLESRS, = R —0& ST 101272 5,)
action L TR ARMEICKT 2EMERRTET D
REME B
deny FEEESRT D
permit b S ot AT M )
sre-info ML T AEETLIPVE T RLUAFHRARET S
REME B
R BT xRy b A7 RMbi)f & D IPv6 7 R
XX:XXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZEXG LT 5
[FIHIRRE]

mL
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 782U R MCiE, BEMAX256 D&M ERETDH LN TE 5,

AR LT 78 A) A Ml SEL5A0F,. A X —7 x2—RXF— KT access-group 2~ > R&H 45,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ — 1]

LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTTEHZER L T DHIBRT S Z &,

2By JHERENA RS G, Ra~y FIIEHTE 20,

[ EH]

3fe:506::/32 N EH DNy M EESET D IPv6 77 B AU A K #3002 21T %,

SWX2310P (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWX2310P (config) #no access-1list 3002

9.1.5IPv6 77 &R U X s OFBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 727 EA U 2 R ID
line © BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r\)var 74— g rE— R
[FEEA]

ER L THDIPve 778 A Y A MIEHASCEZBINT 5,

no FERTEIT LIS, IPv6 7 7B XU A NOFHACEHIRT 5,

[/—F]

LAN/SFP R— F B L OHHA v ZA—T =2 — AT 7B AV A M 2EASEE-H# S, Ko< RCHACEZBENT S
ZEEARE, (A DAL T LEEET D)

ALy THEREN AN GE ., Ra~<y RIIEHTE 20,

[ EH]

3ffe:506::/32 VB DNy NEFEST S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWX2310P (config) #access-1list 3002 deny 3ffe:506::/32
SWX2310P (config) #access-1ist 3002 description Test

9.1.6IPv6 77 RA Y X N DiE

E&

access-group ipv6-acl-id direction
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no access-group ipvo-acl-id direction

[T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 IPv6 77 EAU A R ID
direction D WA L—LADOHMERET S
REME B
in ZEZL—AI L THEASES
out EEZL—LZH L THEHAEES
[FIIRRE]
7L
[AJ1E— K]
A B =T z—AEF— R
[BLFA]

LAN/SFP R— B L OEGERA o X — T =2 —AIZIPv6 7 7B AU X N2 #AT 5,

ZEEETZTV—LABT 7RV A MOSEME—KLTZGE. 77BAVARNDT 72 a VNS 7 L—AIZXT 5
7 7 3 a ¥ (permit, deny) & 72 B,

R TET LSS, MALETZ7EAY 2 % LAN/SFP A— F B L OGHH A v 2 — T = — A6 HIRT 5,

[/ =}

TI7RAV AL, FH—0OA ¥ —7x—RZ, ZIET7 L —A(n) L EET7 L—AOu)DZNZIUT 1 D7 D LE
FTER,

RIET L— LIk 57 7 £ A Y A MELAN/SFP B— Mkt L TOLBA ARETH 5.

HFFHILL T O@EY

ZIET L — AT AT 7B AU X MR E S LAN/SFP AR — MIGHELA v ¥ — 7 = — A ZATETE RV,
ZETL—AIHT BT 7ERAY X MNMIHBA VX — 7 =—RZHB L TVWA LAN/SFP R— X L CiEf T
R, L A= T v ar 7 4 7 Bl A v A —T7 = — A ZFTE LT\ 5 LAN/SFP iR — MIZE7 L —
LI T DT 7 BAT R NRENRHDHE. ELZR— FORENREA VX —7 = —RTHEHAIN D,

ALy TREREN BN 2 E ., Ra~<r R T2,

(B EH]

LAN AR— R #1 OZET7 L— A% LT, IPv6 7278 AU A k#3002 2T 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #access—-group 3002 in

9.1.7TMAC 77t AU 2 FDAERK
Ey

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

85 A — 5 —]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l U AEE, BT VAV A MNIZBIT L = N =DM EERET D,
VU AZEER LG AIE, VA NOEBREICZ MY —EBINENS, TOLE X,
BAFORBRE= N —I2 10 ZME LIERFH- ) —DFK 5L L THERE SN D,
(BN —r o ARBR L TEMLESES, =0 N —0&FRIZ 101272 5,)

action T RASGHCR T AEMEERET D



308 AV KU Ty LU A | bT 74w il

REME A
deny SEEEE"T 5
permit BN T R )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
R —— %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T BEE MAC T LA RERET D
REME B
DAL EHI—FEY b
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ETSH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[FiEH]

MAC 77 €AV A N&EAKT 5,

AR LT 78 A U A MCE, BEMAX256 D&M E2RET D LN TE 5,

ERL7ET 78R R M EEAIEI5E81E. 4 ¥ —7 =—R2F— KT access-group 2~ > K& EIT7 5,

no JE. T action LI 28 E L7280, M2 TH—ET25 MAC T 7 BA U A M &HIERT 5,

no T action LUEZHRE L2288k, 778 AV A DO ID BN—FHT 25 MAC 77 AU X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 27 8AY X NI, no B THIFRT 2 Z LixT& 722
VY, ST Z R LT DHEIBRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ E B

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 /BT 5,

SWX2310P (config) #faccess—-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 AU A | #2001 ZHIpr3 5,

SWX2310P (config) #no access-list 2001

9.1.8 MAC 7 7 EZX U X s OFBAIGEN

[ER
access-list mac-acl-id description /ine
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
[WIERRE]
L
[AJ1E— F]
sa—mnarz 4 S —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
no R TEIT LIS, MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA MR HAISE-#%Y, Aavwy NCTaBSIEZEBNT 5
ZlFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A %HEHET 5 MAC 727 AU A k#2001 Z{/ERk L. #HAASC Test)
ZBINT 5,

SWX2310P (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWX2310P (config) #access-1list 2001 description Test

9.1.9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 LD ID
direction D WAL= ERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[ A1 — ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U 2 F&2HEAT 5,

ZET V=BT VB AV A MORMEL K LIHE, 77 EAV A MDT 72 a UREE T L— AT 57 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHL/ET 78 AU A F% LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEOT 72 AY A NERETDH I LIXTER,

HFEEIZLL T 0@,

ZETLU—LIRTET 7 BAY A NPERE ST LAN/SFP AR — MIGRELA > ¥ — 7 = — A ZHTE TE 72uy,
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ZIET L= ATHT BT 7 A Y A MIGREEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
R, TR AF— T T a7 g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MIZfE 7 L —
DT DT 7 BAY A MREND DYd, BAETFR— FORENTHEA > 7 —7 = —ATHEM S D,
[ EH]
LAN R— b #1 DZAE7 L —LIZx LT, 778 AU X b #2001 2@ H 95,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #access-group 2001 in

9,110 £ L7=T 7R Y XA FNDOFER

(&)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT 7E®ARAY A NEFRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A E—T 2—RZHEA I, o, ST hH o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—h]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]
—BEFRRT D,

SWX2310P>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 FHFE DI VT

EEN
clear access-list counters [ac! id]
87 X —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T7I78ATVAMDID
[AS1E— K]
FHE EXEC £— R
(A
show access-list @~ > N CHER I D HEit K (match)z 27 U 79 %,
[BREBH]

etz 7 V79 %,

SWX2310P>clear access-1list counters
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QIR AV HF—T7xz—RZWBH LT 78R X bOFKR
EE

show access-group
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FRE B
—B\ERTT D,

SWX2310P>show access-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB L NRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE(256 LFLRN)

TR AT v T

[FIEIER E]
L
[ AFTE— K]
Ja—)ary7 4 Jb—yg rEF—NR
[FRHA]
access-map-name CIEE L7244 BID VLAN 77 B A< v THEKR LTZ2OB VLAN 7 7 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LB EIT. HBE L VLAN 7 7 B2~y FHHIRT 5,
[/ —}]
VLAN 7 7 B A<y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit 2~ R L., HikE
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWX2310P (config) #vlan access-map VAMOO1
SWX2310P (config-vlan—-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78R Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 7 7 B A~ v 7Z2{ERL LT, 192.168.0.1 2D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWX2310P (config) #access-1list 2 deny any 192.168.0.1/32 any
SWX2310P (config) #vlan access-map VAMOO1
SWX2310P (config-vlan-access-map) #match access-list 2

91.15VLAN 7 7B A~ T 4 VX —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I LOCEA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHT 7V EAY v 74

vian-id . <1-4094>
vlan =¥ > FC enable JRAEIZEE 41TV V5 VLAN ID

direction DA LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZE7 VAR L THEASES
out EEZL—HIRHLTEHASES

[WIHIRRE]

L

[AJ1E— ]

ra—\)varyz 47—y a Ee— R

[RLBA]

FEE L7 VLANIZVLAN 7 VB A~ v 77 4 VX — T 5,

no JTER THEAT L7261, $5E L7z VLAN (235 VLAN 727 B A~ v 77 4 V2 —%HIERT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 &1L TERLY,

VLAN 7 7 B A~ L, W—DA 2 —7x—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTx5%,

72720, UFOT7 78 AV ARERE LT VLAN 77t A~ v 7 d, BE7 L— A(out) T TE 720,

s MACT7Z7EAURAR

o N— FESEIPH(range X V)AFEE LT IPVA T 7 AU X |

[ 2 H]

VAMOO01 & W5 44710 VLAN 7 7 B A~ » 7 H B LT, 192.168.0.1 226037 v NEERT LT 78RV A M
BELTZOH, VLAN #1000 D55 7 L— AIZxt LT VAMO001 Z i3 5,

SWX2310P (config) #vlan database
SWX2310P (config-vlan) #vlan 1000



av RU 77 Ly R NT 7 4w 7 #1313

SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AFTE— R
FHrHE EXEC E— N, %M EXEC E— I
[FiHA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToOHEANERIND,

« VLAN 727t 2~ v 7 DO4Hi

e VLANT7 7t RA<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWX2310P>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 B2~ v 77 4 V2 —ORIGHE ZrnT 5,
ITOHENFREND,
¢ VLAN 7 7 & 2= v 7 DO4L4Hi
s VLAN 7 7 ®A~ v 7 0EM STV VLAN ID
« VLAN 77 k2= v 7R T\ 5 7 L— ADFhl(in/out)
(B EH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRTH,

SWX2310P>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ « HEZhHI4E
EEN|

qos action

qos_disable
[T A—=F—]
action © Qos DEE
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REME il
enable Qos ZHINZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—)arz 4 L—vg E— R
[FFA]

QoS Z AT 5,
no ER CEITLI-HA. QoS #MuT 5, ok X, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/— 1]
7 u—flEOY AT LEEBANLEE. Qos wAMIZTH I LITTERN,
QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNVLDONEZH D D,
[BXRE )
QoS ZH T
SWX2310P(conf1g)#qos enable
Iz
(

QoS N 5,

SWX2310P (config) #gos disable
92277 4V K CoS DRE

[ER]

qos cos value

no qos cos
[PXT A —=F—]
value 1 <0-7>

77 4V b CoS K

(R E]
qos cos 0
[AFIE—F]
A H =Tz —AE—N
[FAA]

LAN/SFP R— F B X OGEIA v X —T =2 —ADT 7 /L b CoS ZRET D,

no I TIAT LG E . FIHIME(CoS=0)Z X ET 5,

T 7/ ECoSIE, A H—T2—AD KT AME—FBCoSIZEHESNTWAIRETH 77 L7 L—L252ZE1L

FEICER SN D, (7 L— A2 CoS MBREE SN T2 ®))

[/ —}]

ARa<r REFEITTDHITE, QoS A LT 2 &,

FITT DA H—T2—AD FT A FE— KPP CoS TlHRWHAE, Ka~vr RiEETmI—Lhd,

T 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA » H —T7 = — R L LTHIRD Z LT TE R,

FITT A4 =T == AWNmEA U F—T = — AR L TV 5 LAN/SFP 7R — h D6, Ka<r FIEETE

—&ﬁé ttb x&—b7/7:/747i@ @GP 2 — 7 = — AZFTE LT D LAN/SFP 7R — h O E
KT R — FOBRENHEA > X —7 = — A ZHH I D,

[ﬁﬁ%]

T 7 F b CoSfEA 2 IZRET D,

SWX2310P (config-if) #qos cos 2
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7 7 4V | CoS % WIHWIMEIZ T,
SWX2310P (config-if) #no gos cos
923 FT7 R hE— RORE
[EF=R]

qos trust mode

no qos trust

[7NT A—=F—]
mode : M7 ABME—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5 ¥ = —% DSCPEICE SV TIRET S
port-priority AR CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AJ1E— K]
A HF—T2—AF—FR
B

LAN/SFP R— FB X OHBIA o X —T 2 —AD N T A ME— RZHRTET 5,
no JTETIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A RE— R cos DAL, ZET7 L— LD CoS 1l A 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2= AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fEX° DSCP fE, ZAEAR— MIHISTT 2 XEF 22—, LTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 —RECHEATOIRERE | HEavrF

CoS CoS-EEx¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIGRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — A LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, =L, AX—1FT v
7:/747L® GHA X — T = — ZIZFTE LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIE, T A PE— RICL > TEITHIRA D D b O, RFRFHRORIRD LONRD D,
BB
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWX2310P (config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWX2310P (config-if) #no gos trust

9.2.4 QoS HEE DR EINEB DK IR

&N
show qos
[ASTE—F]
FEHFHE EXEC &— R, $§#E EXEC ©— K
[@iHH]
QoS F&HRE D A #(Enable), % (Disable)ki&Z 27 %,
[BE B
AT LD QoS DEEIREEFRT D,

SWX2310P#show gos
Enable

925 A F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— MBI WGRBLA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, FrkE EXEC ©— F

[FEBA]
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHEHDORY —~ v T LT
7 A~y THEHRAE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— T (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 27 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND T L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWX2310P#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Scheduling:

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R— K #1 @ QoS X Ex &K ~T 5, (F7 A FE— K DSCP)
SWX2310P#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Scheduling:
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BREFEI R — N ERGLET 5,
TR T DA H—T 2 —R
[AJ1E— F]
JERFME EXEC £ — K, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP AR — h DEE X 2 —BOFHEL X RT D, F2—OFHRIILLT CHET S,
(Fz—DEHF) = (F=2—ICHEHII TSN 7758/ (F=2—DRALR)



9.2.7 CoS-EEX a2 — ID BT — TN D

38| A~V KU T 7 LU A | b T 7 4w il

[/ — P}

K= FiE QoS DIRIE(HE NN D LI TE %,

[ EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWX2310P#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
el

[EX]

qos cos-queue cos-value queue-id
no (os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS EIZ G T % EEF = — ID
(IR 2|
[/ — M=
[AFTE— R
Jua—nrarz 4 L—varE—R
[FL8A]

EEF2—ZRETHOIEHT S CoS-EEF2a— ID BT — T NVDOEERET D,
no IR TEIT LA, € L7z CoS HDEIEF = — ID ¥R IR,
CoS-EEFxFa2—ID BT —T /T, FTAPE—FRB CoSITRESN TWAERITHER NS,

[/—

AKa~<r REFITTHITE, QoS =AML T Z &,

CoS-IHMEF = — ID AT — 7 LV OYHRET FERD LIV,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWX2310P (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWX2310P (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 IV DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE it 0D DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
[FIEARRE]
[/ — MR
[AFTE— K]
rsa—)rary 7 40— g F— R
[FRA]

EEX 2 —ZRET DO AT 5 DSCP-5{5F = — ID BT — 7 VOB AR ET D,

no TR CIFAT L7=45A . 857E L72 DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ % = — ID a7 — 7 /M iE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—}]

AKa<r REFITTHITE, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREILTTEDO LB,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWX2310P (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWX2310P (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=y

qos port-priority-queue queue-id

no qos port-priority-queue
[T A—=HF—]

queue-id : o <0-7>



320 2~ KU TZ7 LA | NT7 4 v 7 HIH

[FIHIERE]

gos port-priority-queue 2

[ASE— ]

A H—T2—AF— R

[

LAN/SFP AR — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RICxHET DB EEGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQ)ICET,

A— MEEEX, T A ME— RR"F— MEE"CRESN TV ELAEDOREF 2 —DOWREICHEH SN D,
[/—h]

AKavy REFITTHITE, QS #H/MILTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= AN VF —7 = —ZITHTE LTV D LANSFP R — b6 Ao~ RIFEIT=7
—LB, LIl AX— R T T ar 707 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
I, BB R — FOREDTHIEA v X — 7 = —RAZHEA S5,

[BRE 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—1D#M E2FV 4 T5H,

SWX2310P#interface portl.1l
SWX2310P (config-if) #gos port-priority-queue 4

9210 A1 v FARENOLEEFEIND 7 L—LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sa—m\)var7 47—y aryE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — h~IEEEND 7 L — LD DR EX = — 2R ET D,

no IR CIAT L7 A . PIHMEZRET D,

[/—}]

ARKa<r REFITT 51T, QoS AL T Z &,

CPUMDLIEEINDL 7L —LAOBEEEZ TS, IVEEEOENF 22— bORENMELEIND T2, BATN
DIRRET L2MS 0 — Tt 72 EORBEDNENE L 72 < R B A[REMERN H D, T D72 AR EMIT IR/ R Y K& 72
EEELEET 52 L2 HlEd 5,

AH 7 REREA . CPU ML IEE SN D 7 L— ADKHISEEE S = — ID OWIHIEREMIL"6" L 72 5,

[ EH]

CPU M HEEIIND 7 L— DO IEEx = — % #5 TR TET D,

SWX2310P (config) #gos queue sent-from-cpu 5
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9211 7 F A~ (NTF T 4 v 7 OHGESE)DAERK
B

class-map name

no class-map name

[7XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")naryz4J—g T — R

B

I IRy T eAERRT B,

Ay TN, ZRETV—LENT T4 I I TACGET D20 D0FEMEERTHHOTHY, match 2~
RCER LIS L 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7278 AU A NMACL) % 8T L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT 7 avNI TR~y T DT Ivarbind,
« TRV A RNACLLSERE LIZGA
FF Al (permit) & 72 5,
Rk, TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1X, FHE LT T A~y T HHIRT 5,
[/—}]
AKa<wr RaeFAT9 512013, QoS ZAMIC L T Z L,
HBE LY 7 A~y TRERBE OGS, AiEOREICH L TERRMTRbRS, 7220, R v—~vv 7N
LAN/SFP R — h B L UGREA v ¥ — 7 = —RTHHE A OEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< Fclass1" VR T 5,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
%7 A — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[FiHA]

RV =~y T T A~y 7 &BEEMT D,

77 A=y ZOEMTICKNT DL, R o—vo T« 7T 2= RNIIBIT D, R V—vv T 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV T

e KUV

e Uw—F 7

no WA TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMN T ZiERT 5,



322|a~r RV T7 LA | NT 7 4w 7 HIH

AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—DODORY =~y FIHEMIT oD T Ay FIE, 8 0FETELT 5,

[/— 1]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 77> a D774y 777 A LT, QoSMUHDFREL L THEMEN2,
BE)

LAN R— b #1 OZET7 L—AIZH L TUTOREET D,

¢ 10.1.00 DXy T =IO DNT T 4 v 7 ZFFHA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 ([CFEE#x . Red:MLEE

[N 7490 0T ADESE

SWX2310P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #fclass-map classl

(
SWX2310P (config-cmap) #match access-1list 1
SWX2310P (config-cmap) #exit

[RY > —DRE]

SWX2310P
SWX2310P

config) #policy-map policyl
config-pmap) #class classl

SWX2310P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #fexit

SWX2310P
SWX2310P

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 D FESME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X K ID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
[BLFA]

FNTT 4w 7T ADGEEKMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

FNoT 4y I ETT 78R A MIRETEDRMFITRKRIGFETERD,
B!

25 A<y 7 classl"DESARCT 7B AU A - #] ARET D,
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SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match access-list 1

9.2.14 ~ T 7 4 v 7 3 FEEHEDFTE(CoS)
[ER]

match cos cos-list

no match cos

[73F A —F—]
cos-list o <0-7>
YRR E LTHET S CoS i, ek 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

NF T 4D 7T ADFEERMIC VLAN & 7~ XD CoS =M AT %,
no R TEIT LA, CoS OEMFREZHIBRT 5,

BEH D LIREB )£ T, REZHBVIRTZENTE D,

[/ —}]

ARa<r REFEITTDHITE, QoS A LT Z &,

B!

7 72'7 /7"013881"@ iﬁ ﬁ: C081 "1"&"2"% ﬁjﬁé

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match cos 1 2

9.2.15 T 7 4 v 7 8BS ORE(TOS BILE)
(&)

match ip-precedence ros-list

no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
SRS E U CTHERT B IP o~ Z D TOS #55E (precedence) 7 « —/V NE, K 8 il £ TH
TE D,

[AJ1E— F]

7 TAYy TE—F

[RLFA]

T T 4w 7T ADGFERMITIP ~ v XD TOS B (precedence) 7 « —/V RMEZ I HT %,
no JEITIFAT L72GA . TOS BIEEIC K 2 & EZ HIbRT 5,

BERE O FIREQ ) E T, REEAMOIRT LN TX D,

[/ — 1]

Kavr REFEITT5I21E, QoS AL TR 2L,

B!

75 A= 7 class1"DAYHASAEIT TOS B E 3" L "4 &% iET 5,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match ip-precedence 3 4

9.2.16 ~ 7 7 4 v 7 5HFRSEMHE DR E(DSCP)

&3]
match ip-dscp dscp-list

no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SRS L LTEM T 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L i, &K 8 {HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 4 w7 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ T %,
no X CIHAT L7284, DSCP IC K D 5M3E&HIBRT D,

BEED FIRGE)E T, REZXHRVIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMC L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" &2 % ET 5.

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN % J & ZHRET S

untagged D KM VLAN Z 77 LA ET S

[/XT A —=HF—]

type D A=Y Ry NI L —LDE A TERET S,

X EME B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— F]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L — LD F A FEE VLAN & 7 DFELFETT 5,

no R TIITLHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M5%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 5,

[/—}]

AKa<xr RueFATT 51213, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LA L2 D(T 7 B AR— N TR T EZ 7 L— 2% bW 2w),
Bl

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 HFRSKMHE DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEM T %5 VLAN ID
[AF1E— F]
JTAYy SE— R
B

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A. VLANID I X B 5M30E &2 HIFRT 5,
BEHD LERGOE)E T, BREAMY KT Z LN TE 5.
[/—}]

AKavwr REFATT 511, QoS ZAMT L T Z &,

[ EH]

7T A~ 7class1" D3RI VLAN #20 X ET 5,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID L ¥ VHE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SYMESME L LTS % VLAN ID O BRARE,
id-end o <1-4094>
SRS E LT 4 VLANID O#& T, BRAGD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IARy TE— R
(@]

7T 4w 7T ADGFERMC VLANID ZE 7 %,

SESAEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,

matchvlan 2~ > FOBRTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wy FEFITT 5T, QS AN L THLS Z &,

[ E B

7 F A=y T class1"D/PFASIEIZ, VLAN #20 0 H#30 £ TEEET 5,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match vlan-range 20 to 30

9.220 7 T A< v TEBROFER
[

show class-map [name]
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[NT A —=HF—]
name DU T ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv IEH 2157
57 55 (match) Match Access-List 772 AU 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &5 )&
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWX2310P#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —< v T DERK

v
policy-map name
no policy-map name

[78T7 A —=F—]

name DR =y T B2 LFUT. KT/ F % KR %)
[AFTE— F]

Ja—x\)ary7 4L —y g T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTEUTONEEY N5 7 47 7T REITE &
Db DTH D,

s NTT 4w IR

s Tlvw—FF

« A—XULT

s RITUT

c Uw—F7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b L OGREEA > ¥
— 7 x—REHATHILENTES, I, RV V=~ THNOEI TASy TIZEoTZIETL—A0 b
T4 w77 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MER 7o s L 9
W27 %,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, ELLERY v—~ v 7 E2HIBRT 5,
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[/ — 1]
Ka<wr REFEITT AT, QoS Az LT L

?ELKT)/~7/7#$Wﬁ$®ﬁu\mﬁmmm_ﬂbfﬁﬁhﬁ@bhé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[FREHI]

LAN R— M #1 OZET7 L— LI L TCUTORELT 5,

+ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]

. aR%mmcmn%wwEwlkwmf W T A %53
o Green:fi5%k, Yellow:DSCP % 10 IZEXH#i % . Red:fl3E

[NTF 74T 7T ADERR

SWX2310P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-list 1

SWX2310P (config-cmap) #fexit

[V 2 — D% E]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310P (config-pmap-c) fexit

SWX2310P (config-pmap) ffexit

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #service-policy input policyl

92N ZET L —AIZHTHIRY —< v FDEHA
[

service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
AT E— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP A" — B X OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SSFP A — B L UGHEEA v ¥ — T = —ANO R v—~ v T ERERT 5,
[/—}]

AKawy REFATT HITIE, QoS AL THL Z L,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA ¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— B L OHELS VX —T =2 —AD T A I
F—RERMGELBEWVERTEN D THLEENTWEGE, =7 —¢ERb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERRH D3~ RIZLLTO LR,

FFAFE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FZ A FE—F

a<w R

IR

Port Priority

set cos

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

A AT

police, remark-map

U~ =% 7 NE A3
ARI(E 1)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST

. Ho. 40O remark-map V% EINTWAEEETET,

RY —= v 7N S 7= LAN/SFP AR — M, #aElA v X —7 =2 — AIZFATR TE R0,

R —< vy FIIREA X — T = —AZFTE L CTW5 LAN/SFP AR — MIXt L CHATE 2V, 72721, AHX—h
Ty a7 4 RICEHREA L — T 2 —RCFTE L TUVWA LAN/SFP R— MR Y —< v THRENH HEA. i
'R — NOBENRBA X — T = — RTINS,
A=Y TE, LFOREA ¥ —7 =2— AR L TEWES TS Z L3 TE R, A=V 7 (R &RE

(police R~ ) ZFZ LAY o—< v FZHMH LN &,

© AB YT EWNT DA N=AL v FEHENTIN— T LIialiA v 4 —T = — X

[EEH]

LAN AR— N #1 12K Y v —~ > 7 policyl #iMH T 5,
SWX2310P (config) #interface portl.1

SWX2310P (config-if) #service-policy input policyl

LAN R— k #1 25 R Y v—~ v 7 policyl &+ %,
SWX2310P (config) #interface portl.1l

SWX2310P (config-if) #no service-policy input policyl

9.2.23 L ~—% 7 DFE(CoS)

By

set cos value
no set cos

[/3T7 A —F—]

value o <0-7>

FL=—F% T TRET S CoS

[AFIE— F]
RV —=v T« JTAE—F
[FLHA]

SELTE NI T 4w 7 7T AD CoS %, FEE L2 CoSHICER T 5, 7.

—ID 7T =T MIHESE | EFEF 2 —OFEID M TET I,
no [P TEIT LIS GB, T 74 v 7 7 TRATHT D CSEDOT L~ —F > ZIE ZHIRT 5,

[/ — ]

RKa<wy FEFEITTHITE. QoS #AMMILTHL Z &,

T —F% %, BEXF—EERELIFH T LixTE RNy,

[ EH

LAN R— R #1 OZ{ET7 L — AR L CUTFORTEET A
¢« 10100 DF Yy FT—=IMIBDNT T 4 w7 ZFFA]
o BHELIENT T 4T T T A% CoSHNIET B

[FNT T4 v 7T ADER]

FZ A FE— RIZHIG LT EF =

SWX2310P (config) #faccess—-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class-map classl
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SWX2310P (config-cmap) #match access-list 1
SWX2310P (config-cmap) #fexit

[RY > —DRIE]

SWX2310P (config) #policy-map policyl
SWX2310P (config-pmap) #class classl
SWX2310P (config-pmap-c) #set cos 2
SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #service-policy input policyl

9224 7L ~—3% 2 JDFRETOS EBELEE)
(&R

set ip-precedence value

no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIEE
[AFIE—F]
NV v—<v 7« 7 FTAE—NR
[FHA]

DELTENT 7 4 v 7T ADIP ~v X D TOS M55 (precedence) 7 « —/L N4, f58E L7z TOSHIZAEF T %,
Flo, FTAME—RIZHSLICEEFEF2—ID 7T — 7 /WMIZESE, EEXF2—0OFEV Y TEITIH,
no WA THEITLIEGE, M T 740277 T 2K 2 TOSEEED T v~ —% o VLB ZHIRT 5,
[/— k]

ARKa<wr FEFEITTHICE, QS E#AMILTEL I &,

T~ —F 73 FEF—RERE LT Z LIxTERY,

[BXRE )

LAN R— h #1 OZ[F7 L— LK L TUTOREEZT D

« 10100 DRy NU—=ZINED T T 4 v T EFFA]

« WELIZNT T4y T A% TOS ERESCEET S

[N 74w 0T ADESE

SWX2310P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-1list 1
SWX2310P (config-cmap) #exit

[RY > —DRE]

SWX2310P (config) #policy-map policyl
SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #set ip-precedence 5
SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #service-policy input policyl

9.2.25 L ~—F L T DR EMDSCP)
[E=X]

set ip-dscp value

no set dscp
85 A —5—]
value : <0-63>

TLw—% 7 THRET D DSCP
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AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, F5E L7 DSCPEICEET S, £/~ FTRA2 ME— RIS LT-%E
Fa—IDT—TNMZESE, BEXF2—OFEY LB TEITI,

no X TEITLIZGE. N T 747 7 7 AZKT 5 DSCPED T L~ —=X% 0 JALE &2 HIRT 5,

[/ —}]

RKa=y REFEITTHITE. QoS AL THL Z &,

T~ —F% 7, BEX—BEREELIFHT 2 LixTE RN,

RFC THELES LTV DSCPE~D 7 L~ —F 7/ ) = —% > 73, GFF 4 FHE T2 T&E 5, RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BEHl]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMED NT T 4 v 7 &7

s BELIENT 74y 7T A% DSCPE"10"ZEET 5

[(NT 747 7T ADEF]

SWX2310P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-1list 1
SWX2310P (config-cmap) ffexit

[RY o —DIE]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #set ip-dscp 10

SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.1l

SWX2310P (config-if) #service-policy input policyl

9.2.26 HAAR Y P —DFREE TV L— 1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—TU—F]
single-rate DI b— MR —EEHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L— k(kbps)
CBS 1 <11-2097120>
WA R—2 Ny R ODS—Z kA X(kbyte)
EBS ;o <11-2097120>

#EiE h—2 Ny D= R YA Z(kbyte)
action DO T AT E NN v  OEE



avr R 77 LA | T 74 v 7l 331

RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 7 TF7RAE—N
[RLBA]

B NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ & R TRIEVMTON TV DEAIT. NEEZEHT 5,
A—=Z ) TE, YN b— b 38T —<——RFC2INZHEESNTITV, S LIk 7 2 cx LT, LL
TORBZIREST DI LN TE S,
+ Green : 535D B (F8EA A
© Yellow : fiiis, MEFE, U ~—F 70 5ER
e Red:fk3E, V~—F 7 MHER
72770, V~—%270%, Yellow,Red D EH L —HDOAIRETHZ LINTE 5,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark" (2 5%
ESNTDIZrbLT, ZORET 7 ACKT 25 ) ~v—F 0 FOFFMEREN RN T 5GEG. U ~—F 0 7138
LD, ZOBE. WIHIERE(Yellow:fi51%, Red: AHE) A% fH S5,
no JERTET LGS, A—2 V07 - R 7 - V=% 7O EHIRT 5,
FEHIAR Y - —(police-aggregate =~ > R) & OFFHITTE 720y,
[/— ]
ARKa<wr FEFETTHITE, QS E#AMILTEL Z &,
A—=B Y TIE, UTOMEA v H—7 2= R LTEESE D Z L IETERY, A—F V7 (KU H—)5
(police R~ R) ZEHLARY —~v 7 EHMWH LN &,
« AZ YT EWNT DA N=AL v FEHENTI V= T LA v 4 —T = — X
[BXRE )
LAN R— h #1 OZ[F7 L— LK LTUTOREEZT D
« 10.1.00 DRy NU—=ZINED T T 4 v T EFFA]
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #1277 A % /34
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X #i X . Red:Af3E
[FT T4 w7 7T ADERK]
SWX2310P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #fclass-map classl

SWX2310P (config-cmap) #match access-list 1
SWX2310P (config-cmap) ffexit

[R U v —D%E]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10
SWX2310P (config-pmap-c) #exit
(
(
(

R
it

SWX2310P (config-pmap) #exit
SWX2310P (config) #interface portl.l
SWX2310P (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFREC A > L—h)

EE=N
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= MR —2EHT S
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[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
PIR : <1-102300000>
E—27 877 4 w7 L— hkbps), CIR £V /NSUVMEIXFEETE 220,
CBS 1 <11-2097120>
WE N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FOI—R A X(kbyte)
action DOy T AT ES TNy N OEME
BEME BhE
transmit HirE
drop T HE
remark ) <= —5 7 (CoS/TOS/DSCP)
[AJIE— K]
R)v—~vv 7« 7 TAE—NK
B

DELIZ T 74w 7 77 AR LT, HIRYb—(V A v b— MNERET D,
BEIZ police 2~ > RTREMNMTHOILTWDOLEIL, NEZEHT 5,
A=V T, VA L—b 38T —~—F—(RFC2698)IZ I TITV, L7877 Rizxt L <, LT
DR ZIEEST HZ LN TE D,
Green : 51X D A (FHE R A])
o Yellow: #4325, lEE, U ~—F 7 5HiEiR
e Red:fEFE, V~—F 27 HiER
72720, V~—F% 71X, Yellow,Red D EL LN~ FDORIEET HZ ENTE D,
U~ —F% 2 7 OFEMEREIX, remark-map 2~ > KRR Y v —~ v 7 « 7T Z2F— R)TIT I, action 73 "remark"|Z5%
ESNTZDIZPnb 6T, ZOHERY 7 26T 5 ) ~—F 0 ZOFEMREN o Tea. U ~—F o 713
LD, ZOHE FIEGE(Yellow:H5ik, Red: #0213 S b,
no FERCTEITLIEGE, A—X VT - RV 7 - U=—F 0 FTOWLEEHIRT 5,
KR U —(police-aggregate =~ > R) L OHFHIZTTE 72uy,
[/— "}
Ka<wy FeFT3 51203 QoS AL T Z L&,
A=Y T, LTFOMmEA v F—7 2 — AR LTEESED Z LI TERY, A—Z U7 (R H—)
(police R~y M) #ELAR Y —~y 7 ZEHA LN &,
© RZ T EHERTDAVN=AAL v FH2BENWTI V= 7 Licimbif v 4 —7 = — A
[EE B
LAN R— h #1 OZE7 L— A L CUTOREEZT S
¢ 10100 DRy NT—=2NbD T 7 4 v 7 ZFF]
« CIR:48Kkbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
+  Green:fizi%, Yellow:DSCP fi% 10 [ZE X #i X . Red:fifHE
[FT T4 w07 T ADERE]
SWX2310P (config) #ip-access-1ist 1 permit 10.1.0.0 0.0.255.255
SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-group 1
SWX2310P (config-cmap) #exit

[R U — DR E]

5
A
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SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #police twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #service-policy input policyl

9228 FEARY P —D VU ~—F 2 FDRE
ESN

remark-map color type value

no remark-map

[23T A —%F—]
color D V=X T RIT O T A
REE SiHA
#4772 Yellow DV ~—F v JRREETT
yellow 5
red W7 7 A Red DY ~—F  VREZAT D
type U~ —F o IR
BEME LA
cos CoS V~—F 27
ip-precedence TOS B Y ~—F 7
ip-dscp DSCP UV ~v—F% 7
value - <0-7>
CoS, TOS ESeEED U ~—F L Vi
<0-63>
DSCP VU ~—% > 7 fii
[AF1E— ]
RIv—<vwF 7T RAE—F
[FREA]

TERIARY Y —TCTHE LI FHEKY 7 & Yellow, Red IZxfT DY ~—F LV TEHVEORTEEIT I, 2. T A ME—FRIZ
G LB EX 22— ID T — T NCESE, FEXF2—OFHED Y TEITH,

J~—F% 2271, CoSfE. TOS B, DSCPEOWTFNMNEZREIRT S Z LN TX 5,

no WX TEIT LGS, UV ~—F U FRELHIRT 5,

V== 7 &ATH 12D, Aa<r FOBREDIED, police 2~ R(RY v—<v 7+ 77 ZXF— FN)TLUT
A T AT 7 a s E " remark"lTRE L TCBLSMLERDH D,

[/—F]

RKa=y REFEITTHITE. QoS #AMZLTHL Z &,

V=% 73, TLv—F 0 FREEF2—DFELFHAT L ENTE B,

RFC THERE XL TWRWDSCP E~D T L~v—F o F/) <w—F 7%, 4EEF Cra2—V—FRME L THAT
DI ENTE D, RFC THELE X715 DSCP fEIX. FFRDOLEEY,

PHB DSCP & RFC

default 0 2474
Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
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PHB DSCP & RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

LAN B—F #1 OZET L — LI L CUTFOREET S

¢ 10.1.00 DXy NT—I 06D NT 7 4 v 7 ZFFA]
+ CIR48Kbps, CBS:12kbyte, EBS: 2Kbyte T. 7 7 % % 4378
o Green:#xi%. Yellow:DSCP fE% 10 [CExH#iz . Red: iz

[N 7477 T ADERR

SWX2310P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-1list 1

SWX2310P (config-cmap) #exit

[RY 2 —DFFIE]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310P (config-pmap-c) fexit

SWX2310P (config-pmap) ffexit

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #service-policy input policyl

9.2.29 KR U b —DARL

&

aggregate-police name
no aggregate-police name

[T A—F—]

name O ERRY A (0 SCFLLT, R/ TFE X 5)
[AJ1E— ]

Ja—)ary 47—y g EF— R

[@EA]

ERIRY P —2 LT 2, BRCAEREADOGEIE. TONBEWRET D,

A< RRIIT 2L, BRRY b—ONELRET DENR Y —F— NIEBT D,

no WA THEITT 2 &, BNV F—%HIBRT 5,

UTOHE, BRIV —ONEEEELETDHI EILTERWVWENRY —— RIZEBE L2,

s BRIV —DOREINTI TAS Y T HFLHRY) —~< v 703 LAN/SFP R — B L OGRS v H— T = — R
WZHEH ST D

DIFOGA, BRIV Y —ZHIBRT 2 Z LIXTE 220,

« police-aggregate =~ NZ XV | ERR VY =N T T 1 v 7 7 T ATHEINTND

[/—H]

Ka<wr REFATT HITIE, QoS AL T Z L&,

A—=2 Y TF, UTOWMEA ¥ —T7 2 — A LTEESED Z L IXTE RN, A=V 7 (K)H—)F

(police F a2~ M) 2B AR vo—< v FZHMH LW &,

o ARZYVEBETDAUAN=ZAAL v FEHBENTITN—E T LIiR#iA v F—T =2 — A

[ EH]

IR Y —"AGP-01" % AT 5

e
it

SWX2310P (config) #aggregate-police AGP-01
SWX2310P (config-agg-policer) #



A RYU Ty LA | NT T 4w 7| 335
9230 KR Y F—DOREE V7L — )
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DU L— MR —EERHTS
[T A—F—]
CIR ;. <1-102300000>
77 4 > 7 L— h(kbps)
CBS ;o <11-2097120>
WA h—2 vy hDR—R hH A Z(kbyte)
EBS ;o <11-2097120>
Bl h— 7 3y hDR— R kA R (kbyte)
action DO T R FE Iy S OENME
BREME BifE
transmit i3k
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
ERRY Y —F—F
B

FERRY =iz, YT L— bR $—DBEEIT,

no R THEATLIEG S, A—Z V7 - RV T« Uw—F 0 TONHEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC269TIZFESWNTITV, D LI=HHK 7 7 2 1cxk L <, L

TOWREFRET H T LW TE 5,

Green : 526D A (FEE AR 7))

« Yellow: #5315, HE, U ~—F 2 7 bHEIR

e Red:ff3E, V~—F2 7 n5HiER

72720, V~—F% 71X, Yellow,Red D EL LN~ FHDORIEET HZ ENTE D,

U ~—F% 2 7 OFEMREIX, remark-map =2~ > REEKAR Y —F— R)TIT 9, action 73 "remark"| Laﬁﬁéﬂt

z 75 75 Ebfoff FZOHRIY T AT DV ~—F T OB EN 2o T2 E, Vvy—F o 73 s,
. WIHIER E (Yellow: #5125, Red: 3823 H S5,

[/—}]

Ka<wy REFATT HITIE, QoS AL THL Z &,

A=Y 7F LT OMEA 2 —T7 2= AR LTEES L 2 &IETERY, A—=F U 7 (R ¥—)&KiE

(police Za~ M) #F LAY —~y 7 ZHEHALRWnWT

. X&y&%%ﬁ?é%/A~X4y%%%wfﬂw~t/7bt%ﬁ4y&—7l~x

[BREH]

EHKIR U P — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2 Xk D A —% U > 7 % FAT

*  Yellow:DSCP i % 10 (2 E X 2, Red:AH3E

HERR U —DIERK]

SWX2310P (config) #aggregate-police AGP-01

SWX2310P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop
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SWX2310P (config-agg-policer) #remark-map yellow ip-dscp 10
SWX2310P (config-agg-policer) #exit

9231 ENR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA= R —E TS
[/3T A —HF—]
CIR : <1-102300000>
27 4> 7 L— k(kbps)
PIR : <1-102300000>
v—2 877 4 v 7 L— hkbps), CIR XV /NSVMEITFEE TE 220,
CBS 1 <11-2097120>
WA N—2 Ny FODS—Z kA X(kbyte)
PBS : <I11-2097120>
E—7 =27 2Ny hO—R h A X(kbyte)
action DAY T RS I Ny S OEE
R EME Bk
transmit HR s
drop fite 3
remark Y ~—% > 7 (CoS/TOS/DSCP)
[AS1E— ]
ERIRY —F—F
[@iH]

LR —I1T, YA Lb— R —DBREXITH,

n B TETLEGAE, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]+ 38T —~—H—(RFC269)ZISNTITW, L7 7 2 LT, LLF

DU ZIEEST HZ LN TE D,

*  Green : B51 5D B (FEEARTT)

o Yellow : $i516, fF3HE, U ~—F 2 7 HiEiR

+ Red: M3, V~—F 7 HER
72770, V~—x%2703%, Yellow,Red DEHL LN DOHRIGET HI ENTE 5,

) ~—F 2 OFFEMEREIX. remark-map 2~ > FEEMNAR Y —F— R)TIT9, action 73 "remark" |23 E S iz D
BT, ZORIY T AT D) v —F 2 T OFEMBREN 2o Te e, V~—F o JI3ES D, 2

DA PR E (Yellow: #5125, Red: A3 EH S b,

[/ —}]

ARa<r REFEITTHITE. QS AL THLL Z &,

A—=H VT, LTOMmEA v Z—7 2 —AZH LTEESED 2 LIXTERY, A—F V7 (KU H¥—)
(police R~ ) ZF LR v—< v 7 ZHMH LW &,

o AX VT EERT DAL=, v TFEBENTIN—E T LA v —T = — R
[REH]

KR Y Y — "AGP-01" ZAERKT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM IZ L5 A —% U v 7 % FAT
«  Yellow:DSCP fE% 10 (ZE & #i % . Red:AlfZE

e
il
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[SERI7R Y Y —DAERK]

SWX2310P (config) #aggregate-police AGP-01

SWX2310P (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX2310P (config-agg-policer) fremark-map yellow ip-dscp 10

SWX2310P (config-agg-policer) fexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T RTINS T A
REME S
7 7 A Yellow DU ~—F 0 VTR EEAT
yellow 5
red Hrlk 7 7 A Red DV ~—F U TREZEIT D
type U —F o U]
B EME LA
cos CoS V~v—F%o 7
ip-precedence TOS R ~—F 7
ip-dscp DSCP V~—F 27
value . <0-7>
CoS, TOS BEED ) ~—F o /1
<0-63>
DSCP UV ~—F > 7fH
[AJTE— ]
ERIRY P —F—F
B

ERNR VY —THE LI 7 X Yellow, Red IZxF 5 U ~—F U TEMWEOREZITH, £y FT A ME—RIZ
SIS L EEF 22— ID T — NI SEx EEX2—DOFEV Y TEITH,

J~—F% 2 7%, CoSfE. TOS I, DSCPEOWTFNMNEZRIRT L Z LN TE 5,

no X TEITLIZHE., UV ~—F 2 FHRELHIRT 5,

V=% 7575 1201I0E, Aa<r ROBREDIED, police T~ FEMRY —F— F)TE4 T o877 7
2ADT 7 a s E " remark"IZERE L TBLSMLEND D,

[/ —H]

ARa<wr FEFETTHITE, QS E#AMILTELL I &,

V=% 7F, 7L~ —F 0 IREEXFa—DRELHHT I ENTE S,

RFC THERE SN CTWARWDSCP E~D ' L~—F 0 F /) ~—F 7T, 4FEE Chra—V—TCHEMEEL L THEAT
5T EMNTE D, REC THELEX LD DSCP fElX, FEOLEEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXEH)
AR Y P — "AGP-01" (2 Y ~—F L T OBREEAT I,
«  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT
*  Yellow:DSCP i % 10 |[ZF & #2 % | Red:fiHE
[SERI7R Y —DAERL]
SWX2310P (config) #aggregate-police AGP-01
SWX2310P (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX2310P (config-agg-policer) #remark-map yellow ip-dscp 10
SWX2310P (config-agg-policer) #fexit

9.2.33 £KIAR U p—DRR

[EX]
show aggregate-police [name]
/85 A —4—|
name D EBRRY Y —4, BT T RXTOENR Y —N0n"Rt5E 25,
[AJ1E— F]
FERFHE EXEC £ — I, F#bE EXEC £— F
[@iH]
LRV P —DONFEFRT D, FRNEIL, show class-map 2~ > R THR/RE NS police &7 v = v L [AIEE,
[/—H
Ka<wr FedT1 51203, QoS ZAMC L T Z L,
[E )

ERIR Y —"AGP-01"ONAEZFRT 5,
SWX2310P#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH

[EFX]

police-aggregate name
no police-aggregate name

55 A—5—]
name LT B Y —
IASE— K]

) S~y T 7T AT~

(B9

NI T 4y TR LT, IR b —ERET D,

no X TCEIT LGS, N T 74 v 7 7 T RACKTHENR Y b —0RELZHIBRT 5,

ERIR U —GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THEL Z &,

A=Y T, LTFOMmEA v F—7 2 — AR L TEESED Z LI TERY, A—Z U7 (R H—)
(police 2~y M) #EFLAR ) —~yTEZEHA LN &,

e

it
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o RE T EERTDIAVNAN—AL v FEBENTIN—E T UEREA v A —T 2 — R

[ E ]

RY v —< v 7 "policyl"D 2 DD N7 7 4 7 77 A'class1", "class2"lZxf LT, 447 U +—"AGP-01"% @@ H T 5

* CIR:48Kkbps, CBS: 1 2kbyte, EBS:12Kbyte & L, SITCM (2 & % A—4 V) v 7 %347

*  Yellow:DSCP % 10 (ZE X #2 % | Red:MEHE

[HERIAR U P —D1ERK)

SWX2310P (config) #aggregate-police AGP-01

SWX2310P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWX2310P (config-agg-policer) #remark-map yellow ip-dscp 10

SWX2310P (config-agg-policer) #exit

[R VU 2 —DF%E]

SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P

config) #policy-map policyl

config-pmap) #class classl
config-pmap-c) #police-aggregate AGP-01
config-pmap-c) #exit

config-pmap) #class class?2
config-pmap-c) #police-aggregate AGP-01
config-pmap-c) #fexit

config-pmap) #fexit

config) #interface portl.1

config-if) #service-policy input policyl

9235 A—H Y T ho X —DFKRN

&y
show qos metering-counters [ifname]
T A—5—
ifname : LAN/SFP R— M B L UGHEA v 4 — 7 = — 24, BRI RFR— N2 L 15,
[AJ1E— ]
FHEHEHE EXEC E— N, FrkE EXEC £— R
B

FEE L72 LAN/SFP R — h B L OGHEBIA v H —T7 = — A 2B 5D, T_TOR Y P—{l@BIR U Y —/FEHKR U —)D
A—=5 Y T REERERRT D,
TR SNDHEHERITLL T LB,

HE Bl

Green Bytes Hrik 7 7 A Green |23 B I LT2 A MK

Yellow Bytes W7 7 A Yellow ([ZME S L7231 Mk

Red Bytes W7 T A Red IZFAE T A MK

717 v N OBIGRIL, LAN/SFP A — NBLOGREA v ¥ —T7 2 —RZAKRY —~ o &l LeRERE R &35,
[/—H]

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VY > FiEaHERE ForT 5,

SWX2310P#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok ok k k )k Aggregate * kk Kk kkk
Aggregate-policer: AGP-01
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Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO s 2—DI )T

E&y
clear qos metering-counters [ifname)
[/3T7 A—F—]
ifname : LAN/SFP R — "B L UGHEEA o ¥ —7 = — A4, BRI ER— bRt T5,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP iR — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHR Y —)D
A=V THEEERE ) T T 5,

[/—HI]

Ka<wy REFATT HITIE. QoS ZHMC L TH Z &,
[EXRE )

LANAR— R~ #l D2 =% U o IHiiHERE 7 UV 73 5,
SWX2310P#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —&—]
value o <0-7>
HE(EF = — ID IZxtis L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NR
[FFA]

LI T T 4y 7 T ACEGER 2 —&EI S TD,

PKEF 2 —DOFFEITIE CoS EA MM L. [CoS-IAFF = — ID BT —7 /1| ITHEAWHMEF 2 =031 HTHAL
Do

o ERTEITLZHAE. VT 74 v 7 7 T ACKTHEEF 2 —DIREEENT 5,

[/—h]

Ka<o REFITTDHITIE, QoS #AC LT Z &,

EEF2—EEE. F~—F AT L ITTE RN,

CoSIZLDEEFEF 2 —DEIL, CoS N T A M E—FNEHERD, R —vv I, KRavr NEEah7 7 A~
T IM—DOTHLEENDHEE., TORY —<v 7L CoS F 7 A ME— FUA DR — MZIF@#EHATE 220,

[ E 5]

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 101.00 D%y NT—IMBED NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&63 AR

[(NTF 74277 TADGE

SWX2310P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class—-map classl
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SWX2310P (config-cmap) #match access-list 1
SWX2310P (config-cmap) #fexit

[RY 2 —DFFIE]

SWX2310P (config) #policy-map policyl
SWX2310P (config-pmap) #class classl

SWX2310P

(
SWX2310P (config-pmap-c) #set cos—-queue 3
SWX2310P (config-pmap-c) #exit
SWX2310P (config-pmap) #exit
SWX2310P (config) #interface portl.l
(

config-if) #service-policy input policyl

9.2.38 /3 & = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[T A—F—]
value : <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
R)v—<vv 7« 7 T7AE—FK
[FEEA]

SHELTE NI 74y 7 7 7 AZEEF2—%2H D HTo,

E1E % 2 —DFFEITIZ DSCP EZAEM L, [DSCP-£EFF 2 — ID AT —7 /1| ITHEOWEHEF 2 —23FI 0 24T
b,

no R TEAT LS. N T 74 v 7 7 TRACKT HEEF 2 —DIEEEZENT 5,

[/— "}

Aoy FEEFTHITIE, QoS A AT LTHL Z L,

BEX2—HEEE. v T EHT I EITTERY,

DSCP (2 & Dk EF 2 —DFFEIE, DSCP T A M E—FEMLER D, R —<v 7l Kavr Faghr 7 A
YT MW=DOTHEENDSGE, TORY L —~ > I DSCP K7 A ME— LA OKR— MITEA TE 720,
(B 2B

LANR— h #1 OZE7 L— LI LT TOREEZT D

© 10100 DRy U= INED T T 4 v T HFFE]

s HHELTENT T4 v 77T AFTEEF 2 — 3(DSCP2M)ZEET 5

[T 74 v 27T ADEHE]

SWX2310P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX2310P (config) #class-map classl

(
SWX2310P (config-cmap) #match access-list 1
SWX2310P (config-cmap) ffexit

[RY > —DRE]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #set ip-dscp-queue 24
SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[EFX]
show policy-map [name]
[/3F A =4 —]
name DR vy A, B, TRTORY =y IERNERRIND,
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[AJS1E—F]
FRFME EXEC £ — N, b EXEC E— K
B

RELIER) =~y TOEREFTT D, ZNEITLLT,

HH

BzL]

Policy-Map Name

R v~ v 74

State

WY > —= v 7 O ik #8(attached/detached)

Class-Map Name

7 7 A=y 7E#R, FEMIT show class-map =2~ > R %
RO &

Match A SESLE
- Match Access-List (77 & A U X | ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS /)
- Match IP DSCP (DSCP 1)
Set T =X VERE, EEX2—RE
-Set CoS (FL~—F 73T : CoS i)
- Set IP precedence (7' L'~ —F > VR E : TOS B )
-Set IP DSCP (7' L ~—3 o 7 3% : DSCP fif)
- Set CoS-Queue (IX{5 F = —#57E : CoS)
- Set IP-DSCP-Queue (515 ¥ = —+#5 & : DSCP)
Police A=B YT SR T )~ —F  TRE

XEAEMIILL T 22

A=V T SRV T ) —F L TRED

FEIILL T D LB,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND
BDRH)

Mode A—=R YT T TY X L(SITCM/
TrTCM)

SITCM D AFoR

average rate

k< 7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 Xy hDO/S—Z R
4 X(KBytes)

excess burst size

il b —27 Ry FOS—Z b
A X(KBytes)

TrTCM D 3R

average rate

k7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 877 4 v 2 L — F(Kbits/sec)

burst size

WA =272y hOS—A K
A A (KBytes)

peak burst size

v —2 =2 "7y RO/N—Z |
A X (KBytes)

yellow-action

ik 2 A Yellow (2% 3 2 Eh{E

(transmit/drop/remark)
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HE LA
red-action I 7 7 A Red (2% 5 EfE(drop/
remark)

+ Match & Set /3.

RESNTWND DN —DETRREND,

+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3% TE SV TWRWIEAITFR R INR,

[/ — P}

Kawr FeFT7T 51203, QoS ZAZC LT 2L,

[ EH

AU —= v 7 "policyl"DIEFHREFRT B,

SWX2310P#show

Policy-Map N
State: att

Class-Map
Qos—-Acce
Police:

policy-map policyl

ame: policyl
ached

Name: classl

ss-List Name: 1

Mode: SrTCM

average rate (48 Kbits/sec)
burst size (12 KBytes)

excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 v AT —H ADFER

[EX

show qos map-status #ype [name]

[T A—F—]

type

name

[ASTE— )
FEHME EXEC £ —

[FRA]

FTRT B~ TR

BEE LA
policy RY ==y T DRT—F ANEHRERR
class VIR T DAT—H AERE TR

TRTHERY =<7 (FILT T A T) OLFR, BERFHITXTORY v—<v 7
(F72137 9 A7) DL d,

. %k EXEC £— R

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w o RER+T22LT, A —<v7NED LAN/SFP A— F B LA v X —T7 = — X @A STV
B, TTAR Y TMEDRY —< v FIZBEEINTWAENRE, R —w oy IRI T A~y TOMEIZET

HIEREMD Z LN TE D,

FRAFFILUTD LB,

policy-map

HHE RANE

input port R —=<y 70 S TS LAN/SFP R — B &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 73317 R[BE & 5
attach limitation kZ A hE— RO TS

class-map
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HHAE

FTNE

policy-map asociation

I IAR T MBEEENTNWDIRY) —~ v TO—E

edit/erase

class-map/no class-map 7233217 [ HED & 5 7>

attach limitation

~Z A hE— RO

P

R =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N THRET 5 Z &,

[/—}]

Kavy REFTT5HITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWX2310P#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y T class|"D AT —H Ak Frmd b,
SWX2310P#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—) LV ITRE

E&

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(85 A —5—]
queue-id : o <0-7>
EfEF 2 —1ID
weight T <1-32>
WRR D A
(IR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

EEF 22— LT, WRREAMNE T U R EL)DOBEALDITREEZIT ),

Al a—0 7 AT, 7T LAN/SFP AR — M B X OGREEA > ¥ — 7 = —AHHDOHRE L 72 D,
no X CIAT LA, 5 F = — I THaxHEI(SP) L 72 b,

[/ —}]

Ka< FEFITT DL, QoS #AhcL TR L

[BREH]

PE{E S 2 —#T#6 % SP ST (7T MBI, #5#4#3#2 #1 #0 % WRR 73 (5:5:5:2:1:1) & 5,

SWX2310P (config) #no gos wrr-weight 7
SWX2310P (config) #no gos wrr-weight 6
SWX2310P (config) #gos wrr-weight 5
SWX2310P (config) #gos wrr-weight
SWX2310P (config) #gos wrr-weight

( )

( )

( )

H

SWX2310P (config) #gos wrr-weight
SWX2310P (config) #gos wrr-weight
SWX2310P (config) #gos wrr-weight

O N WD
RPN O oo

9242 N7 4 v IV = — U T (R— FEI)DRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

ST A—F—]
CIR : <18-1000000>

b774/7v~b&m9 HDIABDFEAT D7, ATMEICKE L C IR a2 R
ANBH L[/ — M)

BC : <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BT TORIE & 725,

(IR E

no traffic-shape rate
[AJIE— K]

A B =T z—AEF—FR
(@]

— IR LT, Y=—E U7 2RET 5D,
no B CTEITLIEHA, R— by =—E U 7ORTITE L 725,
[/—}]
Ka< REFITTDHITIE, QoS #AcLTELL I &,
77 4 w7 b= MIADIALNBHAET S0, ANEICH L CEBOBEAMN R 25581355,
[BRE B
LAN 7R— |k #1 7»5 D415 % CIR:30016kbps, Be:1876000byte (245 %,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NI T 4 v IV — BT (Fa—H)DORE

[EX]
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue gueue-id rate
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[78T7 A= —]

queue-id . <0-7>
EEF 2 —1ID

CIR : <18-1000000>

N7 74 w7 L— h(kbps), FOIABNFEAET D7D, ATMEICK L CTEBEOw HED #722
LEENRH D[/ — MBIR)

BC 1 <4-16000>
R—Z hH A K(kbyte), 4kbyte EENL TORRE L 2D,

(AR RE]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[ AJTE— K]
A B —T 2 —AF— R
B

A= RFDEEFEF2—IX LT, Y-V 7 E2RET D,

no W TIFEIT LI G, BEF2—ICHT L3 =— VU 7OREITEN L 22D,

[/—}]

ARKa<wr FEFETTHITE, QS E#AMILTHELL I &,

N7 74y 7 L— MINDIALDBRET D7D, AJMEIZH L TEEOBIMEN R 2258030 %,
[ E ]

LAN 7R — b #1 O F = — #0 7> 5 D%{F % CIR:10Mbps, Be:64000byte (2685,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —&i|fH

9.3.1 7 & —#fHIIEEE 802.3x PAUSE DEZ(Z)DRE( AT L)

EEy

flowcontrol yype
no flowcontrol

[/XT A—F—]
type : 7 ua—HlEoEE
REME B!
enable 7 a—#li &2 G T 5
disable 7 v —ifilfHl & s 3 5
(IR E]

flowcontrol disable
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[AJ1E— K]
ra—r)var 74— g rE— R
B
AT NAERD 7 v —HIEI(IEEE 802.3x PAUSE 7 L — A6 (E) 2 A9 5,
no X THFAT LI=mGE, 7 v —Hilllz Eahicd 5,
[/— 1]
QoS HREM AR L &, AT D7 u—HlllEZ BN THZ LITTER,
7u—fllEZ G LTeGE. BEMICT —L My THRBITEDIC /R 5, 7272, AZ v JEREDN A LTS
BIEARFIBRICEEY L2,
A E =T 2 =207 —{lilE, AT LMUEA L F—T 2= 2O T v —HEREE ENENAN LTS
BOHENET D,
[ E B
VAT LD T m—ilill e AT D,
SWX2310P (config) #flowcontrol enable

9.3.2 7 u —fifH(IEEE 802.3x PAUSE DiXZ[Z)DEREMAL v ¥ — 7 = —R)
EE

flowcontrol fype

no flowcontrol

[R5 A—%—]
type © 7 u—HEOEE
R EE B!
auto 7u—HEOREIR I == g U EFR)
(e )
both Pause 7 L' — L DMEZEEADIT D
disable 7 v —fil# & T 5
[WIHIRRE]
flowcontrol disable
[AJ1E— K]
f B =T 2= AF— |
[FHA

LAN/SFP 7R — b @ 7 o —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X THFAT LG, 7 v —Hilill 2 Bahicd 5,

[/—H]

A2~ Ri% LAN/SFP 7R— MZ D B3 & FlHE,

VAT LD T v —ilEN N e G S EE LR,

PAUSE 7 L — A DE[E L ZE XM Sy N THEORE L 25,

FP BT BRI | AL 5L 23241597 % PAUSE 7 L — A 0 IR 1%, OXFFFF(65535)& 9%,

UTOHIRER® 5,

o SFP+EVa2—LEZHWLHE, 7e—HEHlOFEIR I — g VIRTAR— b,

« TROFMHFCHETIHE, BB T T — 3 0B X Pause 7 L— LEEIIRY A — b, (Pause 7 L — L%
EOHYR—h)
o AX v IEREDER. Do, T a—#lHBnE A

o VR — MZIE"flowcontrol auto" & 5% E TX 720N,

[BREH]

LAN R— b #1 © 7 o —#lf &2 H T 5,
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SWX2310P (config) #interface portl.l
SWX2310P (config-if) #flowcontrol both

LAN F— k #1 © 7 o —§l# & mshiz 4 3,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #no flowcontrol

9.3.3 7 u —HlHOBEREBORR

EEN!
show flowcontrol [inteface ifname]
[¥F—7U—F]
interface DRRT AL R —T 2 —AEBETDH
[78T7 A —=HF—]
ifname : LAN/SFP &R— b4, BMERFIIRA VX —T = — ARG LT 5,
FRTDHA LV H—T 2 —A
[AF1E— F]
FEHFHE EXEC £— N, %t EXEC E— I
[BLAA]
7 v —HIENZ BT D E ROCE /%), PAUSE 7 L — A DO EZER) 2 TR 5,
[/—}]

PAUSE 7 L — LA EEIL, 4R — b7 a—HlllNnEGR &> TWDAHEEDAERIND,
PAUSE 7 L — AEZ(Z800L. clear frame-counters =~ > NZE{THEC 7 U T &N 5,

[BXEHI]
LAN R— k #1 © 7 v —#lHIES % £51T 5,

SWX2310P#show flowcontrol portl.l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0
BR— FO7 v —HflEERERTT D

SWX2310P#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 X k— AdillfH

9.4.1 A h— AHIHEORE

EN!
storm-control fype [type..] level level
no storm-control

85 A—F—]
type LR N LEE S AT



level

(AR E]

no storm-control

[AJ1E— F]
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A h— Az A7

Bl

Tr—R¥y A MR N AHIEEFZHICT

broadcast z
multicas LT E A DA b= MHEE AT
unicast FEEAHD =% ¢ X 7 L— 2Ol %

BINZT %

<0.00-100.00>

Ml SIRiE D N\—t o 7 — U THET S
B/ NEUS LT 2 (L E TRETE D

A HE—=Tz—AE—F

(@]

LAN/SFP R— NIkt L7 r— K¥ ¥ A b A b —AHIfHl, ~LFF v 2 bR b—2AHI#HB IO, s8EfFHO2=% v
A N7 L—LORIEZEEIIZ L., ZEFHIRZ T 5,
MEZB2 TZELE7 L—AIEES N D, 7272 L, BED 100% D5 A 13ZEHIRIZ Ly, BETer L—2A
HFETHY . FEHNZITERETE 220,

[ EH]

LANFR—F#l OT7T B — RFF ¥ A MR =LA TFHy 2 b A F—LEEE2 BN UBIE 30% %% ET 5,

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #storm-control broadcast multicast level 30

9.4.2 A b — Affilil {5 EIRMEDFT

[EX

show storm-control [ifname]

[/8T7 A —=F—]

ifname

[N E]

L

[ASTE— K]
FEHHE EXEC E— K,

[@iA]

LAN/SFP iR— h DA X —T = — R4,
TR T HA U H—T =z —R&

7 L — LD EIREEFR T D,
A =T 2= AZ B LT HAIE, B v X —T 2 —ANAB 5,

[EE B

A U H =T 2= ADBRERELZTTRT D,

SWX2310P#show storm-control

Port

portl.
portl.
portl.
portl.
portl.
portl.
portl.
portl.

QO Jo Ul WN

HibE EXEC E— K

BcastLevel McastLevel
30.00% 30.00%
20.00% 20.00%

100.00% 100.00%
100.00% 100.00%
50.00% 50.00%
100.00% 100.00%
100.00% 100.00%
100.00% 100.00%

30
30

UcastLevel
100.

20.
100.
100.
100.
100.

00%
00%
00%
00%
00%
00%
.00%
.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 = — % L RADIUS H— —SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

11— /L RADIUS H— S—HEREDH N/ MR 2 i BT 5.

F7o. WEEM UDP R — FEZEZEHTH I LN TE D,

no JER Ca~ > REFATLGE IR EMIC RS,

[/—}I

72— 77 /L RADIUS $— N—HEREZ 32 72 I21E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TOMENRD D,

[EREH)

B —71/L RADIUS ¥ — —tKREZ AT 5,

SWX2310P (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' Z— T = — R4,

[P E]

L

[ASE— R

Ja—\ a4l r—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 7 A% T[4 5,



a<w RV TZ77 LR | T r— 3351

SWX2310P (config) #radius-server local interface vlanl
SWX2310P (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[7XF A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

(18I E]

2L

[AJTE— K]

Ja—x\)aryz 4L —yg T — R

[FREA]

7747 v MNERAEEZBITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFETLyE1E, i€ Lio— FNEERZHIBRT 2,

[/—H

N— FRBRER A AR L TV R WAL, = — /L RADIUS Y — N—FEREITAE FH T & 220,

BEIZ N — FREGER D AER SN TV ORI TR R R4 2R E L6, V— FMRERIL EEE S5,
N— FEGERZHIREIT EEETD L BITHELDOT T4 7 2 FEAFET TN TEY) L2 D,

Jb— REBFERAMFELE LT T 1 erypto pKi generate ca iX 232 & b— REBAER & LT TE 720y,
[BEH]

PFEfRA4 A "MYRADIUS" DLV — hiBiER % £ 5,

SWX2310P (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E— K

[E=]

radius-server local-profile
[AFTE— K]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »rE— NIZBITT A,

SWX2310P (config) #radius-server local-profile
SWX2310P (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX

authentication mode [mode...]

no authentication
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[T A—5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #AlE =
eap-md5 EAP-MD5 7845 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(IR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— F]

RADIUS =7 4 7V Lb—va U E— R

[@i ]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no WA Ta~y REET LGB ITMIREEICREY . T X TORIMLTADRGIE D,
[/—}]

PEAP, EAP-TTLS #8aE 5 DO WEFRRE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #EHAT 25613, BREHF U eap-mdS ZFRET DL ENH B,

[ EH]

i 3 % 5855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWX2310P (config) #radius-server local-profile
SWX2310P (config-radius) #authentication peap eap-mdb

10.1.6 RADIUS 7 5 A 7 2 F(NAS)DFRE

[EFX]

nas fost key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[/ A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui &
. _ . Ty hU—2~ A7 OFHIT 8~32 T IP 7
IPv4 v b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L RIEET KL
IPv6 7 K L A (A:B:C::D) A(:/128), T 7 AL hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RV T- 6 D
IPv6 1> b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]" 2?2 A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

B RBEREIE 100 TH D,

no B Ta~r FEETLEEEAIE. $8E L7ZRADIUS 7 74 7 > FOREZHIERET 5,
[/ —F]

Aa~ s RTERELZ RADIUS 7 7 A 7 M(NAS)E#t(iX. running-config, 3 KT}, startup-config (ZIFFRR I 4172
U,

Flo, BEOREI~VY FEFRRY, Ra~vr REFTLERRTRET —# & LTREFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H##IZ. show radius-server local nas =~ > K TR TX %,
A DA — FIRGEHERE Tr — /L RADIUS —_—Z 457 ET 25613, U TE2RET DLENH D,
SWX2310P (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWX2310P (config) #radius-server local-profile
SWX2310P (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan : #AF v 7 VLAN IO VLAN Z3RET 5
mac DR AR ERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZHRFE L7 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIAT V PEEORASEA AT VA EBRET D
auth CORRES RS A T ERET D
expire U TIAT Y NEBEOH IR Z R ET D GEEREST X A 73 EAP-TLS Oi56 O B4 7%))
T A—F—
userid . a2—H%—1D

(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)

FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EI<>") ANR— < I

EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R

(32 LFLIN, N [1" 2 A=A 2B A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN IO VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &St SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—Y—4
(32 LFLUAN, "2 A= 2 &R AT - AT
mail-address A=A T RLZA
(256 SCFLIN, AL - @)
bpe =V
REME Bl
PAP §BiE X (== —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF )72 (=2 —
beap P—1ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(EMSEE 2037/12/31 L1 5)
(YYYY/MM/DD AT B £ 725 2037/12/31 £ C)
[FIHIER E]
L
[ASE— )
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA]
RADIUS #— _—TFFET 52— — & BT 5,
B KRB ERELIE 2000 TH 5,
no B CTa~vy REFETLELAIE. € Lica—F—%2HIRT 5,
FBREH T EAP-TLS 87 L7284, certificate user 2~ R CZ 74 7 2 FEHEDRITHNMLE L 72D,
Flo, NARATU—=RRZ 747 MiEHEOAEIWIRAZET LIGE S, BESZ 747 2 MEHEORITHLE L 72

Do
7 74T v MEAEZRITHAO 22—V —2HIRT 556, BBICY 747 & MEAEO KDL ZAT 9,
[/— ]

ARKa<y RCHEE L2 ——1F#HIL. running-config, 33 LT, startup-config (ZITFR/R I 720,

T, BEOREa~Y REFRRY, Ra~vy REFATLERRATRET —¥ & LTRFESIND,

BRTE Lz — —15#IL, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=HA A S h
60

[ EH]

FRREL— W —Z X T D,
SWX2310P (config) #radius-server local-profile

SWX2310P (config-radius) #user yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FHEFEREIFR DR E
[EX]

reauth interval time

no reauth interval

[7XT A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ a9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & L THEH T 2 228522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FRRGEM I %2 604800 FHICRRET 5,

SWX2310P (config) #radius-server local-profile
SWX2310P (config-radius) #reauth interval 604800

10.1.9 17— % /L RADIUS ¥ — X—~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £— K
B

12—/ RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LG EI1X, LT ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHFIE H 4
ERH D,

[/—}]

ARawy REFATLIHA. 2— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho il L s etk
WZHBET S

[B%E A1)
17— 71/ RADIUS $r—"—{Z, BEORELZ XM IE 5,

SWX2310P#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FMEHFEOFAT L AR — =~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLL k32 SCFLAN, "DEFAULT" X8 EAS AT

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

EAP-TLS iBiF XA E L TWbHa—HF—D 7 T4 7 FEHEZHITT 5,

2—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELZ —FERITT 5,

s JIAT7 Y MNERAEE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

FRE % EAP-TLS ~A W L7z 2 —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMIZY T4 7 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDAA—LT RLA~NT T4 7T MEHELZEMT 5,
A=V DL EARINTHOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
A—LT RUARHEE SN TORWIGEIT A —LEE LR,

[/ — ]

7747 FEHFEIT 1 2= —IZOZ 2 BETHEITTE D, 2L EFITLIELHEITH WO L O BIEEIZ KL
ERCE

7T A4T v FEHFEO —ERATIIRFM R 00572/ Ny 7 75 R T TE Y | TP Th a~ 2 FETIIEE
Th D,

L, T a<y RIZOWTUIETTE RV E D IHIRZ 20 T D
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

 certificate user

+ certificate mail user

+ certificate revoke

 certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEE —ERITT 5.
SWX2310P#certificate user

10.1.11 7 5 A 7 hFEBHEDRIT kT

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FIEE certificate user 2~ REFITTHZ LT 747 2 FEHZEORITZHBHATE 5,
[E )

7 IAT v MNEHEO—FERITE P ST 5,

SWX2310P#certificate abort
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10.1.12 7 74 7~ MEAEO RS
[ER

certificate revoke user userid

certificate revoke id certificate-id

[F—TU— K]
user D BELEa—Y =D 74T v FEEEZ R SED
id D HRELEZIAT U MAEAEID O T4 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CF-LL 1 32 SCFLIN, "DEFAULT" [ ZEEASAT)
RIEH R AJIFIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 4 7> bEAELZ RSB,
747 v MNERENKRINTGE. T OEAEZ M S ZFRGEIT RIS 5,

[/—}]
7 7 A 7 > NREE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEHEEZ RS E D,

SWX2310P#certificate revoke user Taro

7747~ MFEBE ID "Taro-DFS98EE9B44D22CC" D7 T A 7 > M EZ KEh S w5,
SWX2310P#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A 7 v biEAEO T 7 2R — ~(SD = E'—)
[ER]

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— 5

user D HELEa—Y -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTERET D

/3T A—&—]

userid . a—%—1ID
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(3 3CF-LA | 32 SCFLAN, "DEFAULT" 145 E A7)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

7747 v hEEEZ, SD h— NlZ= 7 AKR— T 5,
T AR— NEIE, SD 71— RN /swx2310p/certification/ T 5,
compress ZH5E L7z E X, 7 747 > FREHEZ ZIP 7 7 A VITEM L T b7 AR — T 5,

= RR— b &
" TRTDT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 l]

2 —H—ID Yamaha ® 2 7 4 7 FEEE SD 1 — R~/ AR — 2%,
SWX2310P#certificate export sd user Yamaha

10.1.14 7 5 A 7~ FREBAED T 7 AR — (A —/ViE(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —LVEET D
user D HELEa—Y 27 T4 T NEAEEZ A —VEET D
compress © ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFPA L 32 SCFLAAN, "DEFAULT" (345 & A )
AL = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EAR S
\[1/:%|<>"2? AR_—R &R A
EAP-TL B
> PR
[AF1E— K]
¥i#E EXEC £— K
[FFA]

74T v FEEHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 94070 FIFHEIR, Fa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW a2—F— 25 LTI, A—/LDEENMThILz,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
[EXEH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWX2310P#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

E&y
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-4> a7 4 T HO-#4
sd SD 1 — FND=a 7 1 7
dst_config_num D av—onar T 4 rEkE
RIEME Wi
<0-4> T T HO-#4
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
[RBA
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEBEER

o FITLT=V 747 2 FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Ta ™ —4 5 Z LN TX
éo

[/—F]

SD H— KB~ PENTWARVIREET, sd 2B EL-SEAIT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWX2310P#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 F(NAS)DFIR
E&y

show radius-server local nas /ost
[2XF A—&—]
host S IPT7TRUVA, FHE,. IPRy hU—=Z T RFL A
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BEE A
0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
[Z3AYl N0

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUZADHREANBIZO0 L7225

A=F XY A RT RLADY B RIEET L
IPv6 7 K L Z(A:B:C::D) A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KU AC128) &RV =8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 % b U —27 7 KL A(A.B.C.D/M)

IPv6 % v kT —2 7 KL Z(A:B:C::D/M) TVT 47 ARIL 1~128

[AF1E— ]

¥iHE EXEC £— K

[FH]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24"® RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWX2310P#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 Bt — P —FHROFR

k={

[EX]
show radius-server local user [detail userid]
[F—U— K]
detail D RE Lo —F—OREMERE R T 5
[T A—F—]
userid : a—F—1ID
(3 CFLLE 32 SCFLIN, "DEFAULT" 8 E A 1)
RAEH R ATIAIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A= R %R AT EATL
dEI<>" ) ANR— e e TS
EAP-TLS \qy/#:ﬁt T ? A A% i< AR
[AJ1E— K]
HitE EXEC £— R
[FLBA]
a—F—FRERRT D,
[ERE B

A—PF—HFRO - HE2RRT D,

SWX2310P#show radius-server local user

Total 1
userid name vlan mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = —H —{F i & £ 1" 5,

SWX2310P#show radius-server local user detail 00a0de000001
Total 1



userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 A 7 FiEFAZE DO RITIREER R

av R 77 LA |77 r—2 3361

[ER]
show radius-server local certificate status
[AJTE— K]
¥iHE EXEC £ — K
B
7 FAT v MEEMERITRBEOREEZ R TRT D,

FATINER

Py

done

054 T NEHEORITNGE T E 1 I ARRAT

processing

7747 MEHEZ FE T

aborted

certificate abort 2~ K72 BN K-> To 747 > MiE#A
FEORAT & W

(B 2B
7747 v MREHERITLEOREZ RRT D,

SWX2310P#show radius-server local certificate status

certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U— 1]

detail DR -RERR TS

[T A—=HF—]

userid : 2—%—1ID
(3 XCFLA L 32 SCF LN, "DEFAULT" I8 EAS Al

AR ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R PATEHT - AT
» P N

EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR

[AJ1E— K]

HHE EXEC £— R

[FHA

FATH 2 TAT > NEBED ) A N2 RRT B,

userid Z¥eE LT-3HAIL. FOa—VF—OEMBERZE T 5,

(3= 1]
B —F—DRITH 2 T4 T v NEN R RRET 5,

SWX2310P#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £ —
(R EA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RENEH NE

revoked FENZ KD KR

expired A RIABREIAIC K D K%)

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWX2310P#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked



e2]

A

aaa authentication auth-mac 179
aaa authentication auth-web 179
aaa authentication dotlx 179
access-group (IPv4) 304
access-group (IPv6) 306
access-group (MAC) 309
access-list (IPv4) 302

access-list (IPv6) 305

access-list (MAC) 307

access-list description (IPv4) 304
access-list description (IPv6) 306
access-list description (MAC) 308
action 144

agent-watch down-count 123
agent-watch interval 122
aggregate-police 334

arp 261

arp-ageing-timeout 262
arp-ageing-timeout request 262
auth clear-state time (f % —7 = — X %E&— K) 197
auth clear-state time (7' 72—/ )L a7 4 7 L—3 g »F— K) 196
auth dynamic-vlan-creation 186
auth guest-vlan 186

auth host-mode 184

auth order 185

auth radius attribute nas-identifier 192
auth reauthentication 185

auth timeout quiet-period 187
auth timeout reauth-period 188
auth timeout server-timeout 188
auth timeout supp-timeout 189
auth-mac auth-user 182

auth-mac enable 182

auth-mac static 183

auth-web enable 183

auth-web redirect-url 195
authentication 351

auto-ip 258

B

backup system 150
banner motd 32
boot auto-apply 39
boot prioritize sd 39

C

cable-diagnostics tdr execute interface 46
certificate abort 356

certificate export mail 358
certificate export sd 357

certificate revoke 357

certificate user 355

channel-group mode 169

class 321

class-map 321

clear access-list counters 310

clear arp-cache 261

clear auth state 196

clear auth statistics 195

clear boot list 38

clear cable-diagnostics tdr 47

clear counters 164

clear ip dhep snooping binding 253
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clear ip dhep snooping statistics 253
clear ip igmp snooping 295

clear ipv6 dhcp client 273

clear ipv6 mld snooping 301

clear ipv6 neighbors 277

clear lacp counters 174

clear lldp counters 121

clear logging 60

clear mac-address-table dynamic 208
clear qos metering-counters 340

clear spanning-tree detected protocols 234
clear ssh host 99

clear ssh-server host key 95

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 47
cli-command 145

clock set 47

clock summer-time date 49

clock summer-time recurring 48
clock timezone 48

cold start 147

config-auto-set enable 131

copy auth-web custom-file 197

copy radius-server local 359

copy running-config startup-config 33
copy startup-config 36

copy tech-support sd 45

crypto pki generate ca 351

D

description 153

description (schedule) 143
dns-client 280

dns-client domain-list 281
dns-client domain-name 281
dns-client name-server 280
dotlx control-direction 180
dotlx max-auth-req 181
dotlx port-control 180

E

eee 155

enable password 28

erase auth-web custom-file 198
erase startup-config 36
errdisable auto-recovery 201
event-watch disable 130
event-watch interval 130
exec-timeout 54

F

find switch start 149

find switch stop 150

firmware-update execute 134
firmware-update http-proxy 133
firmware-update reload-method 137
firmware-update reload-time 137
firmware-update revision-down enable 135
firmware-update sd execute 136
firmware-update timeout 135
firmware-update url 133

flowcontrol (f > % —7 = —ZAE— R) 347
flowcontrol (/' 2 — Va7 4 7 L—3 3 »E— R) 346
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H 12ms enable 121
12ms filter enable 124
hostname 146 12ms reset 125
http-proxy 91 12ms role 122
http-proxy timeout 92 lacp multi-speed 173
http-server 88 lacp port-priority 178
http-server access 90 lacp system-priority 172
http-server interface 89 lacp timeout 174
http-server login-timeout 91 led-mode default 148
http-server secure 88 line con 53
line vty 53
1 1ldp auto-setting 109
1ldp interface enable 116
instance 234 lldp run 108
instance priority 235 11dp system-description 108
instance vlan 235 lldp system-name 109
interface reset 162 lidp-agent 109
ip address 255 1ogg?ng backup sd 60
ip address dhcp 256 logg¥ng event 59
ip dhep snooping (f & ¥ — 7 = — X & — R) 246 1ogg¥ng facility 57
ip dhep snooping (/' 2 — Va7 4 JL— 3 UE— R) 245 10gg¥ng format 56
ip dhcp snooping information option 247 10gg¥ng host 56,
ip dhep snooping information option allow-untrusted 248 10gg¥ng stdout info 58
ip dhep snooping information option format remote-id 249 10gg¥ng trap debug 57
logging trap error 58

ip dhcp snooping information option format-type circuit-id 249
ip dhcp snooping limit rate 250

ip dhcp snooping logging 251

ip dhep snooping subscriber-id 250

logging trap informational 58
loop-detect (f > % — 7 = —AFE— ) 242
loop-detect (/' v —sSLa T 4 JL—3 9 E— R) 241

ip dhep snooping trust 246 loop-detect blocking 243
ip dhcp snooping verify mac-address 247 loop-detect blocking interval 244
ip forwarding 263 loop-detect reset 244
ip igmp snooping 285
ip igmp snooping check ra 289 M
ip igmp snooping check tos 289
ip igmp snooping check ttl 288 mac-address-table ageing-time 207
ip igmp snooping fast-leave 286 mac-address-table learning 207
ip igmp snooping mrouter interface 287 mac-address-table static 208
ip igmp snooping mrouter-port data-suppression 292 mail certificate expire-notify 105
ip igmp snooping querier 287 mail notify trigger 100
ip igmp snooping query-interval 288 mail send certificate 104
ip igmp snooping report-forward 291 mail send certificate-notify 104
ip igmp snooping report-suppression 291 mail server smtp host 99
ip igmp snooping version 290 mail server smtp name 100
ip route 258 mail template 101
ipv6 265 management interface 55
ipv6 address 266 match access-list (QoS) 322
ipv6 address autoconfig 267 match access-list (VLAN) 311
ipv6 address dhep 268 match cos 323
ipv6 address pd 269 match ethertype 324
ipv6 dhcep client nd-prefix 273 match ip-dscp 323
ipv6 dhcep client pd 269 match ip-precedence 323
ipv6 forwarding 278 match vlan 325
ipv6 mld snooping 295 match vlan-range 325
ipv6 mld snooping fast-leave 296 mdix auto 155
ipv6 mld snooping mrouter interface 296 mirror interface 157
ipv6 mld snooping querier 297 mount sd 147
ipv6 mld snooping query-interval 297 mru 154
ipv6 mld snooping report-suppression 299 mtu 263
ipv6 mld snooping version 298 multiple-vlan group name 222
ipv6 nd accept-ra-default-routes 271 multiple-vlan transfer ympi 222
ipv6 neighbor 276
ipv6 route 274 N
L nas 352
ntpdate interval 52
12-mcast flood 284 ntpdate oneshot 51
12-mcast snooping tcn-query 285 ntpdate server 50
12-unknown-mcast (f & ¥ — 7 = —ZE— ) 283
12-unknown-mcast (7' 2—/ )L a7 4 7 L—3 5 F— R) 283 P

12-unknown-mcast forward link-local 284
12ms configuration 121 pass-through eap 199



password-encryption 28

ping 264

ping6 278

police single-rate (R U > —~ v 7 « 7 5 ZF— ) 330
police single-rate (JE4J7R U #—F— ) 335

police twin-rate (N U ¥ —~< v 7 « 7 7 XF— I) 331
police twin-rate (£ U H—F— K) 336
police-aggregate 338

policy-map 326

port-channel load-balance 175

port-security enable 199

port-security mac-address 200

port-security violation 200

power-inline (-f > % — 7 = — A& — K) 203
power-inline (/' 12—/ Va7 4 FL—3 g U — ) 203
power-inline description 204

power-inline guardband 205

power-inline priority 204

private-vlan 211

private-vlan association 212

proav profile-type 151

Q

qos cos 314

qos cos-queue 318

qos dscp-queue 319

qos enable 313

qos port-priority-queue 319
qos queue sent-from-cpu 320
qos trust 315

qos wrr-weight 344

R

radius-server deadtime 192
radius-server host 189
radius-server key 191
radius-server local enable 350
radius-server local interface 350
radius-server local refresh 355
radius-server local-profile 351
radius-server retransmit 191
radius-server timeout 190
reauth interval 355

region 236

reload 146

remark-map (R > —~< v 7« 7 7 ZF— )333
remark-map (45974 U —F— ) 337
remote-login 141

restart 146

restore system 151

revision 236

rmon 70

rmon alarm 74

rmon clear counters 78

rmon event 73

rmon history 72

rmon statistics 71

S

save 33

save logging 59

schedule 141

schedule template 144
script 145

send from 102

send notify wait-time 103
send server 102

send subject 103
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send to 103

service terminal-length 55
service-policy 327

set cos 328

set cos-queue 340

set ip-dscp 329

set ip-dscp-queue 341

set ip-precedence 329

set lldp 110

set management-address-tlv 111

set msg-tx-hold 115

set timer msg-fast-tx 114

set timer msg-tx-interval 113

set timer reinit-delay 114

set too-many-neighbors limit 116
set tx-fast-init 115

sflow 79

sflow agent 79

sflow collector 80

sflow collector max-datagram-size 80
sflow max-header-size 81

sflow polling-interval 81

sflow sampling-rate 81

sfp-monitor rx-power 166

show access-group 311

show access-list 310

show aggregate-police 338

show arp 261

show auth statistics 194

show auth status 192

show auth supplicant 193

show boot 38

show boot prioritize sd 40

show cable-diagnostics tdr 47

show class-map 325

show clock 50

show config(show running-config) 34
show config(show startup-config) 35
show ddm status 165

show dhcp lease 257

show disk-usage 41

show dns-client 282

show eee capabilities interface 156
show eee status interface 156

show environment 40

show errdisable 202

show error port-led 149

show etherchannel 170

show etherchannel status 176

show firmware-update 136

show flowcontrol 348

show frame-counter 163

show http-proxy 92

show http-server 89

show interface 159

show interface brief 161

show inventory 40

show ip dhcp snooping 251

show ip dhcp snooping binding 252
show ip dhcp snooping interface 252
show ip dhcp snooping statistics 253
show ip forwarding 263

show ip igmp snooping groups 293
show ip igmp snooping interface 294
show ip igmp snooping mrouter 293
show ip interface 256

show ip route 259

show ip route database 260

show ip route summary 260

show ipv6 dhcp interface 272

show ipv6 forwarding 278

show ipv6 interface 271
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show ipv6 mld snooping groups 300
show ipv6 mld snooping interface 300
show ipv6 mld snooping mrouter 299
show ipv6 neighbors 277

show ipv6 route 275

show ipv6 route database 276
show ipv6 route summary 276
show 12ms 125

show 12ms agent-config 127

show lacp sys-id 172

show lacp-counter 175

show led-mode 149

show lldp interface 117

show 1ldp neighbors 119

show logging 60

show loop-detect 244

show mac-address-table 209

show mac-address-table count 210
show mail information 105

show memory 42

show mirror 158

show ntpdate 52

show policy-map 341

show port-security status 201

show power-inline 206

show process 42

show qos 316

show qos interface 316

show qos map-status 343

show qos metering-counters 339
show qos queue-counters 317
show radius-server 195

show radius-server local certificate list 361
show radius-server local certificate revoke 362
show radius-server local certificate status 361
show radius-server local nas 359
show radius-server local user 360
show rmon 76

show rmon alarm 78

show rmon event 77

show rmon history 77

show rmon statistics 76

show running-config 34

show sflow 82

show sflow sampling 82

show snmp community 69

show snmp group 70

show snmp user 70

show snmp view 69

show spanning-tree 230

show spanning-tree mst 239

show spanning-tree mst config 239
show spanning-tree mst instance 240
show spanning-tree statistics 232
show ssh-server 93

show ssh-server host key 96

show stack 139

show startup-config 35

show static-channel-group 169
show storm-control 349

show system-diagnostics 45

show tech-support 42

show telnet-server 84

show test cable-diagnostics tdr 47
show tftp-server 87

show tx-queue-monitor 167

show users 31

show vlan 223

show vlan access-map 313

show vlan filter 313

show vlan multiple-vlan 224

show vlan private-vlan 223

show y-unos 107

shutdown 153

snapshot delete 133

snapshot enable 131

snapshot save 132

snapshot trap terminal 132
snmp-server access 68
snmp-server community 65
snmp-server contact 64
snmp-server enable trap 63
snmp-server group 66
snmp-server host 61

snmp-server location 64
snmp-server startup-trap-delay 62
snmp-server user 67

snmp-server view 65
spanning-tree 226

spanning-tree bpdu-filter 227
spanning-tree bpdu-guard 228
spanning-tree edgeport 230
spanning-tree forward-time 225
spanning-tree instance 237
spanning-tree instance path-cost 238
spanning-tree instance priority 237
spanning-tree link-type 227
spanning-tree max-age 225
spanning-tree mst configuration 234
spanning-tree path-cost 229

spanning-tree priority (-f % —7 = —ZXFE— ) 229
spanning-tree priority (7 2 —/ 3V 3> 7 4 JL—3 3 VE— R)

226

spanning-tree shutdown 224
speed-duplex 154

ssh 97

ssh-client 98

ssh-server 92

ssh-server access 94

ssh-server client alive 97

ssh-server host key generate 95
ssh-server interface 93

stack 138

stack renumber 138

stack subnet 140

startup-config description 37
startup-config select 37
static-channel-group 168
storm-control 348

switchport access vlan 214
switchport mode access 213
switchport mode private-vlan 217
switchport mode trunk 214
switchport multiple-vlan group 221
switchport private-vlan host-association 217
switchport private-vlan mapping 218
switchport trunk allowed vlan 215
switchport trunk native vlan 216
switchport voice cos 220

switchport voice dscp 220
switchport voice vlan 219
system-diagnostics on-demand execute 46

T

telnet 85

telnet-client 86

telnet-server 83

telnet-server access 84

telnet-server interface 84

terminal length 54

terminal-watch enable 123
terminal-watch interval 124

test cable-diagnostics tdr interface 46
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tftp-server 86

tftp-server interface 87

tlv-select basic-mgmt 111

tlv-select ieee-8021-org-specific 112

tlv-select ieee-8023-org-specific 112

tlv-select med 113

traceroute 265

traceroute6 279

traffic-shape queue rate 345

traffic-shape rate 345

tx-queue-monitor usage-rate (-f > % —7 = —AE— K) 167

tx-queue-monitor usage-rate (7 2 — )L a7 4 JL— g UE—
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